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1 OBLIWE CBEAEHWSA

1.1 Buaeokamepa npeaHasHayeHa Aana paboThl B COCTaBe KOMIJIEKCA
BUIEOHaON0eHNA AN1f HEMPEePbIBHON TPAHCNALUM BUAEOM3006paKeHNs C OXpaHAEMON
30Hbl Ha CUCTEMbl OTOOpa)eHus, 3anucu, XPaHeHUs U  BOCMNPOU3BEAEHUS

BVI,EI,eOI/I306pa)KeHVIF|.

1.2 V3genne npeaHasHayeHo TONbKO Ans npodeccroHanbHOro Cnoab30BaHus

M PAaCcCYMTaHO HA HEMPEPbIBHYIO KPYINOCYTOYHYO paboTy.
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2 TEXHWYECKWE XAPAKTEPUCTUKN

OCHOBHbI€ TEXHNYECKME XapPaKTePUCTUKN U3aennsa npeactaBneHbl Hke (Tabnuua

2.1).

Tabnnua 2.1 — OCHOBHble TEXHUYECKNE XapaKTePUCTUKM

Kamepa

Matpuua

1/2,7” KMOTN

Pa3peLueHV|e BVI,EI,GOI/I306pa)KEHVIF|

1920x1080 nuKcenen

Cucrema CKaHNpoBaHUA

[lporpeccuBHas

CkopocTb 3aTBOpPA

ABTO/Pyy4H., 1/3~1/100000 c

MunHMManobHasa oCBeLWeHHOCTb

0,005 ntokc/F1.6 (1/3 ¢, NK-noacBeTKa
BbIK/.);

0 noKc/F1.6 (MK-noaceeTtKka BKI.)

CooTHOLWeEHNE «CUTHAS-LLIYM» bonee 50 b
BupeoBbixop Het
OcobeHHOCTH

JanbHocTb NK-noacBeTKu 30 m

[leHb-HOoYb AsTo (ICR) / UpeTt / Y/b
KomneHcauns (oHOBOW 3aCBETKN BLC/HLC/DWDR
BanaHc 6enoro ABTO/PyyH.
PerynupoBKa ycuneHus ABTO/PyyH.
LlymonopasneHue 3D

MacKa KoHhuaeHUNanbHOCTK [lo 4 30H

O6BbeKTUB

Tun obbeKTnBa

2,8 MM, DUKCUPOBAHHbIN

BOLID
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MaKcumanbHoe pacKpbiTme
anadparmol

F1.6

Yron o63opa

H:110°V:59°

Bupeo

Cxatmne BugeocurHana

H.265; H.264; H.264B; MJPEG

dopmat BnaeonsobpaxeHus

1080P(1920%x1080) / 1.3Mn(1280%960) /
720P(1280%720) / D1(704%x576/704%480) /
VGA(640x480) / CIF(352%288/352%240)

YacroTta Kagpos

OCHOBHOW NOTOK

1080P (1 ~ 25/30 K/c)

JlononHuTeNbHbIM NOTOK

D1 (1~25K/c)

CKopoCTb Nepefayvn JaHHbIX

H.264: 32 ~ 6144 KbuTt/C
H.265: 12 ~ 6144 kbut/cC

3BYK

CxaTune aygnocurHana Het
AyaunoKaHan Het
MwnkpodoH Het
BupeoaHanutnka

BupeoaHanutnyeckme GyHKL UM

epeceyeHmne NUHUK, KOHTPONb 061ACTH

[leTekunsa

OGHapyeHVe ABMKEHUA, 3aKpbiTue /
pacthoKycMpoBKa 06beKTBA, U3MeHeHNe
CLEHbI

I dheKTBHbIE 30HbI BU3yanbHOro pasnnyeHns oobektos (BS EN 62676-4)*

OG6HapyxeHue (25 nuKcenei/m) Ao 37,3 m
HabnwopeHune (63 nukcensa/m) 00 14,9 m
Pacno3HaBaHue (125 nukcenei/m) ao7,5m

BOLID
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NpeHtndukauma (250 nukcenen/m) | [0 3,7 m
Cetb
Ethernet 10/100 Base-T, RJ-45

COBMECTUMBIN MHTEPHET Opay3ep
web-nHTepderica

Internet Explorer gna Windows

Wi-Fi Het
IPv4; IPv6; HTTP; HTTPS; TCP; UDP; ARP; RTP ;
RTSP; RTCP; RTMP; SMTP; FTP; SFTP; DHCP;
[poTOKOBbI

DNS; DDNS; QoS; UPnP; NTP; Multicast; ICMP;
IGMP; NFS; PPPoE; 802.1x; Bonjour

CraHpapTbl obmeHa

ONVIF(Profile S/Profile G/Profile T); CGI; P2P;
Milestone; Genetec

MaKkcumanbHOe Konm4yecTso
nofb3oBaTenemn

20

[lon. pasbembl

Cnot KapTbl NamATH

Mirco SD, He 6onee 256 6

TpeBOXHbIN BXOA, BbIXOA, Het
[po3o3awmra

YpoBeHb HanpAxeHua 3awutsl Up 6 KB
O6buwue cBeeHUA

KonnyectBo 04HOBpPEMEHHO 5

TPaHCINPYyEMbIX BUAEONMOTOKOB

HanpsikeHune aneKTponuTaHus

12 B nOCTOAHHOrO TOKa

NoTpebnsemas MOLLHOCTb

He 6onee 4,6 Bt

lMutaHmne PoE

|IEEE 802.3af

[lnanasoH pabo4nx Temneparyp

O1-50 °C go +60 °C

OTHOCUTeNbHAaA BNIAXKHOCTb BO3ayXd

0110 % Ao 95 %

BOLID
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CreneHb 3awuTbl obonoyku no NOCT P67

14254-96 (M3K 529-89)

AHTMBaHAaNbHaA 3awmTa Het

abapuTHble pa3mepsl 70x70x166,2 mm
Macca 0,48 Kr

*B ycnoBMAX AOCTAaTOYHOW OCBELWEHHOCTU M NMPU OTCYTCTBUM HEBNArONPUATHBIX MOTOAHbIX
ycnoBuin. O6bHapykeHne — oOHapymeHWe ABMMKEHUA MNM Hanuyina obbeKTa B Kajpe.
HabnioaeHne — onpeaeneHve OCHOBHbIX XapaKTepUCTUK oObekTa. Pacno3HaBaHue -
pacrno3HaBaHWe XapaKTEPUCTUK W y3HaBaHWe o0ObeKTa MO BU3yalbHbIM MPU3HAKAM.
NaeHTduKauma — ycTaHoBAEHNE TNYHOCTU/HOMEPHbIX 3HAKOB aBTOMOOUAS.

BOLID VCI-122 Bep.2 AL/IP.202119.041 P3n o1 24.11.2020



VCI-122. Bepcua 2. PyKoBOACTBO NO 3KCMlyarayuu

3 KOMIJIEKTHOCTb

CoctaB wu3penus npn nocCTtaBKe

npencrasneH Huke (Tabnuua 3.1).

Tabnuua 3.1 — KomnaeKT noctaBKu

10

(KOMNNEKT TNOCTaBKU BUJEOKaMepbl)

HAMMEHOBAHUE OBO3HAYEHUE Kon.
Bugeokamepa «VCIl-122» ALAP.202119.041 1 wr.
5\;&;(:)BO,D,CTBO no akcnnyatauunm nsgenna «VCl- ALIP.202119.041 P2 1 1.
NHdopmaunoHHbIn ancK «bonnay» 1 wr.
Haknerika moHTaxHasa «Tpadaper ans 1w,
KpenneHus BUAEOKamMepbl»
Hakneiika nHdopmupytowas «Begetca 1wt
BUeoHabnwogeHe» )
FepmeTnyHas kabenbHaa mydTa 1 wr.
lWypyn 4x25 3 wWrT.
[obenb 6x25 3 wr.
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4 KOHCTPYKUUNA

BHEWHWN BWMA U OCHOBHble 3M1E€MEHTbl BUJEOKamepbl MpPeACTaBlEeHbl HUXKE
(PucyHok 4.1).

KpOHWTeNH KOHCTPYKTUBHO COEAVHEH C OCHOBAHMEM KOpnyca M npeaHa3HayeH
ANA KPenneHus BUAEOKaMepbl Ha YCTaHOBOYHOM noBepxHocTM. ®PuKcauus Kopnyca
OTHOCWUTENbHO KPOHLWTENHA OCYWEeCTBASAETCA C MOMOLWbID (GUKCUMPYIOLUX BUHTOB
KPOHLWWTENHA.

CoNHUE3aWMNTHbIA  KO3bIPEK 3aKpenfneH Ha OCHOBaHUMM Kopnyca W
npeaHasHavyeH Ana 3alWuTbl 0ObEKTMBA BUAEOKAMepbl OT MonafaHus NpPsAMbIX
CO/IHEYHbIX Nlyyel. PerynMpoBOYHbIA BUHT KO3bipbKa MO3BOMSET PErynMpoBaTb
NONOXKEHMNE COMHL,E3aLUTHOTO KO3bIpbKa B 3aBUCHMOCTU OT YC/IOBUI BHELIHEN Cpefbl.

Avopbl WK-noacBeTKM, M [AaTYMK OCBEL,EHHOCTM MO3BOMSAT OCYWECTBAATh
BUEOHabN0leH e B YCNOBUAX HU3KOW OCBELLEHHOCTH.

O6beKTMB ¢ (DUKCUPOBAHHLIM (OKYCHBIM PaCCTOSHUEM MEXAY ONMTUYECKUM
LLeHTPOM NNH3bl 06BbEKTBA M (hOKaNbHOW NIOCKOCTbIO BUAEOKAMeEpbl NpejHa3HayeH
ANA CO3[aHuA NeNCTBUTENIbHOTO ONTUYECKOTO N300pameHus.

Kabenb Bupeokamepbl fABAAETCS KOMOMHMPOBAHHbLIM W BKAOYaeT B cebs

Kabenb NnUTaHNA 1 ceteBon Kabenb (PucyHokK 6.1).

KpoHwrenH
PerynnpoBoYHbIn BUHT

—
' a ConHue3alluTHbIN KO3blpeK
duKkcnpyoWmn BUHT

O6beKTnB

Avopbl NK-nopcBeTkn

T Kabenb BuaeoKkamepbi

i [.

PUCYHOK 4.1 - BHelHWI BUA, U OCHOBHbIE 3/IeMEeHTbl BUEOKamMepbl

BOLID VCI-122 Bep.2 AL/IP.202119.041 P3n o1 24.11.2020



VCI-122. Bepcua 2. PyKoBOACTBO NO 3KCMlyarayuu 12

MoJ KPbIWKOW, BHYTPU KOpRyca YCTPOMCTBA, HAXOAWUTCA KHOMKA annapaTtHoro
cobpoca (RESET) v cnot ansa kapTtbl namaTtu «Micro SD».

KHonka annapaTHoro c6bpoca (PucyHoKk 4.2) ucnonb3yetcsa Ans Bo3Bpata K
HAaCTPOVMKaM Mo ymonyaHuio. Ecnn HaxaTb M yaepHuBaTb 3Ty KHOMKY B TeyeHue 5
CEKYHJ, KOHDUTYpaLUa CUCTEMbl BEPHETCA K 3aBOACKUM HACTPOMKaM.

Kapta namatn «Micro SD» (PucyHok 4.2) (He BXOAWT B KOMMNEKT NMOCTaBKW)

ncnonb3yeTca and 3anncm BMaeonoToKa.

KHonka annapaTHoro cbpoca

Cnot Ana KapTbl NamaTtu

R

RO

PucyHOK 4.2 — PacnonoxeHune KHOMKKM annapatHoro c6poca u cnoTa Ans KapTbl NamaTu
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5 MOHTAX N AEMOHTAX
5.1 MEPbI BE3OMACHOCTU

1. K pabote ¢ usgennem gonyckaetcs KBannbULUMPOBAHHBIN NepCoHan, U3y4YnBLLN
HacTosALee pyKOBOACTBO.

2. Bce paboTbl N0 MOHTaXy W HanajiKke Npou3BOAWUTb C cobntogeHrem TpeboBaHMiA
AENCTBYIOLMX HOPMATUBHBIX JOKYMEHTOB M0 TEXHUKe 6e30MacHoCTH.

3. Jlnua, nponsBogaLIMe MOHTaX U HaNnaaKy, LOIXHbI MMeTb YAOCTOBEpeHe Ha NpaBo
paboThbl C 3NEKTPOYCTAaHOBKAMM HanpsXeHnem Ao 1000 B.

4. MoHTa¥ Npon3BOAUTL TO/IbKO MPUY OTKAOYEHHOM HANPAXEHUN NMUTAHUA.

5. 1A MOHTaXHbIX paboT HeobXoAMMO MCMOMb30BaTb MCMPABHbIA, G€30MacHbIN U
YAOOHbBIN MOHTAMXHbIA MHCTPYMEHT.

6. MoHTaX NpomM3BOAUTbL TONbKO HA YUCTOM, CYXOW YCTAHOBOYHOW MOBEPXHOCTU MpW
OTCYTCTBMW  aTMOCKEPHbIX  OCAJIKOB, TMOBbILIEHHOW  BAAXHOCTM M MHbIX
HebnaronpuATHbIX YCNOBUNA,

7. Bce Buabl paboT ¢ n3genvem Bo BpeMs rpo3bl 3anpeLtaTcs.

8. MoHTaX nNpou3BoauTb 0e3 NoBpeMAeHUs KOHCTPYKUWUWU. BbINONHEHHbIA MOHTaX
nomkeH  obecneymBaTb  FePMETUYHOCTb  BHYTPEHHen KOHCTPYKL MK n
3NEKTPUYECKOro NOAKNIOYEHUA BULEOKAMEpHI.

9. Heobxoammo ncknounte obpasoBaHue, nonagaHne uav Bo3aencTBne KoHaeHcara,
3ANeKTpopaspsAna, CTaTUYEeCKOro 3/eKTpu4YecTBa, rpA3M, MXUAKOCTM, OMNaCHbIX
BewectrB M Mycopa Ha MNOBEPXHOCTU, HA 3INEKTPOHHbIX, ONTUYECKMUX,

KOHCTPYKTUBHbBIX N 3NEKTPUHECKUNX INEMEHTAX BUAEOKaMEPHI.
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5.2 NOAroTOBKA U3AENNA K MOHTAXY

BHNMAHWE!
3anpeltaercs NepeHoCuTb, 1epPKaTb, 3aKPENNATh, NOABELIMBATL BUAEOKAMEPY|
3a Kabenb — 3TO BeAeT K NoTepe rapaHTum 1 NOSIOMKe YCTPOMCTBa.

BHUMAHWE!

Cneunanuct No MOHTa}Xy, NPy Heob6XOAMMOCTU, MOMKET MCMONb30BaTh WHYIO
TEXHO/MOMMUI0 YCTAHOBKM U KPeneXHble 31eMeHTbl, He BXOAALME B KOMMNEKT
NOCTAaBKW, €C/IM 3TO He HapyllaeT KOHCTPYKLWIO, He BAMAET Ha paboTy
YCTPOWMCTBA M 0becneynmBaeT HaJJeHOCTb CUCTEMbI.

Boibepute TuUn Kpennenua (Tabnuua 5.1), obecneuuBawluii Haubonee

3Cb¢)eKTI/IBHOG pacnonoxeHne sngeoKamepbl B 3aBUCUMOCTU OT peLuaeN\on 3aa4dn.

Tabnuua 5.1 — Tunbl KPENNeHUs BUAEOKaMepbI

Tvn KpenneHus ‘ MoHTaxHas Kopobka ’ KpoHuwTenH MNpumeyaHue
CraHpapTHOE
MoTonoyHoe . :
L
BR-204
CraHpapTHoOe
HacTeHHoe .
L
BR-204
CraHpapTHoe
BR-102
Yrnosoe
."
\\___,/’ ‘
BR-204
BR-102
'3
'
Cron6oBsoe - e > CraHpapTHoe
BR-103

BOLID VCI-122 Bep.2 AL/IP.202119.041 P3n o1 24.11.2020
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Tvn KpenneHus ‘ MoHTaxHas KopobKa ’ KpoHwTewH MpumeyaHue
. = ‘:ﬁ
> E D
PR O 2>
BR-204 <
BR-103

Bbibepute MecTo KpenneHus BUAEOKAMepbl C y4eTOM rabaputHbIXx pa3mepos

nspenua (PucyHok 5.1) 1 yno6¢tBa paboTbl C MOHTAXKHbBIM UHCTPYMEHTOM.

B 166.2 _ 687

PucyHoK 5.1 — FabapuTHble pasmepbl BUAEOKaMepbI

V6e,u,1/|Ter, 4yTO MOHTaxHas NnoOBEPXHOCTb cnocobHa BblAEPKNBATb

TPEeXKpaTHbIN BEC KaMepbl U KPOHLITENHa.

BHUMAHWE!
[lpy MOHTaxe nNpoBOAA 3NEKTPOMUTAHUA W BbIXOAOB C/lefyeT O0CTaBUTb

AOCTaTOYHOE NPOCTPAHCTBO AN NErKOro JocTyna npu  JanbHenllem
06CnyHUBAHUU YCTPONCTBA.
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5.3 MOHTAX

‘BHVIN\AHVIE!

MoHTaX ¥ NyCKOHanagouyHble paboTbl M34enns, BKIKYAA PEerynupoBKy
00bEeKTVMBA, NPOBOAUTbL MPU OKpyKalolierd Temnepatype He Huxe +10 °C,
OTHOCUTENbHOM BNAXHOCTM BO3AyXxa He Bbllle 80%, NpU OTCYTCTBUM
‘ NOBbILWEHHOTO UCNAPEHUS U Napoobpa3oBaHuUs, yCUNEHHOW BUOpaLun.

5.3.1 lloTono4yHoe KpernJieHne BUAEeOKamepbl

1. icnonb3ys TpadapeT M3 KOMMNNeKTa NOCTaBKU BUAEOKAaMepbl, OTMETbTE TOYKU
KPenieHUs Ha yCTaHOBOYHOM MOBEPXHOCTU U NpOCBepAUTe 3 oTBepcTus (auametp
6 MM, ryGUHa He MeHee 25 MM) B YCTaHOBOYHOW NMOBEPXHOCTU.

2. Wcnonb3yss  KpenexHble 3N1eMeHTbl M3  KOMMAEKTa MOCTaBKW, 3aKkpenute

BMAEOKaMepy Ha YCTaHOBOYHOW NoBepxHocTH (PUCYHOK 5.2)

PucyHoK 5.2 — [oToNI04HOE KpenneHne BuaeoKamepbl

5.3.1.1 NoTono4yHoe KpenneHue BUAEOKamepbl Ha MOHTaXHOM KOpobKe BR-204

BHUMAHWE!
MoHTaxHas Kopobka BR-204 He BXOAWT B KOMMNIEKT NOCTaBKM BUAEOKAMeEpbI.
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BHewHWn BuA 1 rabapuTHble pa3mMepbl MOHTAXHOW KOPOOKW npeacTaBieHbl

Hue (PUCYHOK 5.3).

41,0 [1.617)

21241 [24.89")
V£
/2840 [¢3.31"](3-M4)
- 3 s

N\ 840[73317](3-245)

N\

PucyHok 5.3 - MoHTaxHaa kopobka BR-204

1. Vicnonb3ysi MOHTaXHY0 KOPOOKY, OTMETbTE TOYKWU KpEnjeHWus Ha YCTaHOBOYHO
NOBEPXHOCTW M npoceBepanTe 3 otBepcTus (anameTtp 6 mm, rnybuHa He meHee 25
MM) B YCTaHOBOYHOM TMOBEPXHOCTU. 3aKpenuTe MOHTaXHYl0 KOpPOOKYy Ha
YyCTaHOBOYHOW MOBEPXHOCTH.

2. AKKypaTHO NpoTONIKHUTEe Kabenb OT BUAEOKamepbl BHYTPb MOHTAXHON KOPOOKM U

3aKpenuTe BMaeoKaMepy Ha MOHTaXHOW Kopobke (PucyHoK 5.4).

PUCyHOK 5.4 — oToNo4YHOE KpeneHne BUAEOKaMepPbl Ha MOHTaXHON Kopobke BR-204
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5.3.2 HacTteHHOe KpenneHne BuaeoKamepbl

1. Wcnonb3ys TpadapeT M3 KOMMNIEKTa MOCTaBKW BUAEOKAMepbl, OTMETbTE TOYKM
KpenneHus Ha yCTaHOBOYHOW MOBEPXHOCTM U NpocBepnute 3 oTBepcTus (anametp
6 MM, rnybuHa He MeHee 25 MM) B YCTaHOBOYHOW NMOBEPXHOCTH.

2. Wicnonb3ysi  KpenexHble 371eMeHTbl M3  KOMMJEKTa TNOCTaBKW, 3aKpenute

BUIEOKAMepYy Ha YCTAHOBOYHOW noBepxHocTh (PUCYHOK 5.5).

PucyHoK 5.5 — HacTeHHOe KpenJjieHne BuaeoKamepsl

5.3.2.1 HacteHHoe KpenneHue BuaeoKamepbl HA MOHTaXHOM Kopobke BR-204

BHNMAHWE!
MoHTaxHas KopobKa BR-204 He BXOAWT B KOMMNNEKT NOCTaBKM BUAEOKaMepbl.

BHewHWn BuA 1 rabapuTHble pa3mMepbl MOHTAXHOW KOPOOKW npeacTaBieHbl

Bblle (PUCYHOK 5.3).

1. icnonb3ysi MOHTaXHY0 KOPOOKY, OTMETbTE TOYKWM KpemnjeHus Ha YCTaHOBOYHO
NOBEPXHOCTU U MpocBepauTe 3 oTBepCTUA (anametp 6 mm, rnybrHa He meHee 25
MM) B YCTaHOBOYHOW MOBEPXHOCTU. 3aKpenute MOHTaXHY KOpPOOKy Ha

yCTaHOBOLIHOVI MOBEPXHOCTN.
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2. AKKypaTHO MPOTONKHUTE Kabenb OT BMAEOKAMEpPbI BHYTPb MOHTAXHON KOPOOKK K

3aKpenuTe BUAEOKamepy Ha MOHTaXHOM Kopobke (PUCYHOK 5.6).

PucyHoK 5.6 - HacTeHHOe KpenneHune BUAeOKaMepbl HA MOHTaXHOW Kopobke BR-204

5.3.3 YrnoBoe KpenjeHue BujeoKamepbl

BHNMAHWE!
YrnoBon KpoHwTenH BR-102 He BXOAMT B KOMNIEKT NOCTABKM BUAEOKAMEPbI.

BHewHWN BUA U rabapuTHble pasmepbl Yr0BOr0 KPOHLITeHa NpefcTaBeHsbl

Hue (PUCYHOK 5.7).
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PucyHoK 5.7 — Yrnosoun KpoHwTtenH BR-102

1. icnonb3ys yrnoBoOW KPOHIUTEMH, OTMETbTe TOUYKM KPenneHUsi Ha YCTaHOBOYHOW
noeepxHoct (PucyHoK 5.8) u npoceepnute 4 otBepctua (IMameTp 8 MM, rnyouHa

He meHee 65 MM) B yCTAHOBOYHOM MOBEPXHOCTY.

PucyHoK 5.8 — OnpeaeneHmne ToYeK KpenieHna KPOHLWTENHA HA YCTAHOBOYHOM
MOBEPXHOCTM

2. 3aKpenuTe BUAEOKaMepy Ha YrNOBOM KPOHLITENHe.
3. C nomoulblo aHKepHbIX OONATOB W3 KOMMJEKTa MOCTaBKW 3aKpenute YrioBOu

KPOHLUTEWH C BUIEOKaMepoi Ha YCTaAHOBOYHOM noBepxHOCTM (PUCyHOK 5.9).
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PucyHoK 5.9 — MoHTax BUaeOKamepbl Ha YTN0BOM KpoHLWTenHe BR-102

5.3.3.1 YrnoBsoe KpenjieHue BuieoKaMepbl HA MOHTaXHON Kopobke BR-204

BHWMAHWE!
YrnoBoi KpoHwTedH BR-102 ¥ MoHTa)Has Kopobka BR-204 He BxogsT B
KOMMNJIEKT NOCTaBKMN BUeOKaMepbl.

BHewHWn B1A 1 rabapuTHble pasmepbl YI0BOTO KPOHIUTENHA U MOHTAXKHOM

KopobKu npeactaBneHsbl Boilie (PUCYHOK 5.7, PUCYHOK 5.3).

1. Mcnonb3ys yrnoBoW KPOHIUTEWH, OTMETbTe TOUYKM KpEenjaeHUst Ha YCTaHOBOYHOW
nosepxHoctn (PucyHok 5.8) n npoceepnnte 4 otBepctus (auametp 8 mm, rnybuHa
He MeHee 65 MM) B YCTAaHOBOYHOW NOBEPXHOCTH.

2. 3aKpenuTe MOHTaXHY KOPOOKY Ha YrNOBOM KPOHLUTENHE.

3. AKKypaTHO MNpoOTONKHWUTE Kabenb BHYTPb MOHTAXHOM KOPOOKM U 3aKpenute
BUIEOKaMepy Ha MOHTaXHOMN KOpOOKe.

4. C nomoulblo aHKepHbIX OONTOB M3 KOMM/JEKTa MOCTaBKW 3aKpenute YrioBOu

KPOHLITENH C BUAEOKAMepPO Ha YyCTaHOBOYHOW NoBepxHOCTU (PUCYHOK 5.10).
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PucyHoK 5.10 - MoHTaX BMAEOKaMepbl U MOHTaXHOW KOPOOKK BR-204 Ha yrnoBom
KpoHLWTenHe BR-102

5.3.4 Cton6oBOE KpennaeHue BUe0KaMepbi

BHUMAHWE!
Cton6oBon KpoHwTeinH BR-103 He BXOAUT B KOMMNEKT MOCTABKYU

BUOEOKaAMEDPHI.

BHewHun Bug W rabaputHble  pa3mepbl  CTONOOBOTO  KPOHLWTENHA

npencTasneHsl HMKe (PUcyHoK 5.11).
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PucyHok 5.11 — Cton6Boi KpoHwTeiH BR-103
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1. 3aKkpenuTe BuAeoKamepy Ha CTON60BOM KpoHWTENHe. C MOMOLLbIO XOMYTOB M3
KOMMEKTa NOCTaBKM CTONOOBOro KPOHLWTENHA 3aKpenuTe CTONO0BON KPOHLWITENH C

BUEOKaMepon Ha cTonbe, a 3aTem NIOTHO 3aTAHUTE XOMyTbl (PrcyHOK 5.12).

PucyHok 5.12 — MoHTax BUAEOKamMepbl Ha CTONOOBOM KpoHLuTeliHe BR-103

5.3.4.1 CronboBoe KpenneHue BUleOKaMepbl Ha MOHTaXHOW KOpobke BR-204

BHUMAHWE!
Cton6oBoi KpoHwTenH BR-103 n moHTaxHas KopoOKa BR-204 He BXomAT B
KOMMIEKT NOCTaBKN BUAEOKAMEPBI.

BHewHWN BUA 1 rabapuTHble pa3mepbl CTONOOBOIO KPOHIUTENHA U MOHTAXKHOM

Kopobku npeactasneHsbl Boie (PucyHok 5.11, PucyHok 5.3).

1. 3aKkpenuTe MOHTaXHY0 KOPOOKY Ha CTONOOBOM KpPOHLUTEWHE.

2. AKKypaTHO NpOTONKHMTE Kabenb BHYTPb MOHTAXHOW KOPOOKM W 3aKkpenwute
BUIEOKaMepy Ha MOHTaXHOMN KOpOOKe.

3. 3aKkpenute BUAeOKamepy Ha CTON60BOM KpoHWwTerdHe. C MOMOLLbI XOMYTOB W3
KOMM/IeKTa NOCTAaBKM CTONI00BOro KPOHIUTENHA 3aKpenuTe CTONOOBOM KPOHLITENH C

BUI€OKamMepo Ha cTonbe, a 3aTem NIOTHO 3aTAHUTE XOMyTbl (PUcyHOK 5.13).
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PucyHok 5.13 — MoHTaX B1AeOKamMepbl ¥ MOHTaXHON KOpobku BR-204 Ha cTtonboBom
KpoHwWwTenHe BR-103

5.4 HACTPOMKA HAIMPABJIEHUA OB bEKTUBA

Ans  HacTponmkm  Tpebyemoro  HanpaBneHuss oObekTMBa  ocC/iabbTe
hUKCMpYOLWMIA BUHT KpoHwTenHa (PucyHok 5.14) u oTperynupyinte MO/MOXeHME
Kopnyca yCTPOMCTBA OTHOCUTENIbHO KPOHLUTENHA, HAanpaBMB O0ObEKTUB BUAEOKaMepbl
Ha 30Hy HabnogeHus. 3aTAHMTE QUKCUPYIOWNA BUHT KPOHLWITENHA AnA dUKCcaunm

NONOXKEHUA KOpNyca YCTPONCTBa.

DUKCUpYIOWNN BUHT

F‘T

BOLID B @
e
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(& l \\

PucyHok 5.14 - HacTpolika HanpaBneHus ob6beKTMBa
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5.5 JIEMOHTAX

ﬂ,eMOHTa)K BUOEOKAMEPLI NPOM3BOAUTCA B O6paTHOM nopAagKke npu

OTK/IIOYEHHOM HanpAXeHUN NUTaHUA.
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6 NMNOAK/NOYEHUE

Kabenb BUOEOKAMEPDLI ABNAETCA KOM6VIHVI|DOBaHHbIM U BKNOYaeT B cebs

ceTeBoW Kabenb n kKabenb nuTanusa (PucyHok 6.1).

- B Pazbem nuTaHus
12 B nocToaHHOro ToKa

f ® -Pazbem RJ-45

PucyHok 6.1 — Kabenb BuaeoKamepbl

BHUMAHWE!
[inf  [OMONHWUTENbHOW 3alWUTbl U TepMeTU3aLun npoBOJOB WCMONb3yNTe
repmMeTnyHyIo KabenbHyio MyhTy U3 KOMMNAEKTA MOCTABKM BUAEOKAMEPDI.

1. Ncnonb3ya cooTBeTCTBYIOUIME NPOBOAA, KAK YKA3aHO HA MAapKMUPOBKe, NOAKIOYNTE
MX K BGNOKYy nuUTaHua. HeBepHoe coefMHEHUE MOXKET NMPUBECTU K MOBPEXAEHUIO
U/ vnu HenpaBUNbLHOMY (DYHKLVMOHMPOBaHNIO 060pyAOBAHMSA.

2. Wcnonb3ys ceTeBoi Kabenb, NOAKMOYMTE BUAEOKAMEPY K BUJEOPErncTpaTopy uau
KOMMbIOTEPY B 3aBUCUMOCTM OT BbIOPAHHOW CXeMbl NOJKNI0YEHUS. Ba3oBble Cxembl
NOAKNIOYEHMsA npeacTaBneHbl Hue (PucyHoK 6.2, PucyHok 6.3, PUCYHOK 6.4).
HeBepHoe coeAnHEHNE MOMET NPUBECTU K MOBPEXAEHUIO U/UNN HENPABUNLHOMY

(YHKLUMOHUPOBaAHMIO 060PYA0BaAHNUS.
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‘ Ka6enb UTP cat.5e

Buaeokamepa :
KomnbioTtep
PUCyHOK 6.2 — Cxema NoAKN0YEHUA BUAEOKAMEPDI K KOMMbIOTEPY

Kab6enb UTP cat.5e

‘ Kommytatop
Buaeokamepa

Kab6enb UTP cat.5e

KomnbioTtep

PucyHok 6.3 - Cxema NoJKnto4YeHUs BUAEOKAMepPbl K KOMMNbIOTEPY Yepe3 KOMMYTaTop

MoHuTtop

= & Bupgeoxkamepa
Buaeokamepa ‘

Kab6enb UTP cat.5e

[

Kab6enb UTP cat.5e

KommytaTtop
PucyHok 6.4 — Cxema NofK04YeHNsA BUAEOKaMepbl K BUAEOPerncTpaTopy
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7 WEB-UHTEP®ENC
7.1 TIOAKNOYEHUE K WEB-UHTEPOENCY

OTKpoWTe Ha KomnbloTepe Opay3ep Internet Explorer v BBeauTe B
OTKpbIBIIEMCS OKHe Opay3epa B aapecHon cTpoke IP-agpec Bugeokamepsbl, nocne
3TOr0 aBTOMATUYeCKW C BUAEOKAMepbl 3anyCKaeTcs MNPUNOKEHWE C CUCTEMHbIM
coobuieHnem, rae nonb3oBaTeNto NpeanaraerTcs nNpyu NepBoM MOAKNOYEHUU K web-
uHTepcdency Buaeokamepbl yctaHoButb Web-nnarud (PucyHok 7.1). Hawmure
«CoxpaHutb (hann» ANA pe3epBHOrO0 COXPAHEHUA Ha KOMMNbKTepe YCTAHOBOYHOIO
nakera pAna >3TOro naarMHa wu  «3anycTuTb» [LNA  aBTOMAaTM4YeCKOW YCTAHOBKMU

KOMMNOHEHTOB NNdrnHa.

BHUMAHME!
[lns aBTOMatnyeckow yctaHoBku Web-nnarvHa TpebyioTcs aAMUHUCTPATUBHbIE
npasa B OC Windows

Bmp,eor(arv\epa Mo yMON4YaHUIO UMEET:

— MacKy noacetn 255.255.255.0
— |P-appec 192.168.1.108

— WMA nonb3oBartensa: admin

3anycTute 10T (ain?

Bbl cobvpaeTech OTKPbITh: ” ‘
¥ ' webplugin.exe L | Vianatens:  BoLID ZAO NVP
Tun

asnaowmincs: Binary File (1,3 MB)
v3 http://192.168.1.102

Bbl XOTWTE COXPaHWUTL 3TOT dain?

;COXDBHMTbQBﬁﬂ‘ ‘ Otmena ’

PucyHok 7.1 — YcTaHOBKa nnarnHa ana noaxknioyerus K web-untepdency

Mpu nepsom 3anycke BebO-uHTepdeiica BUAeOKamepbl HeobX0AMMO NPOWTK

npoueaypy MHULMANMU3ALUU, COCTOALLYIO U3 TPEX LIATOB:
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lar 1 (PucyHok 7.2): Bbibepute pervoH (cTpaHy) M A3blK CUCTEMbl Beb-

nHTepdenca.

0O6nacTs JRussia &

A3bIK ‘ Russian W \

CTaHaapT Bugeo [PAL M

Cneayrowmit war

PucyHok 7.2 — ViHnunanusauus nonb3oBatens «adminx»: BbiOOP A3blKa U pernoHa

LLiar 2 (PucyHok 7.3): YctaHoBUTe Hanbonee yaobHbIN hopmat Aathl U 4aCOBOW

nosic. Tekyliee BpeMsa MOXHO 3aJaTh BPYUYHYIO, UIN CUHXPOHU3UPOBATb C CUCTEMHbIM

BPEMEHEM KoMMbloTepa.

PopmaT Aatkl ‘ Nenb-Mecau-Tog v 1

Yacogolt NoAc [(UTC+O3:00) Moscow, St. Petersburg, Volgograd V]

Texylee Bpem 14-04-2020 [%| 16: 07 : 23

ByaeT M3MeHeHo Ha 14-04-2020 16:07:23

Cneayrowmit war

PUCyHOK 7.3 - lHuumnanusauus nonb3osatens «adminy»: BbiOOp BpeMeHu 1 AaThl

lar 3 (PucyHok 7.4): CreHepupyiTe naponb nonb3osatens. [nuHa napons
[AO/MKHA ObiTb He MeHee 8 CUMBOJIOB, NApPO/b MOXET COCTOATb W3 3arfaBHbIX U
CTPOYHbIX OYKB naTuHckoro andasuta (A-z), apabckux undp (0-9) U cneumanbHbIX

CMMBONOB. B uenax obecneyeHns 6e3onacHoOCTM npu Cco3paHnn napond HGO6XO,CI,VIMO
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ncnonb3oBdtb He MeHee [ABYX TWUNOB CWMMBOJIOB. PeKOMeHﬂ,yeTCﬂ TaKXe YKa3dTb
p63€pBHbIl7I agpec 3J'IeI-(TpOHHOI7I Mo4yTtbl, C TMNOMOLWbKD KOTOPOro BO3MOXHO

BOCCTAHOBUTb NApPOJib NOJ/ib30BaTeNA, eCnn oH 6Vﬂ€T yTpayeH.

Monb3oBarens admin

Maporns I |

Mogsepxaexue I I

Maponb He MOXeT COCTOATL MeHee Yem M3 8 uudp, Oyks unu cumeonos. [JormkeH

BKI-Tb MUHMMYM B2 TUNA.

] Paseps. email agpec
Vicn-ca ana copoca napons.

PucyHoK 7.4 - Unnumnanusaums nonb3osartens «admin»: co3gaHue napons

Beeaute Bawe MMA NONb30BaTeNA W Napofb, HaXMUTE KHOMKY “Bxop”

(PucyHoOK 7.5).

BOL'D W] F] ‘
S
Mons3oeatens: |admin
Mapons: 3abbinu naponb?

PucyHoKk 7.5 — Bxoa B web-nHtepdeic Bugeokamepbl

Mocne ycnewHow aBTOpM3aLMM  OTKPOETCA OKHO  web-uHTepdenca
Buaeokamepbl (PucyHok 7.6). B oOTKpbiTom OKHe web-uHTepdenca Ha naHenu
NPoOCMOTPa BUAEONOTOKA OyAeT cpasy WATM HenpepbiBHAA TPAHCAALUA OCHOBHOIO

BNOEOMNOTOKA «3aXBA4Y€HHOIro» aneOKamepon M3o6pa}Keva peaabHOro BpemeHu.
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PrucyHoK 7.6 — TnaBHOe meHio web-nHTepdeiica

7.1.1 BoccTtaHoBNneHUe Nnapons nonb3oBarens

Echv naponb ans Bxojaa B Beb-uHTepdeliic BuAeOKaMepbl yTpayeH,

Heob6Xx04MMO NPONTU NpoLeaypy ero BOCCTAHOBNEHUS.

BHNMAHWE!

BoccTaHoBneHMe Mapond Mnonb3oBaTtend BO3MOXHO TO/bKO B TOM cCiydae,
ecnn BKMoYeHa dyHKumA «Cobpoc naponsa» (Bknagka «O06CNyxMBaHUe
CUCTEMbI»), @ TaKXe YyKasaH pe3epBHbIN aApec 3NEKTPOHHOM MOoYThl
nonb3osatens (Bknagka «[lonb3oBatenu»). B npoTuBHOM cnydyae, naposb
BOCCTAHOBUTb HEBO3MOXHO, 1 AOCTYN K BUI€OKaMepe BO3MOXEH TOJIbKO Npu
BOCCTAHOB/NEHUN 3aBOACKUX HACTPOEK C MOMOLLbI0O KHOMKKW annapaTtHoro
cbpoca.

Mpu BxoJe B CUCTEMY BBEAMTE MMSA MNONb30BATENA W HaXMUTE «3abbliu

naponb» (PucyHok 7.7).
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w

BOLID IP-kamepa 2 i
Monk3oeatens: |admin

PucyHok 7.7 — VIHuumanumsaumus ¢hopmbl BOCCTAHOBNEHWUSA NApPONsA Nofb30BaTeNs

[lanee HeobxoAMMO NPOWTV Npouesypy BOCCTAHOBAEHUS, COCTOALLYIO U3 [BYX
WaroB, COrNAacHO MHCTPYKLMAM, coaepXkawmxca B Gopme BOCCTAHOBNEHUSA:

lar 1 (PucyHok 7.8): OTckaHupyiTe oTobpasuBliniica QR-Koa, Mcnonb3ys
Kamepy MmobunbHoro TenecboHa (MAM nNpunomeHue, nNpeAHasHayeHHoe ANS
CKaHupoBaHusi QR-KOAOB), U OTNpaBbTe Pe3ynbTaT CKAHMPOBAHMA HAa 3NEKTPOHHYIO
nouty support_gpwd@htmicrochip.com. Ha pe3epBHbI agpec 3MeKTPOHHOW MNOYTbI
nonb3oBatenss OyneT OTNPABNEHO MUCbMO C KOJOM BOCCTAHOBNEHMWS, KOTOPbIN

Heobxoanmo BBecTM B rpade «Beeante Koay.

SN: 5L ***=JT8AAQ

OtcxanupynTe QR-K0Q ¥ OTNPABLTE Pe3yneTaT Ha
support_gpwd@htmicrochip.com. Ha pe3epeHbii
Email npuaer nucsMo ¢ KOZOM BOCCTaHOBNEHUR

BeeauTe koa. ..

l OTmeHa l I CrieayroLmii war ]

PucyHoK 7.8 - BoccTaHOBNEHWE Napons NoAb30BaTeNs: 3anpoc Koja BOCCTAHOB/IEHMS
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lar 2 (PucyHok 7.9): CreHepupyinTe HOBbIA Naponb. [MHA Napons AoMKHa
ObITb HE MeHee 8 CMMBOJIOB, MapPO/ib MOMXET COCTOATb M3 3arNaBHbIX U CTPOYHbIX OYKB
natuHckoro andasuta (A-z), apabckux umndp (0-9) n cneuymanbHbiX CMMBONOB. B Lensx
obecneyeHns 6e30MacHOCTM NpW CO3[4AHUKM MAPONs HeobXoAMMO MCMoNb30BaTb He

meHee ABYyX TMnoB CUMBONOB.

[Nonb3oeatens admin

[Maponsb

Maponb He MOXKET COCTORTb MEHee Yem u3 8
yudp, Oyks unm cumeonos. [omKeH BKN-Tb

MUHUMYM ABa TUNa.

[Noasep:kaeHue

l OTtmeHa } l CoxpaHutb l

PI/ICVHOI-( 7.9 — BoccTtaHoBneHMe napona nonb3oBarenAa: Co3gaHMe HOBOTO NApoOA

7.2 NABHOE MEHIO WEB-UHTEP®ENCA

Pasgenbl rnaBHoro meHio web-nHTepderica (PucyHok 7.10) npepocTaBasioT

[0CTYN K ynpaBneHuto 1 paboTe ¢ BUgeOKamepo.

PvcyHoK 7.10 — Pasaenbl rnaBHoOro meHto web-nHtepdenca

Pasgpen MmeHio «llpocMoTp» u npeaHasHayeH Ans  Aoctyna K
HenocpeACcTBEHHOMY MPOCMOTPY BMWAEOMNOTOKOB, TPAHCAMPYEMbIX BUAEOKAMepoW B
peanbHOM BpPEMEHW, BbIMOMHEHUA YNPABAAWMX AENCTBMA NpU  NPOCMOTPE,

ynpaBneHna napameTpamny BnU3yannsaumnn ana naHenn npocmotpa.

BOLID VCI-122 Bep.2 ALJP.202119.041 P3n oT 24.11.2020



VCI-122. Bepcua 2. PyKoBOACTBO NO 3KCMlyarayuu 34

Pasgen meHw «BocnpousBeneHue» . npefHasHayeH [Ans Aoctyna K

HenocpeaCcTtBeHHOMY BoCnpon3BeaeHno COXpaHEeHHbIX BUAEO UMK M306pa)KEHVIFI.

Paspgen meHio «HacTponkuy» ﬂ npeAHa3HayeH Ais ynpaBiaeHns HacTpoMKamu

BMOEOKAMEPDI.

Paspen meHto «CobbITUA» “ npeAaHasHayeH Ans NpoCcMoTpa M ynpaBneHus

HacTponKamu cobbiTuin TpeBor, GOpMUpPYyEMbIX BULEOKAMEPON.

Pa3gen meHio «Bbixog» m npeaHa3HayeH Ana 3aKpbITUA U BbIXOAA U3 web-

nHTepdenca BugeoKkamepbl.

7.3 PA3JIEN MEHIO «[IPOCMOTP»

Pasgen meHw «llpocmoTtp» (PUCYHOK 7.11) BKIWOYEH MO YMONYaHUI C
OTKpbITUEM Wweb-nHTepdenca, No3BonseT NPOCMATPMBATb HA 3KpaHe KOMMNbiOTepa

BUIEOMOTOKM U U306paxeHuns (BuaeoKaapbl), TpaHCAUPyeMble C BUAEOKAMEPDI.

[=I=18J=] IP-xamepa ©)

1 — NaHenb BbIGOpa BUAEONOTOKA

2 — OKHO npocmoTpa

3 — [laHenb ynpaBneHMAa OKHOM MPOCMOTPa

4 — TaHenb AeACTBUI C 0OBEKTOM NPOCMOTpPa
PucyHok 7.11 — CTpyKTypa pa3aena meHto «llpocmotp»
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Bbi3oB pasgena MeHio «[pocmoTp» U3 Apyroro coctosHus web-uHtepdeiica

Nnpon3BoanUTCA HaxaTtnem KHOMKN u B rMaBHOM MEHIO.

7.3.1 Bbibop BUA€ONOTOKA

BbiGop BMAEONOTOKA A/18 MPOCMOTPA Ha 3KpPaHe KOMMbOTepa BbIMOJHAETCA C
nomollblo naHenn Bbibopa BugeonoToka. MHTepderic npeactasneH Huke (PucyHok

7.12).

_| [on. noTok | Mpotokon | TCP

PucyHok 7.12 — NaHenb BbibOpa BUEONOTOKA

OnucaHue BMAEONOTOKOB NpeacTaBneHo Humxe (Tabnuua 7.1).

Tabnuua 7.1 — OnucaHve BUAEONOTOKOB

[MAPAMETP OnNUCAHKE

OTo6pa>+<eHV|e OCHOBHOIo BMAEONOTOKa MO yCTaHOBﬂeHHOVI

«OCH. [ToTOK» -
CUCTEMHOWN KOHUTypaL M BULEOKamepbl.

OTO6pa)KeHI/Ie nepsoro AOMNONHUTENBbHOIO BWAEONMOTOKa MO

«[on. MNoTtoK 1» - -
YyCTAHOBNEHHOWN CUCTEMHOW KOHMUIypaunmn BMaeoKamepbl.

BbiGOp CeTeBOro MNpOTOKONa MNOJKMOYEHUA ANA  MPOCMOTPA
BMAeonoToKa. [loctynHble 3HauYeHns: «TCP», «UDP», «Multicast»

MpoTokon
UDP
Multicast

7.3.2 [leinctBUA ¢ 06bEeKTOM NpocmoTpa

«[poToKONbI»

Bbibop AeicTBUA C 0OBEKTOM MPOCMOTPA BbIMOJIHAETCA C MOMOLLbIO MaHenm

AENCTBUIA C 0ObeKTOM NpocMoTpa. MHTepdelic npeacTasneH Huxe (PucyHok 7.13).

|| lmal] T
PucyHok 7.13 — MNaHenb aencTBUiA ¢ 061EKTOM NPOCMOTPa 0TobpaxKaemoro
BMAEONOoTOKa
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CBefeHns 0 QYHKUMAX 3NEMEHTOB NaHenu AeWCTBUA C 0O6BbEKTOM NMpocmoTpa

oToOpaXaeMoro BUe0NnoToKa NnpeactaBnerbl Hxke (Tabnuua 7.2).

Tabnuua 7.2 — OyHKUMM 31EMEHTOB NaHenn [OencTBUM ¢ 0ObEKTOM NpocmoTpa

0To6pa>i<ae:v\oro BNOEONOTOKA

INEMEHT

OyHKUMA

«Undposon 3ym»

(@] [=d) &

¥ 7\_‘.'r||
3y

Korpa BuaeomsobpaxeHue HaxoAWTCA B WUCXOAHOM
COCTOSIHUM, C TMNOMOLLbIO NEBON KHOMKM  «MbILIN»
MOMHO  BbIJ€NUTb  KaKoW-1nbo  y4yacTok  AnA
yBefnyeHuss. He B MCXOJHOM COCTOSHUU MOMHO
nepeTtackMBatb 30HY YBeAMYEHMA B  33AAHHOM
ananasoHe. [lns BOCCTAHOBNEHWA  MpefblayLero
COCTOAHMA CNeflyeT Ha}aTb NPaByl KHOMKY MbilLK,
Koneco NpOKPYTKW «Mblliv» MNO3BOAAET YBENMYMBATH
WAV YMEHbLIATb Pa3mep BUAEOU300pamKeHus.

] «Coxp.

N306paxeHne»

o) =7 @

Coxp. naobpaxeHne

Haxatmem Ha 3Ty KHOMKy cuctema uepe3 web-
MHTepdenc chenaer oAMH MOMEHTANbHbIA CHUMOK W
COXPAHMT €ro Ha HOCUTENb [aHHbIX B Namnky no
mapupyty «MyTb» (Bknaaka «MyTb»).

«TpoeKkp. coxp.
n300paxeHns»

3 (e @) =0 @

Tpoekpat.coxp.m3cbpamedna

MpyM HaxatMm Ha 3Ty KHOMKY cuctema 4vepe3 web-
nHTepdenc caenaer TPOMHON CHUMOK Ha BMAEOMNOTOKE
C 4acTOTOM OAMH CHUMOK B CEKYHJY M COXPaHWUT KaK
OTAEeNbHble TPM CHUMKA Ha HOCUTENb AAHHbIX B Manky
no mapupyty «Mytb» (Bknagka «lyTb»)

«3anncb»

>

3annce

(=g
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INEMEHT

OyHKUMA

nHTepdenc HaymHa
3anucb BUAEONOTOKA
Mmapuwpyty «llyTb»

BbIMONHEHNE 3aNUCH.

[py HaxaTMM Ha 3Ty KHOMKY cuctema 4yepe3 web-

€T BbIMONHATL  HEMpepbIBHYIO
Ha HOCUTENb [JaHHbIX B NAMKy no
(Bknagka «[ytb»). CocTosHue

|&n

HAaToOM KHOMKW MMeEeT NOAKPAlIEeHHbIN BUA
CUHen pacuBeTKU. [TOBTOpPHOE HaxaTue BbIKAOYAET

7.3.3 YnpaBneHne oOKHOM npocmoTpa

WHTepdenc naHenn ynpasieHWs OKHOM

(PucyHoK 7.14). JnemeHTbl NaHenu ynpasneHus

NpoCcMOTpa MNpPeACTaBNeH HUKe

OKHOM NpoCMOTpa No3BONAKT

ynpasnATb napamerpamu, orBedarowMmnm 34 KadeCTBO U y,[l,O6CTBO 0To6pa}Keva B

OKHe NpoCcMoTpa.

o (1003 52 o

PucyHoK 7.14 — lNaHenb ynpaBneHUa OKHOM NpocmMmoTpa

CBefleHNs 0 (PYHKLMAX 3N1eMEHTOB NaHenu

npencrasneHsl Huke (Tabnuua 7.3).

ynpaBneHna OKHOM MpoCMOTpPa

Tabnuua 7.3 — PYHKUMUM 31eMEHTOB NaHeNn ynpaBneHUsi OKHOM NPoCcMoTpa

INIEMEHT YIMPABJIEHUSA

OyHKUMA

q Hactpofika naocbpaxeHns |
HacTpowka

NHTEPAKTUBHOTO NOKAd3d

ﬂ nsobpamenns  |Bbi3oB uMHTepdenca ynpaBieHUs LBETOBbIM Ka4yeCTBOM

BMEO0MNOTOKA.

E O prruHaneHblid pasmep |

opurnHany

m lTepexoq KiMepexos B pemum ncxogHOro pasmepa n306paxeHus
(opuruHan) oTobpaxmaemoro BuaeonoToka. Cayxut ans
oToOpaxeHus [eiCTBUTENbHOrO pasMepa opurnHana
BUJIEOKalpa NOTOKOBOIO BUE0OM300paXKeHUs ¥ 3aBUCUT

BOLID VCI-122 Bep.2 AL/IP.202119.041 P3n o1 24.11.2020




VCI-122. Bepcua 2. PyKoBOACTBO NO 3KCMlyarayuu 38

DJIEMEHT YNPABJIEHUA

OyHKUMA

OT paspeweHna TMnoToKa [ABOWYHbIX [AdHHbIX Kajpa
TPpaHCINPYyeMOro BngeonoToKad.

kA
LY

Ha Becb 3KpaH

E OTKpEITE HA BECE 3KpaH |

Mepexos B TMNOAHO3KPAHHLIN peXum oTobpaeHus.
3aBUCUT OT paspelleHns 3KpaHa U pexuma padoThl
MOHWUTOPA  KOMMNbIOTEPA, WCKaXaeT  oToOpameHue
AENCTBUTENbHOTO pa3mepa oOpurMHana u3obpaxeHus
BMAEONOTOKa. BbIXo4 M3 NONHO3KPAHHOrO pexunma
OCYyLLEeCTBAAETCA  [ABOMHLIM  LLEAYKOM  MbIWN UK
HaxaTnem KHonKu Esc.

= ALENTHBH.
— Bbibop —
NponopLMK Bbibop npeayCcTaHOBKU COOTHOLWEHMA CTOPOH
BUAEON300paXKeHUss Ha 3KpaHe MPOCMOTPA. 3HA4YeHus:
«OObIYHbINY U «ALANTUBHbINY
[MnaeHoCTE
BoibOp npeAycTaHOBNEHHOTO 3HA4YeHUA mapameTpa
3a4E€PHKKN CKOpOCTU TpaHcnAummn BUAEONOTOKA.
. « »:
MnaBHOCTH 3Ha4vyeHus Pexum peanbHOro BpPeMEHU pexmMm

peasbHOro BpemeHu; «HopManbHbIN»: HOPManbHbIN;
«[TNaBHOCTb»: CBOOOAHLIA. 3HAYEHME MO YMONYAHUIO —
«HopmanbHbI». 3afepxKka obecneynsaet bydepusauuto
NnoToka ANA  YAy4dlIEeHUs  KayectBa  OToOpameHus
TpaHCAALUN.

[MoKkas3 npasun

Mudopmauma o npaennax .
= Bhikn.

HaxmuTe KHOMKy, 4ToObl 0TOOPa3nTb aKTUBHbIE MpaBuia
BU1€0AHANUTUKU Ha 3KpaHe npocmMoTpa
BUAEOU306pamKeHNs.

7
JNemMeHT ynpaBneHus NO3BONAET yNPaBAATb NapaMeTpammn n3obpaxeHus

B OKHe npocmoTpa (PucyHok 7.15).

=Y=]u[=)
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BHWMAHWE!
OnucbiBaemble 1eNCTBUSA NPUMEHMUMbI TONBKO K OKHY NPOCMOTPa
WEB-uHTepdenca.

HacTtpoiikn nzobpaxeHus

@ ) me
Om ) B«

= ) B
w8 ) @D

PUCYHOK 7.15 — VIHCTPYMEHTbI HACTPOMKM M300paXKeHNs B OKHe NPOCMOTPa

OYHKUNM  MHCTPYMEHTOB HACTPOMKM U300pa}eHUs B OKHE NpPOCMOTPa

npencrasneHsl Huke (Tabnuua 7.4).

Tabnuua 7.4 — OYHKUMM WHCTPYMEHTOB HACTPOWKU BUAEOM300pameHUs B OKHe
npocmMoTpa

MAPAMETP OyHKUMA
20 HacTpoiika ApKOCTM Bueon3o0paxeHus.
HacTtpolika KOHTPaCTHOCTM
: HacTpoitka BU/Le0U300paKeHUs
BUIEON300paKeHUS .

ﬁ HacTpoiika LiBEeTOBOTro TOHA
BUE0N300paXkKeHUs

E HacTpoiika HacblleHHOCTH
BUE0N300paXkKeHUs
BoccTtaHoBneHue CUCTEMHbIX 3HAYeHUN no

Cbpoc YMOJTYaHUIO ans APKOCTH, KOHTPACTHOCTH,
HaCbILLEHHOCTU 1 LLBETOBOrO TOHA.
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7.4 PA3JIEN MEHIO «BOCNPOW3BEJEHME

Paspen meHio «BocnpousBeseHve» npeaHasHayeH Ans A0CTyNa K NPOCMOTPY
BUAEO03anncen nnn n3obpaxeHnin, COXpaHeHHbIX HA KapTy NamsaTh, YCTAaHOB/IEHHYIO B

BUJeoKamepe. Bbi30B pa3fena MeHio «BocnpounsseaeHme» U3 Apyroro coCtoaHus web-

nHTepdenca Npon3BoLNTCA BbI3OBOM KHOMKY B rNaBHOM MeHI0 web-uHTepdencan.

NHTepderic pa3nena meHto «BocnpousseneHne» npeactaBneH Huxke (PucyHok 7.16).

IP-kamepa L) o A E’

1 - [laHenb ynpaBneHna BOCNpPOU3BeeHNEM
2 - MaHenb ynpaBneHus BbIGOPOM TUMOB 3aNnceit BOCNPOU3BeeHNs
3 - [laHenb BpeMEeHHOW WKanbl BOCNPOU3BEAEHNSA
4 - NlaHeNnb AONOAHUTENbHbIX PYHKUWIN YyIPaBAeHNA BOCNPOM3BEAEHNEM
5 - laHenb «BocnpounssepeHne Kanna»
6 - MaHenb thopmaTta MHAMKATOPa BPEMEHW BOCMPOU3BELEHUA
PucyHoKk 7.16 — Pa3gen meHto «BocnpounssegeHue»

MaHenb ynpaBneHns BocnpousseneHnem npmeeaeHa Huke (PucyHok 7.17).

4 4 A A A y 9 r 9
l‘\_t/] I'\!_/'I l'\_I:/J I'\_It/J I'\_.:/'I I'\i:_l/'l "{_ l':liﬁj

PucyHok 7.17 — laHenb ynpaBneHns BoCNpon3BefeHneM

MaHenb ynpasneHUs BbIOOPOM TUMOB 3anuncein BOCNPOU3BEAEHUS NPUBEAEHA

Huxe (PucyHok 7.18).
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. |
[+] [ OchoerHoit B [+ Cobwimue Tpesora W PyuH.

PucyHok 7.18 — MNaHenb ynpaBneHus BbIOOpoOM TUMNOB 3anNncei BOCNPOU3BeleHNs

MaHeNnb BpeMeHHOW WKanbl npuBeaeHa HuwKe (PucyHok 7.19).

PrucyHoK 7.19 — lNaHenb BpeMEHHOW LWKanbl BOCNPOU3BEeAEHUA

MaHenb  AONONHUTENbHbIX  (YHKUMWA  YNpaBNeHUs  BOCNPOWU3BEAEHUEM

npueeaeHa Huxe (PucyHok 7.20).

" ?
Linppoeoii sym H}D Coxp. uzobpaxeHue

PucyHoK 7.20 — NaHenb AononHUTenbHbIX YHKLUWIA YyNpaBieHNsa BOCNPOM3BeeHNeM

MaHenb «BocnpouseeaeHune knuna» npmeeaeHa Humxe (PucyHok 7.21).

oo0000-000000 | |l

PucyHok 7.21 — [laHenb «BocnponssegeHue kKnnnay

MaHenb hopmarta MHAMKATOpPa BPEMEHM BOCNPOM3BELEHMs MpUBeLeHa HUXKe

(PucyHok 7.22).

(CH Oz | O | 0]

PucyHoK 7.22 — lNaHenb (popmarta MHAMKATOpPa BPEMEHN BOCNPOU3BEEHMUA

CDyHKLI,I/II/I 3NEeMeHTOB YyhnpaB/ieHNA BOCNpoun3BeaeHNeEM npuBeaeHbl HUXKE

(Tabnuua 7.5).
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Tabnuua 7.5 — PYHKUUM 31EMEHTOB YNPaBAEHUS BOCNPOWN3BEAEHNEM

JNEMEHT YNPABJIEHUA

OyHKUMA

Tan dav ~

Her.

EHHLIX

< Pty

Wion hd

Mi Br Cp Y7 Mr CO Be

1
2]13fj4)5]6]7]8
9 jioj11j12]1314]15

16|17 18|19 ] 20 2

2
23| 24 | 25 |[@8) 27 | 28 | 20

oA

Bbibop 3anucu no
nare

Tun “dav” pns Bbibopa Buaeosanucu ans
npocmoTpa. Tun “jpg” ana Bbibopa doTorpadum
AN nNpocmoTpa. BblibpaHHaa pata  anA
BOCMPOU3BEAEHUA  AAHHbBIX  NOACBEYMBAETCA
CUHMM LBeTOM. [laHenb Bbibopa 3anucy no garte
No3BONAET YNpaBAATb NO BbiOOPYy AaTthl nNo
KaneHaapto: rofl, Mecsl, 1 JeHb mecAua

Mo nate, OTMEYEHHON CUHWUM LBETOM, BpeMeHHas
liIKana oTo0pPasnT WHAMKATOP  BbIMOAHEHUSA
3anucu anna. lNpu 3TOM: 3eeHbIM LBETOM
npeactaBneHa oOblYHAA 3aNUCb, MEeNTbiM —
oOHapymKeHne ABUMMKEHNA HA 3anNUCKU, KPACHbIM —
TpeBOru, CUHUM — PyYHas 3anucs.

BocnpoussegeHne danna 3anucu HayHercs ¢

Bbl6paHHOFO no HKJIWKY «MblllblO» MOMEHTA
BpeMeHU Ha NHANKaTope BbIMOJIHEHUA
BoCnpon3seneHuA.

[lepexol K maHenu
BblOOpa  3anucen
No CUCKY

KHonKa nepexofa Ha naHenb Ans Bblbopa 3anucu
Mo CMUCKY.

00 - 00 - 00 - 23 : 59 : 59 Lo

dopmar 3arpyskd @ dav O mp4

Hauano Tun

CIERVEN ] 1 )

Hauano:
OxoHuaHme:

Paauep:

Bbibop 3anucu no
HOMepY B CMINCKe

o KNnKy Ha ﬂ HAa4YHEeTCA BbIMOAHEHME MOUCKA
BCcex (hannoB 3anmcen mexay BpeMeHemM Havana
Y BpeMeHeM OKOHYaHWA BbIOPAHHOM AaThl.

[lna  BOCMpOM3BefeHMA  3arpymarbea
moryT B popmar «davs, «mps».

cdhannsbl

[IBONHOW KNUK «Mblllbio» No ¢anny B CNucKe
thannoB 3anucei BOCNPOM3BOAMT 3TOT hann u
O[HOBPEMEHHO MOKAa3blBAeT €ro napameTpbl:
pasmep (¢anvna, BpemMAa Hayana wu BpemsA
OKOHYaHMA BOCMPOU3BEAEHMA.

[lepexon  mexay
naHensamu Bbibopa
3anucen

KHonka nepexoja Ha naHenb anA Bbl60pa 3anuncu
no aate.
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JNEMEHT YNPABJIEHUA

OyHKUMA

@E 00:00:00 - 00:00-00

Bocnpom3Be,u,eHV|e
Knnna

dann 3anncu, KOTopbin BoCNpousBoautcsa, byaet
aBTOMAaTU4YeCKHU MPUOCTAaHOB/EH npu
ncnonb3oBaHmnm  (YHKUMM  BOCMPOU3BEAEHUA
Knuna. BocnponsseaeHune Knmna n
BOCMpOM3BeeHNe 3anucum He MOryT ObITb
peann3oBaHbl OAHOBPEMEHHO.

[ina  paboTbl MO BOCMPOM3BEEHUID KAUMA
BbINOJIHUTE AENCTBUSA:

LLlar 1: HaxmuTe Bpems Hayana, 4tobbl 06pe3athb
Mo OCY BPEMEHU. ITO BPEMSA JOMKHO HAXOANUTLCH
B AMana3oHe UHANKATOPA BbINOAHEHUS.

llar 2: HaBeguTe Kypcop MbIIX HA 3HAYOK
Knuna, u “BbibepuTte BpeMa Hayana " nosABUTCA B
MPaBOM HUKHEM yry.

lWar 3: Haxmute 3HA4YOK KAMMa W 3asepluure
HaCTPOWMKY BpeMeHW Hayana BOCMNPOU3BeAeHUA
Kauna.

lar 4: HaxXmute KHONKY BpemMa OKOHYaHWUA
BOCNPOM3BEAEHUA KNUMA Ha OCUM BPEMEHU, U
BpeMs  JO/MKHO  HaxoAuTbCA B npefenax
AnanasoHa MHAMKAaTopa BbINOMHEHNA.

llar 5: HaBeaute yKasaTe/ib MbIWKW Ha 3HAYOK
Knuna , n “Bblbepute Bpems OKOHYaHua "
MOABUTCA B NPABOM HUKHEM yray.

lar 6: LlenkHuUTe 3HA4YOK Knvna wu 3aBepluute
HACTPOWKY BpEMEHMU OKOHYaHUSA
BOCNpOM3BELeHUA Knuna.

lWar 7: Haxxmute KHonky "CoxpaHutb".

®opmar BpemeHn

[ (D24nr |
Haxmute Ha 7 MHANKATOP

BOCMpoun3BeaeHns OyaeT oToOpaxatbCs B 24-
4AaCOBOM pexume.

Haxmute Ha [ 7 MHAWKATOP

BOCNpou3BeaeHus OyaeT oTobpaxatbcs B 2
YyacoBom chopmare BUaEO.
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JNEMEHT YNPABJIEHUA

OyHKUMA

Haxmute Ha || 7 NHANKATOP

Bocnpou3BeaeHns 6Oyner otobpaxatbca B 1
yacoBom (hopmaTe BUjEO.

Haxmunte Ha ] " NHANKATOP

Bocnpou3BeaeHns Oyaetr otobpaxatbcs B 0,5
yacoBom (hopmare BUAeO.

Lncdposon 3ym

Hamute Ha «unbpoBoi 3ym» YTOObI YBEANYUTD
obnacTb BocnpousBeaeHus. B nepBoHayanbHoe
COCTOsSIHME UMGBPOBOro 3ymMa MOMHO MepewnTH,
LLeNKHYB NPaBON KHOMKOM «MbILLIN».

icnonb3ya  CKPOMIMHT Yy «MbIWW»  MOXHO
NPOKPYTUTb ANS  yBenuyeHus [ YyMeHbLIeHUA
L1 poBOro 3yma BMaeoO.

CoxpaHutb

n3obpaxeHue

Haxmnte Ha «coxp. Wu3obpaxeHue» 4TobbI
caenatb CHUMOK C TeKyLLEero BugeoKaapa.

Bocnpoussegenne

Korga Bbl BUAWTE 3TY KHOMKY, 3TO O3Ha4aeT
NPUOCTAHOBKY UK He BOCNPOW3BEAEHUNE 3aMNCHU.
Hamute 3Ty  KHOMKY  ANA  BbIMOJHEHUA
BOCMpOM3BeeHNs.

OcTaHOBKa

Hammute 3Ty KHOMKY, 4TOObl OCTaHOBUTH

BocCnpoun3sepeHue.

Cnepytownn
(hparmeHt

BoCnpoun3eseneHuA

[na  uncnonb30BaHMA  3TOM  (PYHKUMU  HYXKHO
NMPUOCTaHOBUTb BOCNpoOuU3BeAeHNe. Haxmute 3ty
KHOMKY, 4ToObl Mepent K  ciemywoliemy
(hparmeHTy BOCNPOU3BEeAEHNA.

3amegnunTb

Hammute 3Ty  KHOMKY, 4TOObI
BOCMpoun3BeeHue.

3aMenunTb

YcKoputb

Hammute 3Ty  KHOMKY,  4TOOb

BoCnpon3seneHue.

YCKOPWUTb

3BYK

Haxmute 3Ty HKHONKY AnAa OTKAKYeHMnA U«
BHNIOYEHNA 3BYKa.
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NIEMEHT YNPABJIEHUSA OyHKUMA
iy [POMKOCTb 3ByKa | «[ON3YHOK» 418 perynnpoBKU TPOMKOCTY 3BYKA B
B npeaenax oT MUHUMYMa 40 MaKCMMyMa.
Mpasuna Haxmute KHOMKY, 4TOObI oTo6pa3ntb
. WHTeNNeKTyanbHble npasuna npu
BOCMpPOW3BEEeHUN BUIEO.

7.5 PA3IEN MEHIO « HACTPOMKN»

Paspgen meHwo «HacTponku» E NO3BONSAET KOH(UTYPUPOBaTb BCE NAPaAMETPbI
N pexumbl paboTbl BUAEOKAMEPDI B COOTBETCTBMM C NOTPEOHOCTAMK Nonb3oBatens, a
TaKKe UHTEPAKTMBHO NPefoCTaBAATb MHDOPMALNIO O CUCTEME BUAEOKAMEPDI.

HacTpolika BuaeOKamepbl OCYLLECTBAAETCA MOCPEACTBOM WHTEPAKTUBHOIO

ynpasneHus Yyepes CTPyKTypupoBaHHoe meHio (PUCyHOK 7.23).

IP-kamepa S @ v A ¥

b HacTpo#ka Eamephl
¢ CeTk

¢ CoDuITHA

B 3anuck M XpaHeHWe
b CHcTeMa

P Hudopmauna
PucyHoK 7.23 — Pazgen meHto «HacTponkmy

CTpyKTypa pasgena MeHi «HacTtpoiku» npeactaBneHa Huxe (Tabnuua 7.6,

PUCYHOK 7.24).
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Tabnuua 7.6 - CTpyKTypa pasgena meHo «HacTponku»

46

[YHKT MEHIO [MoANYHKT MEHIO BKNAJKA [TAPAMETP BKNAJKN
N306paxeHne
JKCNo3uumsa
[ToacBeTKa
N306paxeHne Nsobparenue BanaHc 6enoro
[leHb-HOYb
HacTtponka [poxeKTop
Kamepbl Npoduan
Bugeo
CHUMOK
Buaeo HanoxeHune
O6nactb HabnwaeHNSA
[MyTb
TCP/IP
Mopt
PPPoE
DDNS
Email
UPnP
CeTtb Bonjour
Multicast
802.1x
QoS
P2P
[lpoTOKO/bI fOCTYNA ONVIF
RTMP
O6HapyxeHne ABUKEHUS
CobbITus Buaeo cobbms 3aKpblTne 06beKTIBA

Cxema

BOLID

VCI-122 Bep.2 AU/IP.202119.041 P3n o1 24.11.2020




VCI-122. Bepcua 2. PyKoBOACTBO NO 3KCMlyarayuu

47

BuaeoaHanutnka
Owwnbka SD KapThl
OwnbKa coegnHeHuns
Henonapgku _
HeCaHKLUMOHMPOBAHHbIN AOCTYM
O6HapyeHue HanpsKeHUs
3anuncob
PacnucaHune CHUMOK
[Mpa3gHKN
3anuco " XpaHeHue
XpaHeHue SD kapta
XpaHeHue apxmBa
FTP
NAS
HacTtponkn 3anncu
5 O6LiMe HACTPONKM
06LMe HaCTPOMKM
[ata/Bpems
[Monb3oBaTenu
[Tonb3oBaTenu
ONVIF nonb3oBaTenb
O6CNYyHMBAHNE CUCTEMBI
Cucrema be3onacHoOCTb HTTPS
bpanamayap
1o ymon4aHuio
MmnopT/IKcnopT
ABTOYHKLMN
O6HOBMIEHUE CUCTEMDI
Bepcus
. JIOKanbHbIV XypHan
NHdopmaumsa JIoKanbHbIN XXypHan

YaaneHHbIV ypHan

Monb3oBaTtenu oHNamH
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BOL!D eI S @ ¥ A P
|v P p TMpod
Ycnosun _—
> Mpotuns [leHs
Bugeo
» Cets Crne | CTanpapt
b CobbiTusa AL SApkocts (=] =———{ J———[F) 50
P 3anuce u xpaHeHue » Mopcserxa
p o = 8 [¥]50
P Cuc
» Mu Tema » Banatc 6enoro o = 0 [:]50
HepopMaLust
popmayy » dews/Hous Peaoer =] O 50
» WK noaceemxa Faua (] 0 =
3epkano () Bkn. (@) Belkn. 4
Mepesopor 0°

{
l Mo ymonuaxuio H OBHoBUTL H CoxpaHuTs ”

(i )—
O,

1 — [yHKTbI pasgena meH «HacTponKku»

2 — BKnapka ynpasneHua napametTpammn HacTpoeK

3 — [laHenb cCOXpaHeHUA N NHULNANN3aLmMn HacTpoek

4 — TlaHenb BM3yaNbHOTO KOHTPOJIS M306paXeHus
PucyHok 7.24 — CTpyKTypa pa3gena MeHto «Hactponkuny

KHOMKM naHenu CcoxpaHeHWs M WHULMANM3ALUKM HACTPOEK HeobXxoamMmo
MCNONb30BaTb AN COXPAHEHUS M MHULMANM3aUMM HACTPOEK Ha KaXaoW BKNaAKe
ynpaBneHus napameTpamu HacTpoekK:

KHonka — BbINO/IHAET U3MEHEHME TEKYL e HACTPONKN NapameTpoB
BK/IaflKM cOpOCOM 3Ha4eHMIM NapameTpoB B 3Ha4YeHWs 3aBOACKON YCTAaHOBKM.

KHonka — BbINO/IHAET U3MEHEHME TEKYL e HACTPONKN NapameTpoB
BKNAJKM COPOCOM TeKYUIMX 3HAYEHUA NapameTpoB B 3HAYEHUA COXPAHEHHOM
nonb3oBaTenem npeblayllen ycTaHOBKM.

KHonka — BbINOJIHAET COXPaHEeHWe TeKyL el HaCTPOMKM NapameTpoB
BKIAJKW.

[Py HaNMYMM Ha KOHKPETHOW BK/a[Ke MaHenn CoOXpaHeHns U UHMLManu3aumm
HaCTPOEK BaXHO, YTO AnA TOro, 4ToObl BbibpaHHble NapameTpbl BCTYNWUAW B AENCTBUE
HeobXxoMMO HaxaTb Ha KHOMKY «CoxpaHuTb». ECIM HA BKNaAKe OTCYTCTBYET MaHenb

COXpdHEeHNA N HNUKNaNN3aunn HAaCTPOEK, TO NMNdpaMeTpPbl COXPAHAKTCA aBTOMATUYECKHN

npn "X USAMEHEHUN.
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7.5.1 [lyHKT MeHI0 «HacTponKa Kamepbl»

NHTepdenc nyHKTa MeH «HacTponka Kamepbl» MMeeT ABa NOAMYHKTA:
«M306paxeHne»; «Bupeo» (PucyHok 7.25) nans  KOH(UIypupoBaHWA HACTPOEK

BMOEOKAMEPDI.

IEI=IaI=] iP-kamepa S @ w A E’

¥ Hactpoiika kamepsl ~ WsobpaxeHue Mpochunu
 ED o
Bugeo

b Cete Cuns | CTaHpapT [v]

» CobuiTus » Skcnoauuma SipkocTs B_O_ 50

P 3anucek u xpaHeHue » Moaceetra Kowtpact B—O— 50

» Cucrema » bananc 6enoro Faceny ™) D [£] 50

» Undopmauus > flenslHods Pestocts [—]=————( J——[%] 50
» lpoxekTop Fanua E]—O'_ 50

3epkano () Bkn (@ Bobikn.

Mepesopor |0° [v|

[ Mo ymony. ” ObHoBUTs ” Coxpanuts l

PucyHoK 7.25 — [yHKT MeH0 «HacTporKa Kamepbi»

7.5.1.1 MoanyHKT meHio «A306paxeHne»

MoanyHKT MeHio «/1300paxeHune» CTPYKTYPHO WMeeT [Be BKNAAKW [nA
Heob6Xx0MMOro KOHPUIrypUpPoBaHNA NapameTpoB.

Bknagka «M3obpaxeHue» CNyXUT Ans  KoHuUrypupoBaHusa npodunei
ONTUYECKMUX NapaMeTPOB BUAEOKaMepbI;

Bknagka «[podunu» cayxut ana KoHdurypmposaHusa rpadmuka-pacnmcaHus
CYyTOYHOrO WCMONIHEHMA BUAEOKamMepon npodunern ONTMYECKUX MNapameTpoB
BUIEOKAMEPHI.

Buaeokamepa no3sonseTr KOHPUrypupoBaTtb ONTUYECKME NMapaMeTpbl Mo TPeM

npodunam (PucyHok 7.26).
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Hopm.

Npogune

Hous

PucyHok 7.26 — NMoanyHKT MeHto «M306paxerue» (YcnoBua: Hopm./[leHb/Houb)

KoHpurypupyembie ontnuyeckne npod@unm HacTpoeK BUAEOKAMEpbI:

— «Hopm.» — HOpManu3oBaHHbIK NPOPUAb, MOXKET MCNOAb30BATbCA KAK €AWHbIN
Npoduab CYTOK, MW KaK CneumanbHbli ONTUYECKMUIA Npodub;
— «[leHb» — npodunb AnA HEBHOM OCBELLEHHOCTH;

— «Houb» — npodunb 4NA HOYHOW OCBELLEHHOCTH.

Bknagka «M3o06pameHue»
Bknaaka «M306paxeHne» npeaHasHavyeHa ans KOHPUrypupoBaHua yCTaHOBOK
MO KaMAoMy M3 Tpex ONTUYeCKMX npodunen HacTpOMKM BuaeoKamepbl. NHTepdenc

BKNaaku «M3o6pameHune» npeactaBneH Huxe (PucyHok 7.27).

IP-kamepa S @ ¥ A F

¥ Hactpoiika kamepsl ~ WsobpaxeHue Mpocunu

Mpodpuns [T ]

Bugeo

» Cets Cruns | Cranpapt V]

P Cobuitus b aieucting HApkocTs [3_0‘_ 50

P 3anucek u xpaHeHue » Moacsetxa KowTpacT B_O_ 50

» Cucrema » bananc 6enoro Hachiuertocts (= G [£]50

» Undopmauun » Retnltioun PeakocTs E]_O_ 50
» lpoxekTop Fanma E]—D— 50

3epkano () Bkn (@) Beikn.
Nepesopor [0° V|

[ Mo ymonu. H ObHoBUTL H CoxpaHuts ]

PucyHok 7.27 — Bknaaka «/306paxeHne»

[focne  BbINOAHEHUA KOHCbVIFVpVIpOBaHVIFl no I'IpOCbl/IfIFlM onTnyeCKnx
napameTpoB BUAEOKaMeEPbDI HGO6XOLI,I/IMO COXpadHUTb KUX C NOMOLWbID KHOMKK

«COXpaHl/ITb» Ha NaHenn CoOXpaHeHnAa U MHMUMnann3aunm Hactpoek.
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Brnagka «M306paxenune: I3obpaxeHne»

Bknagka «M3obpaxeHune: MW3obpaxeHue» MNO3BONAET KOHPUIypuUpoBaTh,
KOPPEeKTMPOBaTb MapameTpbl U300paxeHuss BUAEOKamepbl AN BblOpaHHOro
onTuyeckoro npocduna (PucyHok 7.26). WuTtepdeiic napametpa «/3o6paxeHune»

npeactaBfieH Huxe (PucyHok 7.28).

Mpodmne [exs
» MzoGpaxeHne Crune CTangapt
b BHCMIOIMLMA SApkocTs [=] () (+]50
» MogceeTra KoutpacT (=] G [+])50
» BanaHc Benoro HackieHHoCTs [—] () (+]50
+ [ens/Hous PezkocTs [— | G (+]50
» VK nogceeTka Famma =] D (+]50
3eprano () Bkn. (®) Belkn.
Mepeeopot 0°

PucyHok 7.28 — Bknaaka «/3ob6paxeHne: N3obpameHues

OYHKUMM WM AMana3oHbl 3HAYEHU HaACTpoeK napameTpa «M3obpareHue»

npepcTasneHsl HMxe (Tabnuua 7.7).

Tabnnua 7.7 - @OyHKUMM napameTpoB MOANYHKTa MeHl  «M3o06paxkeHue:
N306paxeHne»

MAPAMETP OyHKUMA
ApKocTb HacTpoika obuert spKkoctu un3obpaxeHus. Yem OGonblue

3HayeHWe, Tem spye u300OpaxeHne. 3HAYEHME HAXOAUTCA B
avanasoHe ot O go 100.

KoHTpacT Hactpoiika KoHTpacta usobpameHusa. Yem Oonblue yucieHHoe
3HayeHue, TeM Bbllle KOHTPACT. 3HaYeHMe HaXoAUTCA B Anana3oHe
ot 0 go 100.
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[MAPAMETP ®yHKUMA

HacbIWEeHHOCTb Hactpoiika  HacbluleHHOCTM  u3o06paxeHus. Yem  Gonblie
yuc/ieHHoe 3HayeHue, Tem HacbiweHHee («yule») UBeT. ITO
3HaYeHWe He OKa3blBaeT BAUAHUA HA 00Uy APKOCTb BCEro
BULeon3obpaxeHus. LiBeT n3o00paxeHUs MOMKET CTAHOBUTbCA
CNULIKOM HaCbIlEHHbIM MPY Ype3mMepPHO H6ONbLIOM 3HAYEHMK. [nA
Cepon Yyactn u3obpaxeHus BO3IMOXHO UCKaXeHue, ecnn GanaHc
6enoro HacTpoeH HenpaBWIbHO. 3HA4YeHMe HaxoAuTCs B
avanasoHe ot 0 o 100.

Pe3KoCTb HacTpoiika ypoBHA pe3KocTu u3o06paweHus. Yem 6Gonblue
3HayeHue, Tem Honee YETKMM CTAHOBUTCA Kpal Ha M306paxeHUu.
Ha wu306paxeHun reHepupyeTca WyYM, €CAU  3HadyeHue
YCTAHOBNEHO C/IMILIKOM BbICOKMM. [lMana3oH 3HayeHuin ot O [0

100.

famma Hactponka «lamma  KoppeKuuns» —  nopora  APKOCTM
n3obpaxeHus. Mopor ApKOCTU n30bpaxkeHnUs perynmpyercs yepes
HENNHENHbIN pexum peryinpoBKMU, ytoObl  YAYYWWUTb

OVHAMUYECKUI AManasoH oToOpaxeHusa u300paxeHus. Yem
bonblie 3HayeHue, TeM sApYe U300paxeHWe CTaHOBUTCA.
[Avana3oH 3HaveHun ot 0 go 100. BusyanbHO, Npu BKAOYEHHOM
ramma KoppeKuun TEMHble obnacTv Kaapa CTaHOBATCA BUAHbI
nyywe, HO KOHTPACTHOCTb CBET/IbIX YYACTKOB CHUXAaeTCA.

3epKano 3epKanbHoe oTobpaxeHune n3obpaxeHuns

NMepeBopoT MoBopoT n3obpaxeHus. Mo3BonseT NoBepHyTb U300paxeHue B
3aBUCUMOCTYM OT cnocoba KpenneHus BUAEOKamMepbl.

Brnagka «M306pamerne: IKCIO3NLNA»

Bknagka «M3o06pameHue: IKCMo3uuusi» MO3BONAAET  KOH(MUIYypUpoBaTh,
KOPPEeKTUPOBaTb MapamMeTpbl 3KCNO3MUUKM M3obpaxeHus. MapameTpbl 3KCNO3ULKM
BNMAIOT Ha SAPKOCTb, KOHTPACTHOCTb M LBeTonepedadvy wu3obpaxeHus. VHTepdelic

npencrasneH HuKe (PUCYHOK 7.29).
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¢ Mz00paseHne

b JECMOSHLMA

¢ MNooceeTra
v BanaHc Genoro
¢ JeHs/Hous

v MK nogceeTra

Mpoduns JeHs
Mepauanue Ha ynuue
Pexum | AeTo

3D guneTp... () Ben. (8 Boikn.

PucyHOK 7.29 — Pexnm «ABTO» NOANYHKTa MeHI0 «/1306paxeHmne: IKcno3mumns»

3HayeHNs NapamMeTpoB MO BbiNajaoLMM CNMCKam npuseaeHbl Huke (Tabnuua

7.8).

Tabnuua 7.8 — 3HaYeHUs NnapameTpoB MOAMYHKTA MeHIo «M3006paxeHne: IKCNO3ULUA»

HAMMEHOBAHME

3HAYEHUE

Pexom L0
MpuoputeT guad Pe)'K MM
MpuopurteT ewigep.
BpyuHyo

Bbibop nepeyHs KoHhUTypupyembix napameTpoB
no npeaycTaHOBKE  peXuMma  IKCMO3ULUW.
3HayeHus  BblOMpaloTCA M3 BbiNajatollero
cnucka: «ABTo» (PucyHok 7.29), «[llpuoputet
avad.», «[puoputer  Bbigep.»,  YcuneHue
«BpyyHyto».

T H3M
14ac

'Bbigepka Buibop 3HaYeHus «/lumut  3aTBOpa»
Npou3BOANTCA M3 BbiMajawowero  CnucKa
3Havenuin. 3Havyennsa: 1/1, 1/2, 1/3, 1/4, 1/6,
1/8, 1/12, 1/15, 1/25, 1/50, 1/75, 1/100,
1/120 n T.p.

it Bo3sspar nsm. Bbibop 3HaueHUs «Bo3BpaT M3m.» NPOU3BOAUTCS

13 BbINAAAOWEr0 CNNCKA 3HAYEHUN. 3HAYEHUA:
«BbIKM.», «5MUH.», «15MNH.», «14yac», «24ac».

OyHKUMM NapameTpoB NpuBegeHbl HUxe (Tabnuua 7.9).
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Tabnuua 7.9 — ®yHKuMM napameTpoB oanyHKTa MeHio «M306paxeHre: IKCNO3MLUUA»

HAMMEHOBAHUE

®yHKUMA

Pexxum

— Pexum  «ABTO». [na  pexuma  aBTOMATUYECKOW
3KCMO3MLMKM 00las SPKOCTb uM300pameHus Oyaer
aBTOMAaTUYECKM peryanpoBaTbCs B COOTBETCTBUMU (
pa3nnNYHOM APKOCTbIO CLLEHblI B HOPMANbHOM AMana3oHe
3KCNO3ULLMN.

— Pexum  «llpnoputer  agnadparmol».  Juadparma
3KCNO3ULLUK CbeMKMU BblCTaBAAETCA BPYUYHYIO,
napameTpbl  BbIJEPKKN  3IKCMO3ULUW  BbIYUCAAKOTCA
NpoL,eccopom aBTOMATUYECKMU.

— Pexum «[prnopuTeT BblAePKKN» BblaepKa 3KCno3nymum
CbeMKMU BblCTaBNAETCA BPYUHYIO, napameTpbl
anadparmbl 3KCNO3ULUKN BbIYUCASAIOTCA MPOLLECCOPOM
aBTOMATUYECKM.

— Pexum «YcumneHue» YcumneHune 3KCNO3ULUU CbEMKU
BbICTABNAETCA  BPYYHYl, nNapameTpbl  aAnadparmbl
3KCNO3ULLUK BbIYNCAAIOTCA MPOLLECCOPOM
aBTOMATUYECKM.

— Pexum «BpyuHyto» no3BONAET BPYYHYH BbICTABAATD
3HAYeHUsA BbIAEPKKN U anadparmoi.

[vadparma

HacTpoiika auacparmbl 06beKTMBa BUAeOKamepsbl. [Ns
HenpepbiBHOW paboThl BUAEOKAMEPbI B pexume «ABTO»
NnapameTp ycTaHaBANBAETCA aBTOMATMYECKN NPoLEeccopom
BUEOKaMepbl.

JKCNOKOppeKuma

HacTpoka  3KCMOKOppeKuuu.  JKCNOKoppeKuma  —
NPUHYAUTENbHOE BBeAeHue TMNOMPaBKU B WU3MEPEHHYI0
3KCMO3ULMI0 AN KOMMEHCauMu OolnboK U3MepeHus.
[lapameTp MOXHO KOPpPEeKTUpoBaTb B pexumax «ABTO»,
«Mpuoputer anadparmbly, «lMpruopuTET  BbIAEPKKMNY,
«YcuneHuney.,

YcuneHue

HacTponka  MaKCMManbHOro  YCUNEHUA  3KCMO3ULUK
CbeMKK. [lapameTp MOXHO KOPPEeKTMPOBaTb B pemumax
«BpyuHyto», «Ycunennen.

BbigeprKa

HEICTpOI?II-(a BbIAEPKKN 3IKCNO3NLUN CbEMHKMN. 3Ha4vyeHune
Bbl6l/lpaeTCFI M3 BbiNagarwwero CnnucKa npeayCcraHoBOK
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HAVMMEHOBAHME DOYHKUMA

3Havyenun: 1/1, 1/2, 1/3, 1/6, 1/12, 1/25, 1/50, 1/70,
1/100, 1/120, 1/150, 1/215, 1/300, 1/425, 1/600,
1/1000, 1/1250, 1/1750, 1/2500, 1/3500, 1/6000,
1/10000, 1/30000 wu T.0. [lapameTp  MOXHO
KOppeKTnpoBatb B pexumax «BpydHyo», «[lpuoputer
BblAep.».

Bosspart nsm. ABTOMaTUYecKoe BOCCTaHOB/EHUE 3KCNO3UL UK.
HacTtpolka BpeMeHW [0 BbIMOAHEHUA aBTOMATU4eCKOro
BOCCTAHOB/IEHWNA 3KCMO3ULNUK. 3HayeHWe BblOMpaeTca u3
BbiNazatolero cnucKka npeaycraHoBOK 3HAYEHUN: BbIK/., 5
MWHYT, 15 muHYT, 1 Yac, 2 4aca.

2D NR Knacc [Nepekntoyartenb BK/IOYEHUA/OTKNI0YEH A hyHKUUN
BbINONHEHUA MOAABNeHUa WyMa U300paweHus 2D
dunbTpaumen. Yem Bbille YPOBEHb «KNacca» NOAABNEHUA
WymMma W300pameHus, Tem MeHblle CTaHOBUTCS LUYM
n3obpaxeHus.

3D NR Knacc [Nepekntoyatenb BK/IOYEHUA /OTKNIOYEH A hYyHKL MU
BbINONHEHNA nNojaBfeHua Wyma u3obpaweHus 3D
cdhunbTpaumnen. Yem Bbillle YPOBEHb «Kacca» NoAaBAEHUS
wymMa u300paM¥eHnsi, TeM MeHblle CTAHOBUTCA LIYM
n3ob6paxeHus.

Brnagka «M306pamenme: MogcBeTka»

Bknagka «M3o06paxeHue: [loacBeTKa»  npeaHasHayeH Ana  Bblibopa
npeayCcTaHOBNEHHOTO pexnma (YHKLMM KOMMNeHCaunmn 3agHero cBeta, KomneHcauum
BCTPEYHOM 3aCBETKU. ITO MNO3BONAET YyNpaBAATb ABTOMATMYECKOW peryinpoBKOM
YCUNEHUA W 3NEKTPOHHbIM 3aTBOPOM He N0 BCEW NAOWAAM 3KpaHa, a No ero
LEHTPANbHOM 4acTW, YTO MNO3BONIAET KOMMEHCMPOBATb W3NMWEK OCBeLleHus,
MeLWAWnA BOCNPUATUIO  U300paweHua. IJKCMO3ULUM  BAUAIT HA  APKOCTb,
KOHTPACTHOCTb W LBeTonepeaady u3obpameHus. WHTepdelc npeacTaBneH HuXKe

(PucyHok 7.30).
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Npogune JeHb
v Mz00paserme
Pesam | WDR
» JKCNOSKMLIWA M
(=] 9, [+] 50

» MNogceeTka

» BanaHc Genoro

¢ [JeHs/Hous

» MK nogceetra

PucyHok 7.30 — Bknaaka «/3o06paxeHue: MNoacseTkar

OYHKLUMM NapamMeTpoB Mo BbiNajaloWnm cnnuckam npuseneHsl Huxe (Tabnuua

7.10).

Tabnuua 7.10 — PyHKUMM napameTpoB MoanyHKTa MeHto «M306paxeHue: MoacBeTKar

HAMMEHOBAHME

OyHKUMA

BLC

OyHKUMA KomneHcauun (OHOBOM 3aCBETKM M300pameHus.
OYHKUMA BUOEOKamMepbl NO aBTOMATUYECKOW perynnpoBKe
YCUIEHNA MO LEeHTPaNbHON YacTy n306paxeHus, 4To No3BonseT
KOMMEeHCUPOBaTb N3NNWeK ocBeLlleHus, MelLLaLWwmnmn
HOPManbHOMY BOCMPUATUIO N306paxeHus. PyHKUMA No3BoNseT
n36eKaTb NEPEKIOYEHUA U3 PEKUMA «HOUYb» B PEXUM «[EHbY»
NpWM KpaTKOBPeMeHHOW 3acBeTKe (PoToAaTyMKa B pe3ynbraTe
PE3KOro nepenaga OCBELWEHHOCTM M NOAYYUTb KayeCTBEHHOE
n3obpaxeHne Aaxe Mpu yCNoBUMU, YTO OOBEKT HAXOAWUTCS HA
thoHe sApPKO ocBellleHHOro y4yactKa. OObIYHO, KOrAa e 3a
00BEKTOM eCTb APKUIM CBET U HanpaBneH NpPsiMo B 06bEKTUB, TO
avadparma cyxaertcs, U OObeKT MepeaHero naaHa BbIMAAAUT
TEMHbIM U pa3MbITbiM Ha M300paxeHun. bnarogapa GyHKUMK
BLC oTtBepcTne anadparmbl BCE paBHO OTKPbIBAETCA LIMPOKO,
TaK YTO OOBEKTbI HA MepeaHeM MaaHe Noay4atTcs CBETNbIMU U
YeTKMMK aaxe Ha QoHe APKOro CBeTa.

HLC

OYHKUMSA KOMMEHCAUMM 3acCBETKU. SpKME WCTOYHMKM CBeTa
(namnbl, MOHWUTOPbLI W TA.) NomaB Ha W300paxeHue B nose
3peHUsi BUAEOKAMepbl, MPUBOAAT K OCNENNeHWt0 B Kajape,
HepPas3NMYNMOCTM AeTanen B TEMHbIX yYyacTKax. [aa Toro, 4ToObl
[eTann B TEMHbIX TOHAaX ObILIM fiyylle pas3inynmbl HeobXoaNUMO
yOpaTb 13 pacyeTa cpefiHeN SPKOCTU JaHHble CTOYHUKIM CBETA.
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HAMMEHOBAHUE

OyHKUMA

OYHKUMA KOMMEHCAUuMM APKOM 3aCBETKM MaCKUpyeT spKue
MCTOYHUKM CBETA aBTOMATUYECKOM MacKow. BennumHa macku
perynnpyetca (PucyHok 7.31)

WDR

AnnapaTHO-peann3oBaHHan hyHKUNA paclwmnpeHmn
ANHAMWYECKOro Auana3oHa matpuubl  AnAd  KOMMNeHCcauuu
choHOBOM 3acBeTKM M3ob6paxeHus. PyHkuma WDR nossonser
noslyyaTb BbICOKOE KayecTBO BUaeou3obpaxeHus npu ntodom
nepenajge ypoBHenm ocBeul,éHHocTM. [lokasatenb  WDR
nusmepserca B Aeumbenax (ab). OH paccuuTbiBaeTcA Kak
OTHOLWIEHNE OCBELLEHHOCTU CamMOro APKOro M CaMoro TYCKIOro
oObeKTa, HaxoAAWMXCA B CLeHe BuaeoHabnoaeHus.

Bbikn.

OTkntoyeHne hyHKUMIN HOHOBOW 3aCBETKU.

Pexum WDR
[E——=]

PucyHok 7.31 — Hactpoinka BenedynHbl macku «HLC»

Brnagka «M306paxenune: banaHc 6enorox»

Bknagka «M3obpameHue: banaHc 6Genoro» npefHasHayeH AN HACTPOWKW

6anaHca 6enoro uBeTa, KOraa CHUMaeMbld BUeoOKaMepoi Genblii npeIMeT UMeeT Ha

N300paXeHUN IKenTbi, CUHEBATbll WAM Apyrnue oTTeHkn (Ho He OGenbint). 37O

HecooTBeTCTBUE Oenoro LBeTa Ha M3o6pa>Keva| BbI3BAHO OcCBelleHnemMm U Tpe6yeT

HacTpoWku 6anaHca 6enoro useta. MHTepdelic npeactaBned Hmxe (PucyHok 7.32,

PucyHok 7.33).
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Npodgwune JeHe
P Pexum

b JKCNOSHLWNA

HatypaneHeii
¢ MoaceeTra YNWUHDE DCEELEHKE

Ha ynuue

Regional lNonssoeat

r JeHs/Hove

» MK nogceetea

PucyHoK 7.32 — Bknaaka «/3o06paxeHue: banaHc 6enoro»

IP-kamepa S @ % A E’

V |IP Bugeokamepa Yenosus Mpotunu
I
Bupeo
b Cers PR Pexum | T - |
AL " RS oM YpoBeHs kpac... Bm .
P 3anuck u xpaHeHue ot 4 f S » MopceeTka
i . » : YposeHs chxero [—] (+]28

P WHdopmauus » Oetb/Hous

» WK noaceetxa

II'onmonuaHmo “ OBHOBUTL ” COXpaH!Tb |

PucyHok 7.33 — HacTpoiika pexuma 6anaHca 6enoro «BpyyHyio»

3HayeHNs pexnMmMoB GanaHca 6enoro no BbINAAAWMM CMUCKAM MPUBEAEHDI

HuKe (Tabnuua 7.11).

Tabnuua 7.11 — 3HauyeHus pexumon [loanyHkTa meH «/306paxeHune: banaHc
6enoro»

HAMMEHOBAHUE 3HAYEHUE

ABTO KomneHcauus B Kaape BbIGOPOM fiyyllero U3 npeaycraHoBOK
pexumoB banaHca 6enoro ¢ opabOTKOM 10 ONTUMANLHOIO

BHyTpu nom. KomneHcaumsa B Kagpe OCBeLeHUA OT UCKYCCTBEHHOrO CBeTa
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HAMMEHOBAHMUE 3HAYEHUE

BHYTPU KOMHATbI

BHe nomeuieHuna KomneHcauua B Kaape ocBeleHna OoT MCKYCCTBEHHOIO CBETA
BHE nNomMmelleHns

ATW ABTOMaTMyeCKass KomneHcauus 6enoro uBeta B npejaenax
Temnepatypbl usera 1800°K ~10500°K.

CoamneBble namnbl KomneHcauusa B Kajpe oCcBeleHnA OT CBETA HATPUEBbDLIX 1aMIl

EcTecTBeHHbIN cBeT |KomneHcauua B Kaape oCBeLleHMs OT eCTeCTBEHHOTr0 CBeTa

YnunyHoe ocBelleHne |KomneHcaumsa B Kagpe ocBelweHnA OT YANYHOIo BeEYEpPHEro
cBeTa

BpyuHyio KomneHcaums B Kaape OCBEL,EHUA PYyYHON pPeryaupoBKOii
6anaHca KpacHoro u cuHero usetoB (PrcyHok 7.33).

Brnagka «V306paxeHue: [JeHb/Ho4b»

Bknagka  «W3o06paxeHne: [leHb/Houb» no3BonseTr  KOHUrypuUpoBaTb
HaCTPOMKM aBTOMATMYECKOro nepeknoyeHnna pexnmos «[eHb/Houb» WHTepdelic
npencrasneH Huke (PUCYHOK 7.34).

Buaeokamepa no3BonseTr KOHMOUIYpMpoOBaTb 3M1EKTPOHHbIA U MeXaHUYEeCKUIA
NK-bunetp Buaeokamepbl. ITOT hunbtp obecneynsaer (B yCnoBUAX OTCYTCTBUA U
HW3KOM BHELIHEeN OCBEeL,eHHOCTU BUAEOCHEMKM) MONAYyYEHME [OCTAaTOYHO YETKOro,
AeTanbHoro usobpaxeHus. dunbtp TMNa «ICR» — 310 ontndeckun WK-cbunbTp,
PacnoNoXeHHbI nepes MaTpuuend BUAEOKAMepbl M MeXaHWYeCKU CABUraembln
yCTPOWCTBOM NpuBOAA BMAeOKamepbl. B agHeBHoe Bpemsa ¢dwunbTp cAaBuUraeTca ana
YyCTpaHEeHUA HexenaTenbHbiX 3P @PeKToB, Bbl3BAHHbIX MHMPAKPACHBIM M3NYYEHUEM.

OunbTp TMNA «INEKTPOHHbIN» UCNONb3YET MPOrPaMMHYI0 KOPPEKLMIO M300paXKeHus.
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Mpodgwuns JeHk
v Mz00pamexue
Pesxm
b JKCNO3WLIMA BET
4B
» MNogcesTEa ABTO

¢ BanaHc Denoro

v MK nogceetka

PucyHoK 7.34 — Bknaaka «M3o6paxeHue: [leHb/Houb»

3HayeHNs NapamMeTpoB MO BbiNajaoLMM CNMCKam npuseaeHbl Huke (Tabnuua

7.12).

Tabnuua 7.12 — 3HauyeHuns napameTpos lMoAnyHKTa MeHto «M306paxerune: [leHb/Houb»

HAMMEHOBAHUE 3HAYEHUE

Pexum «4/Bb» — noctosiHHaa (He oTknoyaemasn) pabota VK-dbunbTtpa.
CbemKa B yepHo-benom uerte.

«ABTO» — aBTOMAaTMYeCKM OTKIYaemas/BKiouyaemas paboTa
NK-tbumnbtpa» CbemKa B YepHO-6enom LBeTe 1 B NOJIHOM LiBETE.

YyBCTBUTENBHOCTL  |YyBCTBUTENBHOCTL AATYMKA CBETA MO MNEPEKNIOYEHUID Mexay
LBETHOW M 4yepHo-6enoln  CbemMKOW  M300parKeHUNn.
[peaycTtaHoBAEHbI 3HayvYeHuA: «HU3KMNY», «CpeaHumny,
BbiCOKWUI». YNpaBneHue 4yBCTBUTENbHOCTbIO JOCTYMHO TOMbKO B
pexume «ABTO» paboTbl MK-hunbtpa.

3ajepKka 3afepXKa NepeKNtoyYeHns Mexay LUBETHbIM U 4YepHo-6enbim
n3obpaxeHnem. [llpeaycTaHoOBNeHbl 3HAYeHUA: 2CeK, 3CeK,
4ceK, 5 ceK, 6 CeK, 7 ceK, 8ceK, 9cekK, 10cekK.

Brnagka «M306paxeHnue: [1poKeKTop»

Bknagka  «M3obpaxeHue: [IpoxeKTop»  NO3BONAET  KOHUIYpUpPOBaTb
HaCTpoWKM paboTbl MHPAKPaACHON NOACBETKU BUAEOKAMEPLI MO TPEM PEXMMAaM, LS

OCYLLECTBNEHUS BUAEOHAONIOAEHUS B YCNOBUAX HU3KOWM ocBelleHHocTU. NHTepdeiic
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KOH(UrypnpoBaHua HacTpoek pabotbl VIK-noacBeTkM Buaeokamepbl NpeAcTaBieH

Huxe (PucyHok 7.35).

Mpoduns I'D'eHb v
P Peum [T~ |
» JKcnosuuua Bpy4H.
ABTO
» MoaceeTka Bbikn.

» banaHc 6enoro

» OeHb/Houb

» [NpoxexTop
PucyHok 7.35 - Bknaaka «M3obpaxeHue: MpoxeKTop»

Pexxum «ABTO» — aBToMaTnyeckoe BKAwYeHne WK-noacsetkn Aans
OCYyLLeCTBAEHUA BULeOHabN0aeHMA B YCIO0BUAX HEOCTAaTOYHON OCBELLEHHOCTH.

Pexnm «BpyyHyto» — py4Hoe KoHbUrypupoBaHue 3HaveHus sspkoctu ceeta MK

CBETOAMOA0B BNUAEOKaMepbl.

Pexum «BbIkn.» — oTKNtoveHne paboTbl MK noAcBeTKM BULEOKamepbl.

Bknapgka «lpodunu»

Bknagka «Mpodunu» npeaHasHayeHa [Ans KOHMUIYpUPOBAHUA YCTAHOBOK
CYyTOYHOW (24 4acoBOK) MOCNEfOBATENIbLHOCTU MPUMEHEHUS ONTUYECKMX npodunen B

paboTe BuaeoKkamepsbl. NHTepdeiic Bknagku «Mpodunm» npeacrasneH Huxe (PUCyHOK
7.36).
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IP-kamepa D @

¥ Hactpoiika kamepkl WzobpaxeHue Mpodomnu
> Hzobpaxenune
MNpodpunum (3 OcHoeHol (@ Bceepema () Pacnucanue ¢ [Jexs/Hous
Buaeo
Becerpa |,[I,eHb
b Cete
P CoBeITURA l Mo ymonu. ” OBHOBUTE l [ COXpaHuTh

P 3anuMckb 1M XpaHeHWe
» Cucrema

> WHdbopmauun

PucyHok 7.36 — Bknaaka «Mpodunmny

7.5.1.2 MoanyHKT meHio «Buaeo»

MoanyHKT MeHt «Buaeo» npeaHasHayeH AN NPoOCMOTpa W ynpasBieHUs
napametpamu (OpPMUPYEMbIX KamMepoWn BUAeOAaHHbIX. [loAnyHKT MeH «Buaeo»
CTPYKTYPHO MMeeT NATb BKAAAOK AN HeobXxoAnmoro KoHdurypuposaHus (PucyHok

7.37).

IP-kamepa S @ v A E’

¥ Hactpo#ka kamepbl Bupeo CHUMOK Hanoxenue ROI [NyTe

Wzobpakenne

b Cets

P CobkiThA

P 3anuck U XpaHeHue
» Cuctema

b WUHdopmauua
PucyHok 7.37 — lloanyHKT meHto «Bnaeo»
Bknagka  «Bupeo»  cnyut  AnA KOHMUIypupoBaHMA  NapaMeTpoB
hopmMmupyembix BUAEOAAHHbIX OCHOBHOTMO 1 J0NOAHUTENIBHOIO NOTOKOB BUAEOCHEMKMN.
Bknagka «CHUMOK» CAYXWUT ANA KOH(UIYpUpOBAHMA MapaMeTpoOB KauvecTBa

CHMMKOB, dJOpMVIpyeMbIX MOTOKOB BNAE€OAdHHbIX BUAEOCHEMKHN.
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Bknagka «HanoxeHue» CAyXWUT AN KOH(UIrypMpoBaHMA NapameTpoB
HANOXeHUs TemaTU4ecKoW BCMoMOraTeNbHONM MWHPOpPMaUUM Ha Kaapbl MOTOKOB
BU/E0JaHHbIX BU/JE0CHEMKMN Ans MH(MOPMALNOHHOTO CONPOBOXAEHUS
KOHTPONMPYEMOI BUAEOCHEMKM.

Bknagka «06nactb HabAOAEHUA» CAYKUT ANA  KOHMDUIYPUPOBAHUA HaA
M300paXKeHUNn BUAEOCHEMKM cheumnanbHbix rpacdumyeckux obnacten 30H ocoboro
NHTepeca, KoTopble OyayT nepeaaBaThCca B TpaduKe C MOBbILEHHBIM Ka4eCcTBOM, Npu
3TOM OCTajbHble 30Hbl MPOCMOTpa OyAyT nepefaBaThCsA C 3aHUMEHMEM KayecTBa
nHbopmaumn.

Brknagka «[yTb» CAYXUT ANA KOHMDUIYPUPOBAHUA CUCTEMHOTO NYTUM Ha
KOMMNbOTEPE XPaHEHUsI  KOHTEHTa (POPMMPYEMbIX W COXPAHEHHbIX BWAEOAAHHbIX

BUAeoHabnogeHus.

Bknapka «Bupeo»

Bknagka «Buaeo» npeaHasHauyeHa AN KOHGMUIYpUPOBAHUS  YCTAHOBOK
BU€ONapameTpoB OCHOBHOIO U IBYX AOMNONHUTENbHbIX BUJE0 NMOTOKOB, (DOPMUPYEMbIX
Bugeokamepoi. MiHtepdeiic no KoHGUrypmpoBaHuUio NapamMeTpoB NpPeAcTaBieH HUXKe

(PucyHok 7.38).

EE Poavea @ G A P
¥ Hactpoiika kamepe! Bugeo GHumOK Hanoxenue ROI Myt
Waobpakenue

P e e

» Ceme ¥ Brn.

» CoGeiThA Cxatue H.264 v Ciatue H.264 v

» 3anucek U XpaHeHue Smart kogex BhIKn. (v Pazpewenne 704*576(D1) v

> Cuctema Paspewenne 1920*1080(1080P) || Hactora kappos, ke |25 v

» Wncpopmauun YacroTa kaapoe, K m Tun Gurpsiita CBR v
Tun GuTpsiita CBR ™ Dunazow anavenwii  256-2304K6/c
[Ounazox sHavennin  1792-6144K6/c Burpeir 1024 v | Kéle
BuTpeiit 4096 [v] Kele Wwtepsan | kagpos | 50 (25~150)

WhTepean | kagpos 50 {25~150)
HacTpoiku

BoaaHol 3Hak DigitalCCTV

[ Mo ymony. H QGHeBMTE H CoxpaHnTe 1

PucyHok 7.38 — BKknagka «Bugeo»
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OYHKUMM M OMana3oHbl 3HAaYeHWUN napameTpoB npuBeaeHbl Huke (Tabnuua

7.13).

Tabnuua 7.13 — GyHKLUUM 1 Anana3oHbl 3HAYEHWU NapaMeTpoB BKNAAKM «Bugeo»

MAPAMETP OyHKUMA

Bkn. BktoyeHne/oTKNoYeHNE AOMNONHUTENBHOTO noToKa
BueoHabnoaeHus.

Ckatue PeXXum KOAMPOBAHUA KOHMUIypMpyemoro yCcTaHOBKaMWu
BUAEONOTOKA. 3HavyeHne napametpa: «H.265» — Kopek
H.265, «H.264B» — KopeKk H.264B, «H.264» — Koaek H.264,
«H.264H» — kopek H.264H, «MJPEG» — koaek MJPEG

PaspeweHune [lMKcenbHOe paspelleHne Kagpa

1080P(1920x1080)/SXGA(1280x1024)/
1.3M(1280x 960)/720P(1280x720)

YacroTta Kagpos

Yactota KagpoB B CeKyHAy. 3HayeHMA napamerpa B
ananasoHe ot 1 o 30 c warom 1.

Tun butpenTa

Tun nepenadn gaHHbIX.

3HayeHus napameTpa: «MocToAHHbIN» — CBR 6utpent
nepeaayn AaHHblx, «[lepemeHHbin» — VBR 6utpent
nepeaayun gaHHbIX.

KadyecTtBO

KauyectBo nepemenHoro (VBR) Tuna nepepayun AaHHbIX.
3HayeHnsa napameTpa B guMana3oHe ot 1 go 6 c warom 1.

3HayeHne  «6»  COOTBETCTBYET  JydlIEMY  KayecTBy
nepemeHHoro (VBR) Tuna nepeaayn AaHHbIX.

NHtepsan | Kagpos

WHtepBan |-kagpoB (onopHbiXx KaapoB) BbiGMpaeTca B
3aBWCMMOCTM OT YacCTOTbl BO3HWKHOBEHUS [JBUMKEHUSA B
BUAEON306pakeHNm

BoasiHoM 3HaK

cnonb3oBaHve BOAAHOrO 3HAaKa NO3BONSET OOHAPYXUTb
(haKT M3meHeHna BuAeO. BoasHOW 3HAK MO ymMoOnYaHUw —
Digital CCTV. B KauecTBe CMMBONA BOAAHOIO 3HaKa MOXHO
MCNONb30BaTh TONbKO LUdPLI UM BykBbl — He Gonee 128
3HaKOB.
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Bknapka «CHUMOK»

65

Bknagka «CHMMOK» npeAHasHayeHa Ans KOHMWUIypupoBaHMA MNapameTpoB

chopmupoBaHus BUaeoKagpa.

npeactaBfieH Huxe (PucyHok 7.39).

NHTepdenc no KOHMUIrypupoBaHWIO MapameTpoB

BOLID XL

@ @ ¥ A P

¥ HacTpoiKka kamepkl
MzobpaxeHne

P Cets

P CobeiTnA

P 3anuce ¥ XpaHeHwe

» Cucrema

» Undopmaunn

Buaeo CHUMOK HanoxeHue ROI MyTe
Tun [Mocr. [v]
Pazpewenue 1080P (1920"1080)
KauecTeO |5 ﬂ
WHTepean I 1CEeK. ﬂ

l Mo ymony. l l OBHOBUTE I ’ CoxpaHWTh

PucyHoK 7.39 — Bknagka «CHUMOK»

OYHKUUM U AMana3oHbl 3HaYeHUIN NapameTpoB NpeAcTaBieHbl Hke (Tabnuua

7.7).

Tabnuua 7.14 — ®yHKUMM 1 ANANA30HbI 3HAYEHUIN NapaMeTpoB BKNAAKN «CHUMOK»

MAPAMETP OyHKUMA

B03MOXHbI Ba pexMma COXpPaHEeHUss CHUMKOB:

«[1OCTOAHHO» — MNOCTOSSHHOE HEeMnpPepbIBHOE COXPaHeHue
Tun CHUMKOB M300paXeHns BUAEOCbEMKU;

«[10  CcoObITMIO» — COXPaHEHME CHUMKOB M306paeHus

BU/IE0CHEMKM MPU HACTYMNEHUN KOHTPONUPYEMOTO COObITUA.
Pa3pellueHne [MKcenbHOe pa3pelleHne LMPpPoBOro CHUMKa.

CNyuT [Onsa 3aj4aHuA YCNOBHOTO KayecTBa uW3obOpaxeHus.

imeeTcA  WweCcTb  OTHOCUTENbHbIX  YPOBHEW.  3HAYEHUs
KauvectBo

napameTpa B gnana3oHe oT 1 o 6 ¢ warom 1. 3HayeHne «6»
COOTBETCTBYET JlyylleMy KayecTBy.

=Y=]u[=)
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MAPAMETP dYHKUMA

Cﬂy)Kl/IT anA YCTAHOBKM nepnogn4HoOCTH CHMUMKa.
npeﬂ,yCTaHOBﬂeHHble 3Ha4YeHUa HaxogmuTcAa B Anana3oHe 1c go
VlHTepBaﬂ /ccuwarom 1,

BbiGop 3HaueHusa «BpydHyo» paclumpsaeT yCTaHOBKY 3HAYeHMS
Ha Anana3oH 3HayeHmn ot 1 o 50000c c warom 1.

Bknaaka «HanoxeHune»

Bknagka «HanoxeHue» npegHa3HayeHa Ans KOHOUIYpUpPOBAHUA 3/1EMEHTOB
HaNOXEeHUA TNOBepx W300paxeHUs BUIEONOTOKOB. HanoxeHne BbINOAHAETCS
3MIeMEeHTaMU: KOHTEKCTHAs Haanucb, CUCTEMHas Haanucb W 3anpeTHas «Macka
npuBatHOCTU». MHTepdenc no KoOHGUIypupoBaHUio NMapameTpoB NpPeACTaBleH HUXe

(PucyHoK 7.40, PUCYHOK 7.41, PUCYHOK 7.43, PUCYHOK 7.44).

IP-kamepa D @

¥ Hactpoiika kameps! Bugeo CHumok HanoxeHue ROl Myt

» Vs kanana

Waobpaxenne
P Cerb
P CobwiTusi » Bpems
p 3anuckb U xpaHeHue » Obnacts
P Cucrema

p WHdopmauun

Yaanute ace Ynanuts (Mnu HaXMUTE NPABYHO KHOMKY MbILLN)

[ Mo ymonu. H ObHoBuTL H CoxpanuTs ]

PucyHoK 7.40 — Bknapgka «HanoxeHue»
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BOLID JEEETENE @ @ %

¥ Hacrtpoiika kamepsl Bugeo

CHumOoK Hanoxexue ROI

Nym

» WA kanwana

Waobpaxenue

p Cete

P CobuiTusa

» Bpemsa
P 3anuck U xpaHeHue

» Obnacte
p Cucrema

p Wndopmauusn

Ypanute BCE Ynanute (MnK HaXXMUTE NPaBYH0 KHOMKY MbILLX)

l Mo ymonu. H OBHoeuUTL “ Coxpanuts ‘

PucyHoK 7.41 — Bknagka «HanoxeHunex»: Macka npuBaTHOCTH

(BOLID [ XL S @m & A E’

¥ HacTtpo#ka kamepk! Bupeo CHumoK Hanoxexue ROI Myms

Waobpaxerue

» Macka npusa.. O Brn. (@) Omxn.
p Cets BeeauTe uma kaHana:
P Cobeitus » Bpemsa IPC
» 3anuck u xpaHeHue W

p» Cucrema

P Undopmauun

l Mo ymonuy. “ OBbHoBUTL I | Coxpahute I

PUcyHoK 7.42 — BKknagka «HanoxeHuex»: Mima KaHana
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BOL!D JEIGTE

¥ Hactpo#ka kamepsl Buaeo CHumoK Hanoxexue ROI MyTe

Waobpaxenne
> Bugeo
b Cets

)

» Macka npusa.. ) Bra. Omxn.

» Wma kanana D Mokazats Hegeno
P CobbiTus

» Obnacts

P 3anuck u XpaHeHue
p Cucrema

» WUndopmaunn

I Mo ymonu. “ ObHoBUTL || CoxpaHuTs l

PucyHoK 7.43 — Bknagka «HanoxeHuex»: Bpems

BOLID JXeNGT S w v A E’

¥ Hacrpoiika kamepsbl Buneo CHumoK HanoxeHue ROI My

Wzobpaxenue

| > Bmeo | » Mackanpuea.. @ Bra. O Oma.
picere » VimA kanana BeeawTe TexcT:
P Cobritus » Bpems

P 3anuck ¥ XxpaHeHue

p Cucrema

» Uncopmauus

[nuHa TexkcTa

|Cnpasa V]

[ Mo ymonu. H O6HoBUTL H Coxpanuts l

PucyHok 7.44 — Bknaaka «HanoeHue»: Obnactb

Bknagka «O6nactb HabnogeHua»

Bknagka «O6nactb HabnoaeHna» nNpeaHasHayeHa ans KOHGUrypmuposaHusa Ha
n300paxeHUn BUAeOHAONIOEeHNA 30H BbICOKOW YETKOCTU BUAEOCHEMKU. MHTepdelic

No KOHMIypMpPOBaHUIO MapaMeTpoB NpeacTaBneH HMke (PUCYHOK 7.45).
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[laHHas (QyHKUMSA nNpeaocTaBAseT BO3MOXHOCTb MNONb30BATEN0  CAMOMY
yCTAHABANBATb HA M300pPaXKeHUN B Pa3HbIX y4aCcTKax 061aCcTu NOBbILLEHHOTO KayecTBa
BUAeoHabnoaeHnsa. BbigeneHHas o6nacTb Kagpa 3anucbiBAaeTCA € MaKCUManbHbIM
KayeCcTBOM, a OCTanbHAas 4acTb Kaapa M300paxeHuWs 3anucbiBaeTca € MEHbLIMM
pa3spelieHnemM. ITO  3HAUYUTENIbHO  CHMKaeT obObem  3anucU  BUEOMNOTOKA
BUAeoHabnogeHns 6e3 noTepu  CyUleCTBEHHOW TeMaTUyeckonm MHbopmaLmm
BUJeoHabnofeHns. NMpuMeHeHe No3BoNAET CHU3UTbL 06bEM XPaHUMbIX BUAE03aNnCen
N pasrpy3uTb ceTeBy UHDPACTPYKTYPY. PYHKLMA NO3BONAET ONTUMANbHbIM 00pPa3oM
coyetaTb Hebonbwon pasmep Tpaduka OT Kamepbl U BbICOKOE KA4yecTBO 3anucy
Hanbonee BaXHbIX 06NacTen n3obpaxeHus.

Bugeokamepa nojaepxuveaer popmupoBaHne Ha M3o00paxeHUn Kaapa Ao 4
obnacteil, KayeCcTBO  KOTOPbIX  MOMeT ObiTb  pasAMyHbIM B Npeaenax
npefyCTaHOBNEHHbIX 3HAaYeHWU KayecTBa oT 1 40 6 ¢ warom 1 (4em Bbillie 3HaYeHne —
TEM Bblllie Ka4eCTBO BHYTPW 30HbI).

[na co3paHua obnactm Ha U300pameHMM Kaapa BUAEOHabNOAeHUs
HEOOXOAMMO YAEPKATh HA M300PAMEHUN «Mbllib» C HAKATOM NEBON KNaBULWER Ha
«MbIWN» WM OT 3TOW MO3ULUM TAHYTb «Mblllb BBEPX W BNEBO AN CO3[aHUSA
npsimoyronbHo obnactu. Co3fgaHHyld 00N1acTb MOXHO MO3ULKWOHHO YTOYHWUTb

(M3MeHUTB) BLITATMBAA €€ «Mbllblo» 33 YrNOBble TOUYKM 3ToN 0bnacTn (PucyHoK 7.45).
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BOLID JEEENE S @ ¥ A Fp

¥ HacTtpo#ika kamepkl Buneo CHUMOK Hanoxenne ROl My

Waobpaxetne
() Brn.  (e) Otxn.

p Cets KauecTeo |6 v

P CobbiTus
P 3anuce u xpaHeHue
p Cucrema

P WHdpopmauun

Yganute Bce Yaanute (MNK HaXMWTE NPABYIO KHONKY MbILLIK)

[ Mo ymonu. H O6HoBUTL H CoxpaHuts J

PucyHok 7.45 — Bknagka «O6nactb HabnwopeHus»
Bknaaka «llytb»

Bknagka «[lyTb» npeAHa3HayeHa [Aia KOH(DUIypMpoBaHMA YCTAHOBOK
3MIEKTPOHHbIX ~ MApLWpPYTOB  COXPaHeHWMs M [JOCTyNa K  apxuBy  [aHHbIX
BUaeoHabnoaeHnsa. MHtepdeic no KoHbUIypupoBaHUIO NapameTpoB NpeacTaBfeH

Huxe (PUcyHOK 7.46).
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IP-kamepa S & u A E’
¥ Hactpoiika kamepu [ Bugeo | [ Gror | [ Hanoxere | | TROL T

WMzobpameHne

MNyTe

CHumok Cl\Users\lendelWebDownload\LiveSnapshot
3anuce Ci\UsersilendelWebDownload'LiveRecord
p Cetb
CHuMoK ¢ apxuea C:\Users\lendeliWebDownload\PlaybackSnapshot
P CobbiTHA
Bugeo ¢ apxuea C:\Users\lendeliWebDownload\PlaybackRecord Momck...
p 3anuce 1 xpaHeHne
Knmnet C\Users\lendel\WebDownloadiVideoClips Mouck. ..
» Cucrema
» WHdpopmauus l Mo ymony. ” CoXpaHuTL l

PUCyHOK 7.46 — Bknagka «[lyTb»

7.5.2 [lyHKT meHI0 «CeTb»

MyHKT MeHo «CeTb» NO3BONAET YyNPaBATb 6A30BbIMU CETEBLIMU HACTPOMKAMU
BUAEOKaMepbI.

MyHKT MeHio «CeTb» MMeeT ofMHHaguate noganyHktoB: «TCP/IP», «llopT»,
«PPPoE», «DDNS», «Email», «UPnP», «Bonjour», «Multicast», «ABTOperncrpauns,
«802.1x», «QoS», «[poTokonbl goctyna». WHTepdenc npeacraBned Huxke (PUcyHok

7.47).
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IP-kamepa

>
>
>
>
>
>
>
>
>
>
>

PUCYHOK 7.47 — TyHKT meHt0 «CeTb»

Kaxablh  MOANYHKT  MEHK  OTKpbIBAeT  BKNAAKYy  KOH(UrypupoBaHus
COOTBETCTBYIOLMX NapameTpoB. CoOXpaHeHne U UHMULMANM3aLMA NapameTpoB BKNAKM
BbINOJIHAETCA Yepe3 UHTEPAKTUBHYIO MaHeNb COXPAHEHMA U MHULMANM3ALUN HACTPOEK

3Ton BKNaaku (PUcyHoK 7.48).

oo

PucyHoK 7.48 — [laHenb coxpaHeHua U MHULMANnM3aunum HactpoeK

Ecnu nnanupyetcs ucnonb3oBaTb 6onee ofHOW BMAEOKamepbl, To TpebyeTcs
CMEHUTb HavanbHbIN IP-afpec n3genuns Ha noboi cBobOAHbIN 10 NOAKNIOYEHUA APYTUX
BUJeoKamep. [na nameHeHus |IP-agpeca, HeobOXOAMMO MepenTV B MOATNYHKT MEHI0

«TCP/IP».
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7.5.2.1

MoanyHKT meHto «TCP/IP»

MoanyHkT MeHto «TCP/IP» npeaHasHayeH ans npocmoTpa M ynpasBieHus

napametrpamu TCP/IP npoTokonoB Buaeokamepbl. WMHTepdenc npeactaBneH HuXKe

(PucyHOK 7.49).

BOLID X

\OX

77

MpoTokonel gocTyna

P CobeiTHRA

P 3anuce U XpaHeHne

P Cucrema

P WNudopmauwn

P HacTponka Kamepsl TCPNP
¥ CeTe
> TCPIP Mma xocTa VCl-122
Mopt
CeTeBan kapTa II'IpUE!.o,q(I'IO YMOomnY. ) ﬂ
PPPoE
Pexum (® Cramu. () DHCP
DDNS
MAC Appec bc . 32 . 5 . 3f . ff . B2
Email
- IP Bepcus [1Pva v
Bonjour IP apgpec 192, 168 . 71 . 118
Multicast Macka nogcetu 255 . 255, 252. O
AsToperucTpaums Uiz 192 . 168 . 65 . 1
802 1x OcHoeHol DNS . 8. 8 . &
QoS AnstepH. DNS 5 . 8 . 4 . 4

Brn ARP/Ping gna IP agpeca

Mo ymonu. H OBHOBUTE ] l CoXpaHuTk

PUCyHOK 7.49 — MoanyHKT MeHto «TCP/IP»

OyHKUMM M AMana3oHbl 3HaYeHUM napameTpoB npuBeaeHbl Huxe (Tabnuua

7.15).

Tabnuua 7.15 — GyHKLUUM 1 ANANa30HbI 3HAYEHWU NapaMeTpoB noanyHKTa « TCP/IP»

[NAPAMETP

OyHKUMA

Mmsa xocTa

Cnyxut  ans 3ajaHus CeTeBOro  MMEHWM  YCTpOMCTBA.
MopaepuBaercs 10 15 CMMBOOB.

=Y=]u[=)
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[NAPAMETP

OyHKUMA

CeteBas Kapta

Mpn Hanuuum HecKonbkux KapT Ethernet moxHo BbIOpath
CeTeBYI0 KapTy Ans KOHOUIYpUpoBaHUS.

Bo3MOXHbI ABa pemuma: ctatmyeckuin u DHCP. Tpu BbiGOpe
pexxuma DHCP, IP-agpec OymeT nosyyeH aBTOMATUYECKM OT
DHCP-cepBepa, nonb3oBarenbCKoe 3agaHue IP/macku

Pexmvm NoAceTW/WNt03a HEBO3MOXHO.
Mpu BbIGOpE CTATUYECKOro pexuma cneayeT 3aaatb IP/macky
nofceTn/Wwnto3s.
MAC Aagpec OtobpaxeHne MAC-aapeca yCTpoCTBa.
P Bebcus Cnyxut ans Bbibopa Bepcum npotokona [P (IPv4 unm IPvé).
P Bo3moeH Bbibop IP-agpeca 3Tux AByX BEPCUN.
Beeaute cootBeTcTBYIOWME UMUDPLI, YTOObI M3MEHUTL |P-aapec u
IP-appec 3aTeM 3ajante COOTBETCTBYIOLLYID MACKy MOACETM W W3 MO

YMONYAHMIO.

Macka nopacetu

YcTaHaBnmnBaeTcA B COOTBETCTBUN CO CprKTVpOIZ cetn.

Wnto3

CeTeBOM WNO3 AOMKEH HaxoauTbCcA B OAHOM cermeHte c |P-
agpecom.

OcHoBHoM DNS

IP-appec cepBepa DNS.

AnbTepHaTUBHbIN
DNS

AnbtepHatuBHbIn IP-agpec cepepa DNS.

Bkn. ARP/Ping
ana IP-agpeca

icnonb3oBaHne komaHa ARP/Ping ans nameHeHus unu 3aaaHus
IP-agpeca ycTpownctsa, ecnu nssecteH MAC-agpec ycTponcraa.

Mepen BbiNonHeHWem cneayeT ybeauTbCcA B MPUHAAIEXHOCTH
ceTeBo BuaeoKamepbl M [IK K oaHonm cetn. 3Ta (PyHKLMA
BK/IIOYEHA NO YMONYAHUIO.

[NocnenoBaTenbHOCTb AENCTBUIN CNeayoLLan:

lar 1: MNonyyute IP-agpec, yCTaHOBUTE CETEBYIO BULEOKaMepy U
MK B ogHown JIBC.

LLlar 2: Onpepenute GU3NYECKUI apec YCTPOWCTBA NO HaKNenKe
CeTeBOV BUI€OKaMepbl.

lWar 3: [lepenaute B wuHTepdenc 3anycka Run u BBeaute
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MAPAMETP OyHKUMA

ciepyiouine KOmaHabl:

arp —s <IP-agpec <MAC> ping -l 480 —t<IP-agpec>
Hanpumep : arp -s 192.168.0.125 11-40-8¢-18-10-11
ping -l 480 -1192.168.0.125

LWar 4: Nepe3arpysnTe yCTpOUCTBO.

lllar 5: MosBneHMe B KOMAHAHOW CTpoKe MHbopmauum «Reply
from 192.168.0.125 ...» 03Ha4aeT NPaBUIbHOCTb BbIMOAHEHHON
HACTPOMKMW. 3aKPOMUTE KOMAHAHYIO CTPOKY.

LLar 6: OTkpowiTe 6pay3ep u BBegute http://<IP-agpecs. Haxmunte
KHonKy Enter, Tenepb Bo3mMoeH focCTyn.

Mpu cmeHe IP-aspeca Npou30oMAET MepenoakntoyeHne Beb-uHTepdeiica Mo

HOBOMY afpecy.

7.5.2.2 MoanyHKT meHio «llopT»

MoANYHKT MeHI «MopT» MpeAHa3HayeH [ NPOCMOTPAa M YyNpaBneHUs
napameTpamy NOpPTOB NOJK/IOYEHUA BUAEOKamepbl. MHTepdeic npeacTaBieH HUXe

(PucyHok 7.50).
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[EI=I8J=] iP-kamepa S = z A ¥

P Hactpoika kamepel Mopt
¥ CeTb
TCPIP Marc. nogrmiouenmin | 10 {1~20)
R B (t025-62634)
PPPoE UDP Mopt 37773 (1025~65534)
DDNS HTTP Mopt 80
Email RTSP Mopt 554
UPnP Mopt RTMP 1935 (1025~65534)
Bonjour HTTPs Mopt 443
Multicast
ABTOperucTpaums [ Mo ymonu. l [ OBHOBUTE ] [ CoXpaHuThL

802 1x
QoS

PucyHoK 7.50 — lNognyHKT meHo «llopt»

BHUMAHWE!

0~1024, 37780~37880, 1900, 3800, 5000, 5050, 9999, 37776, 39999,
42323 aBnAwTCA cneumanbHoiMM noptamu. [lonb3oBaTenb He MOMET WX
n3meHATb. M3beranTe WUCNONb30BAHMS 3HAYEHUA MO YMONYAHWUIO APYIUX
MOPTOB.

OYHKUUM U AMana3oHbl 3HaYeHUIN NapameTpoB NpeAcTaBieHbl Hke (Tabnuua

7.16).

Tabnnua 7.16 — OyHKUMM U Anana3oHbl 3HAYEHWI NAPAMeTPOB NOANYHKTa «[TopT»

MAPAMETP P®yHKUMA
MaKcumanbHoe MaKcumanbHoe 4YMCNo NOAKNIYEHUN [Ans OAHOro YCTPOWCTBA.
KONNYecTBo 3HayeHne HaxoauTca B guanasoHe ot 1 go 20 (Mo ymonyaHuio
MOAKOYEHUI 10).

[lnana3oH noptoB cocTtaBnaer 1025~65534. 3HayeHue no
TCP lMopt ymonyanuto 37777. BO3MOXHO BBeCTU [AeWCTBYOWMIA HOMEP
nopTa Npu HeobXoANMOCTHU.
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[NAPAMETP

®yHKUMA

UDP MNopt

[nana3oH noptoB cocTtasnser 1025~65534. 3HayeHue no
ymonyaHuto 37778. BO3MOXHO BBeCTU [AeWCTBYOWMA HOMEP
nopTta npu HeobGXoaMMOCTH.

HTTP MopT

[lnana3oH noprta coctaenaer 1025~65524. 3HayeHue 1o
ymonyaHuto 80. Bo3moxHO BBECTM AeWCTBYIOLWMIA HOMeEp nopTa
npu HeoOXOANMOCTH.

RTSP MNopt

3HavyeHne no ymonyaHuw 554. OctaebTe nNyCTbiM, €cau
MCNOJib3yeTe HACTPOMKY NO YMONYAHUIO.

NMonb3oBatenn, wucnonb3ywuwme Quick-Time wan VLC, moryt
BOCNpPOM3BOAWUTL Cleaylowme dopmatbl. [AnA  KoHTpona B
peanbHom BpemeHu B copmate URL Tpebyetcs paboTatowmi B
peasbHOM BpemeHW cepBep Meana RTSP, Homep KaHana, tun
NOTOKa ABOMYHbIX curHanoB B URL. MoxeT noTpeboBaThca UMS
nofib3oBarenis U Naponeb.

Mopt RTMP

[nana3oH noprta cocrasndaer 1025~65524. 3HayeHue no
ymonyaHuio 1935.

HTTPS lMopt

MopT c¢BA3M no npotokony HTIPS, pamana3oH cocTtasBnaer
1025~65534. 3HaveHne Mo yMONYaHUIO 443.

7.5.2.3 MoanyHKT meHi0o «PPPOE»

MoanyHKT meHto «PPPOE» npegHa3HavyeH ana BKAYeHWsA/oTknoYeHus PPPoE

aBTOpM3aLUN Ansa ceteBoi paboTbl Buaeokamepsbl. IHTepdenc no KOHbUIyprMpoBaHuio

napameTpoB npeacTaseH Huke (PUcyHoK 7.51).
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Pxamepa < @ W A P

P IP BEMOEOKaMEPA PPPoE
¥ CeTk

TCPIP L Brn.

MopT MonszoBaTent none
riapons

DDNS

[0 YyMOMYEHWID || OOHOBUTE || COoXpaHnTe

SMTP(Email)
UPnP

Bonjour

PucyHok 7.51 — lNoanyHKT meHo «PPPOE»

[lns wncnonb3oBaHua npoTtokona «PPPoE» BBeaute B uHTepdence wumA
nonb3osarens PPPoE nopknw4yeHuMa W napofib NOAb30BaTens, MOJiyYeHHble OT
npoBanaepa MHTEPHET-YCAYT, U pa3pelmnTe BKAtoYeHnem ¢dyHKkuunto PPPoOE. CoxpaHute
TeKyl(e HACTPOMKU W BbIMOMHUTE Mepe3arpysKy YCTpOMCTBa, 4ToObl aKTMBUPOBATh
HacTponku. llocne nepesarpy3ku ycTpOMCTBO CoeamHUTCA C Internet no npoTtokony
PPPoE. IP-agpec MOXHO Mmonyuutb B UHTepdence CeTeBoro AoCTyna, B KONOHKe |P-
aapeca. Ecnu PPPoE BKkntoueH, cneayet 3anpetnts UPnP.

Ob6paTtnTe BHMMaHWe: HeoBXOAUMO CHayana BOMTU B NOANYHKT MeH C |P-
aflpecoM TeKyulero ycTponcTea. [JoCTyn K KNMEHTCKOW CTOPOHE BO3MOXEH Yepes3 3ToT
aapec. Mpu ucnonb3oBaHum PPPOE HeobxoaMmo B noanyHkte TCP/IP n3mMeHUTb
napameTpsbl IP-agpeca, macku nogcetn M WK30B B COOTBETCTBMW C napameTpamu,

npeaoCraBneHHbIMA nposaﬁ,qepo:v\.

7.5.2.4 MoanyHKT meHI0 «DDNS»

MoanyHKT MeH «DDNS» npegHasHayeH pAna npocmoTpa W ynpasneHus
napameTpamu paboTbl BUAeOKamepbl C BHewHUM cepBepom «DDNS». MHTepdeiic

npencrasneH Huke (PUCYHOK 7.52).

BOLID VCI-122 Bep.2 ALJP.202119.041 P3n oT 24.11.2020



VCI-122. Bepcua 2. PyKoBOACTBO NO 3KCMlyarayuu 79

IP-kavepa < G

b Hactpoika kamepsl DDNS

¥ CeTb
i [J Tun NO-IP DDNS v
Mopt Anpec dynupdate no-ip.com
PPPoE NomeHHos uMA none

> DDNS MonkzoBaTens none
Email Mapone SN ERABRERRERRRORY
UPnP MNepuopn obHoeneHuA | 1440 Mun.(1440~2380)
Bonjour
: [ Mo ymony. ] l OBHOBUTE ] [ CoxXpaHHTL

Multicast
ABTOpErMcTPaLMA

802 1x
PucyHok 7.52 — lMognyHKT meHio «DDNS»

DDNS npepgHasHayeH p[ana coeAuHeEHWA pPasfMYHbIX CepBEepoOB B  Lenax
noflyyeHnsa JoCTyna K BuAeOKamepe vepe3 cepsep. Heobxoaumo 3amt Ha caunT
COOTBETCTBYIOLLEN CNYHKObI ANA NONYYEHUSA JOMEHHOTO MMEHU U Aanee oCyUlecTBAATb
AOCTYN K cucteme 4yepe3 fgomeH. DDNS paboTaeT aaxe npu cmeHe BHelHero |P-
aapeca. Ecnu ycTpoinctBo nopkntoyaetcs K becnposogHon JIBC, cneagyet 3anpetutb
UPnP.

DDNS MOXeT Mcnonb30BaThCA ANA AMHAMUYECKOTO OOHOBNEHUS CBA3U MeXay
nmeHem gomeHa Ha DNS-cepBepe 1 BHellHUM IP-agpecom BuageoKamepbl B CUTyaumu,
Korpa |IP-agpec yctpounctBa MmeHsetrca 4vacrto. [logkntodenve DDNS rapaHtupyet
Nofb30BaTeNAM BO3MOXKHOCTb NOAKNIOYEHMA K YCTPOUCTBY Yepe3 JOMEHHOE UMS.

OYHKLUMM 1M AMana3oHbl 3HaYeHU NapameTpoB npeacTaBieHbl Huxe (Tabnuua

7.17).
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Tabnuua 7.17 — OYHKUMKM U AMANA30HbI 3HAYEHWI NapameTpoB MOAMNYHKTA MEHIO
«DDNS»

MAPAMETP OyHKUMA

Tun cepsepa DDNS. 3HaveHne napametpa: «CN99 DDNS»,
«NO-IP DDNS», «Dyndns DDNS», «Qick DDNS». CopepxaHue
3HaYeHuns:

T"n «CN99 DDNS»: Server address: www.3322.0rg;

«NO-IP DDNS»: Server address: dynupdate.no-ip.com;
«Dyndns DDNS»: Server address: members.dyndns.org;
«QUICK DDNS»: Server address: www.quickddns.com

3HayeHne agpeca no ymonyaHumwo: «MAC address.

Anpec quickddns.com»

[lomeHHOE ums Camoonpepensemoe UMA JOMeHa.

[Nonb3oBatenb ima nonb3oBaTensa Asia BBoJA Npu BXOAE HA cepBep.
Maponb [laponb nonb3oBaTena Anda BBOJA NpuU BXoJe Ha cepBep.
Mepuopa Nepuopa o6HoBNEeHMsA OT 1440 Ao 2880 MUHYT.
obHoBnEeHNA

Mocne 3anonHeHus wuHTepdenca Hawxmute «Tect» (PucyHok 7.53), u4ToObI
NOATBEPAUTL YCNELIHYI0 PErncTpaLmnio JOMeHHOro umeHu. Ecnu ata npoeepka He byaer
yCMelHoW, TO HeobXxoAMMO MPOBEPUTb MPABUABHOCTL 3aNONHEHUS UH(pOPMALUK O
AOMEHHbIX UMEHaX, O4UCTUTb «K3LW» NaMATb bpay3epa. Ecnun 3ta npoBepKa BbINONHEHA

yCnewHo, To NnapameTpbl HY}HO COXPaHWTb, HaXaB Ha KHOMKY «COXpaHUTb».
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NO-IP DDNS

PucyHok 7.53 — lMoanyHKT meHio «DDNS»: TecT

7.5.2.5 MoanyHKT meHio «<Email»

MoanyHKT meHto «Email» npegHasHayeH pns npocmoTpa U ynpaBAeHUS
napameTpamy HacTpOMKM paboTbl BUJEOKamMepbl MO ceTeBOMy npoTokony SMTP

3N1IeKTPOHHOM noyThbl. MIHTepdenc npeactaBneH Hxe (PUCyHOK 7.54,).
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IP-kavepa @ @

b HacTtpoika kamepkl Email

¥ CeTb
TCRIP SMTP Cepeep none
Mopt Mopt 25
PPPoE ] AnosumHo
DDN3 [Nonezoeatens anonymity

Mapons SRS BEGEBRNEBANRERRI

UPnP Agpec oTNpasuTenA | none
Bonjour
Multicast LuchpoeaHue |TLS|{pemME HAVETCH) ﬂ
ABTopemcTpaIpe Tema ALARM - Broxenue
802 1x Monyuartens +
QoS -

MpoTokons gocTyna

P CobeiTMRA

[ ] Omuerococtauum  [Mepuopn obHoenenua G0 Mun.(30~1440)
P 3anuck U XpaHeHne
[ CHCTema [ Email Tect ]
P> WHcbopmaumn [ Mo ymonu. ] ’ OBbHoBUTE l [ CoXpaHuTh ]

PucyHoK 7.54 — [lognyHKT meHto «Emaily

Mpu ycTaHoBKe napameTpoB SMTP cepBepa Buaeokamepa, No 06HapyKeHNto
TPEBOM WAN WHOTO KOHTPONMPYEMOTO COObITUS, Cpa3y OTNPaBUT 3/EKTPOHHOE
coobuieHune nonyyatento yepe3 SMTP cepBep, KOTopoe nosyyatesnb NoayYUT Npu BXoae
Ha SMTP cepsep.

OYHKLUMM M AMana3oHbl  3HAYEHWA NAPAMETPOB NpPeACTaBAEHbl  HUKE

(Tabnuua 7.18).

Tabnuua 7.18 — OyHKUMM M AMANa30Hbl 3HAYEHWUI NApPaMeTPOB MOAMYHKTA MEHI0
«SMTP»

MAPAMETP OYHKUMA

SMTP Cepsep Beoa appeca cepsepa
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MAPAMETP dyHKUMA
MobT 3HayeHne Mo ymonyaHuto paBHo 25. [pn HeobxoaMMOCTH ero
P MOXHO U3MEHUTb.
Mepekntoyatens ans pabotbl 6e3 aBTOpM3aUWMM Ha cepBepe
SNMP. [Ina cepBepoB C MNOAAEPHKKOW (YHKUMM aHOHUMHOCTU
AHOHUMHO BO3MOX€EH aHOHMMHbIN BxoA. «be3 aBTopuzauun» He Tpebyer
BBOJA MMEHM ToAb3oBaTens, nNapons W cBefeHMn 06
oTnpasurene.
ma nonb3oBaTena y4yeTHOM 3anuMCKU CepBepa 3NEKTPOHHOM
lMonb3oBaresnb
noyThbl.
Naposis Mlaponb y4eTHOM 3anucyu  nosb3oBaTena [Ana  cepeepa
P 3N1€KTPOHHOM NOYTHI.
Appec ALpec 31eKTPOHHON NOYTbl OTNPaBUTeNA.
oTnpasutens
MoxHo BblOpatb SSL, TLS unuM He WCNonb30BaTb [aHHYI0
lncdhpoeaHue
byHKuMo (PrcyHOK 7.55).
Tema Beog Tembl coobuweHus
o on Cuctema MOXeT OTNpasATb KAPTUHKY MOMEHTANbHOIO CHUMKA.
«+» — 100aBUTb BNIOXKEHWE, «-» — YAANUTb BJIOKEHUE
BBO/J 31eKTPOHHbIX agpecoB e-mail nonyyatens (He 6onee Tpex
Monyuatens A P AP y ( p

aapecos).

OTyeT 0 COCTOAHUMN

[ina  paspelleHns 3TON QYHKLUM HeobXOAMMO YCTAHOBUTb
hnaxok.

[Mepuopa Mepnon 0OHOBNEHUS OTYETA O COCTOAHUM coeauHeHus ¢ SMTP
oO6HOBNEHMUSA cepBepom

Cuctema aBTOMATMYECKM OJJHOKPATHO OTNpaBnseT cooblieHue
Email Tect ONA NPOBEPKM COCTOAHMA coeaunHeHua. [lepea npoBepKon

cnepyet COXpaHUTb AdHHbIE HaCTpOVIKl/I 3ﬂeKTpOHHOﬂ MnoYyThbl.

BOLID

ssL %

TLS

PucyHoK 7.55 — MognyHKT meHto «SMTP»: lUnpposaHue
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7.5.2.6

MoanyHkT meHio «UPNP»

84

NoanyHKkT meHo «UPnP» (Universal Plug and Play) npeaHa3HauyeH pans

NpocmoTpa ¥ ynpasieHns napamMeTpamy HaACTPOMKKM paboTbl BUAeOKamepbl B 06wl

CETU — aBTOMAaTMYeCKas HACTPOWMKa CeTeBblX YCTPOWCTB B CETAX Nepefayn AaHHbIX.

NuTepdenc npeactaBneH Huxe (PUCYHOK 7.56, PUCYHOK 7.57).

=I=]uJ=] IP-kamepa

P HacTpoiika kamepe!
¥ Cetb

TCP/IP

MopT

PPPoE

DDNS

Email

Bonjour

Multicast

ABTOpETMCTPaLMA

802.1x

QoS

NpoTokone gocTyna

P CoGeiTna

PucyHok 7.57 — lNoanyHKT meHto «UPnP»: I3ameHeHne nepeHanpasneHnsa NnopToB

S @ ¥ A P
UPnP

[] Ben. Pexum I'Ionbama.'ﬂ Cratyc Qwmnbxa!

Hauath nonck
¥ HTTP WebService: TCP 80 3080
v TCP PrivService:TCP 37777 37777
v UDP PrivService:UDP 37778 37778
v RTSP RTSPService:TCP 554 554
M HTTPS HTTPSService:TCP 443 44333

Owmbkal
Owmbkal
Owmbkal
Owmbkal

Owmbkal

Mo ymony

] ’ OBHoBATL ] l CoxpaHuTb I

PucyHOK 7.56 — [ToanyHKT meHio «UPnP»

[,
(® Bin. () Boirn.
MpoTokon TCP
BHyTp.nopt a0
BHew. nopT 8080
| oK | | OTMexa |

UPnP nossonser yctaHoBuTL cBA3b mexay JIBC u obuieaoctynHoi ceTbio. B

nHTepdence moxHo ao6aBUTb, U3MEHUTb MK yaanutb 3nemeHt UPnP. [ina UPnP Ha

pa3HbIX MapLlpytnusatopax — cnegyet otknoyYmTs UPnP.

Brkntouns UPnP, ceteBas Bugeokamepa byaet noaaepxusatb npotokon UPnP.

Ecnu cuctema UPnP BHa4veHa Ha BuaeoKamepe, TO B ONepaLMOHHbIX CUCTEeMax

=Y=]u[=)
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Windows 3Ta Buaeokamepa OyaeT HAxXoAUTbCA MOUCKOM B CETEBOM OKPYXEHWUU

Windows.

7.5.2.7 MoanyHKT meHio «Bonjour»

MoanyHKT meH0 «Bonjour» npefgHasHavyeH Afa NpoCmoTpa M ynpaBieHUs
napameTpamu  paboTbl  BMAEOKaAMepbl MO  CETeBOMY NpoToKony  Bonjour
MHoroaapecHon cnyx6sl DNS aBTOMaTMyecKoro obHapyKeHus CUCTEMHbIX CNyXO W
cepBucoB. NHTepdeinc npeactaBneH Huke (PucyHok 7.58).

Bonjour n3BecTtHa Kak ceTb C HyNIeBON KOHUIrypaunen, MOXeT aBTOMATUHYECKM
obHapyxuBarth K, ycTpoicTBo 1 cepsuc B cetn IP. Bonjour ucnonb3yet npotokon IP ¢
MPOMBILINEHHBIM CTAHAAPTOM, YTOObI MO3BONUTL YCTPOWCTBY 0OHAPYKMBATh ApYr Apyra
aBToMaTMyecku 6e3 BBoja IP-agpeca nnmn Hactpoiiku DNS-cepBepa. Mocne Toro, Kak
hyHKUMA Bonjour BKnoYeHa, ceTeBble Kamepbl OyayT aBTOMATUYECKU OOHApYMKeHbl B
OonepauMoOHHOM CUCTEME W KAWEHTe, KoTopble noagepxueatwT Bonjour. Korpa
BUAEOKamepa aBTOMaTM4YeCKM obHapyxuBaeTcsi Bonjour, oHa oTobpaxaer «Mms

cepBepa», HACTPOEHHOE NMOJNIb30BaTENAMMN.

BOLID XN

b HacTtpoika kamepbl Bonjour

¥ Cetb
TCP/IP .

Mopt WimA cepeepa 6G083CAPAGY2065

PPPoE Mo ymony. ] l OBDHOBHUTE ] [ COXPEHHTE’-

DDNS
Email

UPnP

PrucyHoK 7.58 — lMognyHKT meHto «Bonjour»
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7.5.2.8 MoanyHKT meHio «Multicast»

MoanyHKT meHio «Multicast» npegHa3HavyeH Ana npocmoTpa M ynpaBneHUA
napametpamyu paboTbl BUAEOKaMepbl B pamMKax Al  OCHOBHOrO WU ABYX
AONONHUTENbHBLIX BUAEOMNOTOKOB MO ceTeBOMY npoTtokony «Multicast», npegoctasnser
AOCTYN K yrnpaBneHWI0 napamMeTpaMu HACTPOMKU NapamMeTpoB rpynnoBoin pabdoThl

Bugeokamepbl. iHTepdenic npeacraBneH Huke (PucyHok 7.59).

IP-kamepa S @ . A P

» HacTpoiika kameps! Multicast

¥ Cete
TCP/P OCHOEHOW NOTOK Ion. notok
Mopr Bin. M Bkn.
2 Multicast anpec 24 1. 2 4 Multicast agpec 22 1 . 2 4
DDNS (224.0.0.0~239.255.255 255) (224.0.0.0~239.255.255 255)
Enzl Mopt 40000 (1025~65500) Mopt 40016 (1025~65500)
UPnP
Bonjour

I Mo ymony. H OBGHOBMTE l I CoxpaH1Te ]

AgToperncTpauma

802 1x

PucyHoK 7.59 — lNoanyHKT meHto «Multicast»

MHoroagpecHbin npotokon Multicast npepcraBnser cobor pexum nepegayu
MaKeToB AaHHbIX. ECAn cyuwiectByeT HECKONbKO BeAylMUX Y3710B, MNPUHUMAIOLLMX
OAMHAKOBbIe MaKeTbl AaHHbIX, MHOrOaApPeCHbIN NPOTOKON NPefoCTaBAAeT HauNyyLwyto
BO3MOXHOCTb AN CHUXXEHMA HArpy3ku KaHana u LI, Beaywunn y3en-uCTOYHUK MOXKeET
NpOCTO OTNpaBAATb [aHHble ANA TpaH3uTa. 3Ta (QYHKUMA TakKe 3aBUCUT OT
B3aMMOCBSA3M YNEHOB rPynMbl U FPYNMbl BHEWHMX Y3/108.

OYHKLUMM 1 AManasoHbl  3HAYEHUW nNapameTpoB NpeAcTaBleHbl  HUXKe

(Tabnuua 7.19).
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Tabnuua 7.19 — OyHKUMM M AMANA30HbI 3HAYEHUA NAPAMETPOB MOAMYHKTA MEHI0
«Multicast»

MAPAMETP OyHKUMA
Bin BrntoyeHne/oTKAOYEHME (PYHKLMM MHOrOaApPeCcHOro NpoToKona
) Multicast.
[nanasoH MHOroaapecHoro npoTtoKona 224.0.0.0~

239.255.255.255.
3HavyeHne NO YMONYAHUIO ANA OCHOBHOrO MOTOKa — 224.1.0.0,
ANA JONONHUTENbHOMO NOTOKAa — 224.1.2.4

Appec mynbTuKact

Nopt MHOroajpecHoro npoToKona.
CeteBble NopTol OcHoBHOM NOTOK: 40000, [ONOfIHUTENbHBLIM NOTOK: 40016,
ananasoH: 1025~65534,

[ina nonydyeHus notoka nocpeacteom Multicast HeoGxoaum Bugeonneep Ans
notokoBoro Buaeo, (Hanpumep, VLC nnenep). 3anpoc noToKa MNpou3BOAUTCA B

cnepyrouwem dhopmare: udp:// @IP:port npumep: udp://@ 224.1.2.4:40000.

7.5.2.9 MoanyHKT MeHI0 «802.1x»

MoanyHKT MeHi «802.1x» npefHasHayeH Ana NPoCMOTpa W ynpasfieHus
napametrpamy paboTbl BUAeOKaMepbl B pPamMKax Al  OCHOBHOrO WU ABYX
AOMOJIHUTENbHbLIX BUMAEOMOTOKOB NO CeTeBOMY NpoToKony «802.1x», npepocTaBnser
AOCTYNM K YyMpaBieHU0 napameTpamu 3aliMTbl OT HEaBTOPM30BAHHOrO AoCTyna K
BuaeoKkamepe, K ID n PyHKumam Buaeokamepbl. VHTepdenc npeactaBneH Huxe

(PucyHok 7.60).
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BOL'D g A€ E

S @

P HacTpoika kamepel B02.1x

¥ CeTb
TCPIP [ Brn.
MopT AsTopuaaLmMa PEAP v
PPPoE MNonekzoBaTEns nong
DDNS [Mapone PRI NNRRRRERRIROY
Email

Mo ymonu. I l OBHOBMTE l ’ CoxpaHuTe
UPnP
Bonjour
Multicast
ApToperncTpauua
3 802.1x

PucyHok 7.60 — lNoagnyHKT MeH0«802.1x»

IEEE 802.1x peanusyeT NPOTOKOA KOHTPOAA [OCTyna M ayTeHTuduKauum,
KOTOpPbIA OrpaHNU4YMBaeT npaBa MOJK/MYEHNA HEABTOPM30BAHHbIX KOMMbITEPOB K
ceteBomy |P-ycTponctey Buaeokamepsbl. [poBepaeTca Kaxabli KOMNbIOTEP, KOTOPbIN
NbITAETCA OTKPbITb MOPT IP-ycTponcTBa BUAEOKamepbl, nepes TeEM KaK TOT CMOXET
BOCMONb30BaTbCA CepBMcamu IP-ycTponcrea BugeoKkamepsl.

HUXe

OYyHKUMNM  1© 3HaYeHUNn

(Tabnuua 7.20).

Anana3OoHbl napameTpoB npeacraBieHbl

Tabnuua 7.20 — OYHKUMM WM AMANA30HbI 3HAa4YeHWn napameTpoB MOLNYHKTA MEHI0
«802.1x»

MAPAMETP OyHKUMA
Bkn. BknioyeHne/oTKAt0YeHME PYHKL MM ceTeBOro npoTokona 802.1x.
AyteHTudurkauna |PEAP  (Protected Extensible Authentication Protocol) -

3aWMULEHHBIA  pacWIMPAEMbI NPOTOKON ayTeHTUdUKAUUKM, He
NPUMEHSIET CneuunanbHbiXx Mep ANA 3aluTbl ceTeBoro obmeHa
OAHHBIMM M npeanonaraer, 4to GU3NYECKUA KaHan Ccetu
3aWNWEH, CNYXUT AnNA ycuneHusa cTtomkoctn EAP-npoTtokona
MHbOpMaLMOHHON Be30nacHOCTM.
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[NAPAMETP OyHKUMA
[lonb3oBaTenb JlorvH aBTOpPM3yEemMoro noJsib3oBaress
[Maponb [laponb aBTOpM3yemMoro noJib3oBarens

7.5.2.10 NoanyHKT meHIo «Q0S»

MNoanyHKT MeH0 «QoS» npegHa3HayeH Ansa nNpocMoTpa W ynpasieHus
napameTpamy Kavectsa paboTbl BULEOKaMepPbl B CET nepeaayn AaHHbIx. MHTepdenic

npencrasneH Huke (PUCYHOK 7.61).

BOLID X

b Hactpoiika kamepbl QoS

¥ CeTe
TCRIP [MpocmoTp 0 (0~63})

Mopt Komanaa 0 (0~63)

PPPoE Mo ymonu. ] [ ObHoBMTE ] l COXpaHHTL

DDNS
Email
UPnP
Bonjour
Multicast

ABTOpErMCTPaLUUA

802 1x

PucyHok 7.61 — [MoanyHKT MeHi0«QoS»

QoS (Quality of Service) — mexaHu3M ceTeBoN 6e30MaCHOCTU A/iA YCTPAHEHWUs
npobGiembl 3a/lepKeK U oyepefein B mappyTtusauum cetn. ObecneynBaeT KayecTso
obcnyxunBaHua ceTeBon nepepayn MHdopmauum, co3faeT yBeAUYeHMe MPOMnyCKHOM
CMoCOOHOCTU ceTeBOW Mnepefayun, CnocobOCTBYET YMeHbLIEHNIO 3alepPXeK B CETeBOW

nepepave, n yCtTpaHeHUIO NOTEPKM NAKETOB Nnepeaayu.
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Mapametpol QO0S AOMKHbI  COOTBETCTBOBATbL  CETEBOM  NOAUTMKE  Ha
mapuipytusatope (ynpaBnsemom KommyTatope, noaaepxusatwouwem QoS). 310 -
TeXHONOruA ANs yperynnpoBaHusa npobnem 3aaepiek u 610KMPOBOK B CETM U T. .

DSCP (Touyka Koga anddepeHUMpPoBaHHbIX YCAyr) 3ajaeTca Ana pasindyeHus
MaKeToB [aHHbIX TaK, YTOObI MaplUIpPyTU3aTOP WAKM KOMMYTATOp MOrIM obecneymBaTb
pasfnuyawolmecs cnyxobl A8 pa3NnyHbiX NakeTos. Torga OyaeT BO3MOXHO BbibUpaThb
pas/fnyHble OYepean B COOTBETCTBMM C NpuoputeTom (64 YPOBHS NpUMOpUTETA) NAKETOB
1 BblIBMpPaATh NPONYCKHYO CMOCOOHOCTb ANs Kaxaon odepean. Camblil HU3KUIA YpPOBEHb
- 0, cambIi BbICOKUIN - 63. TaKKe BO3MOKHO OTK/IOHEHUEe AN1A Pa3NnMyHbIX CKOPOCTeN
MPU CHUXEHUU NMPONYCKHOW CNOCOOHOCTU CeTU,

OYHKLUNUM 1 3HAYEHUSI MapaMeTpoB NpeacTasnerbl HUxe (Tabnuua 7.21).

Tabnuua 7.21 — OYHKUMM M AMana3oHbl 3HAYEHWI NapameTpoB MOAMNYHKTA MEHIo
«QoS»

MAPAMETP OyHKUMA

[pocmoTp 3HayeHne HaxoauTcA B ananasoHe ot 0 go 63. Mapuwpytusatop uiu
KOMMyTaTop MoryT obecneynBatb pasnauyawolmecs cnyxbbl ans
Pa3fINYHbIX MAKETOB.

KomaHpa 3Ha4vyeHne HaxoauTcA B ananasoHe ot 0 go 63. Mapuwpytmusarop mnu
KOMMYTaToOp MoOryT obecneuymBaTb pasnuyawlmecs cnyxbbl ans
Pa3fINYHbLIX MAKETOB.

7.5.2.11 loanyHKT meHI0 «[IpoTOKONbI fOCTyNna»

MoanyHKT MeHI0 «[lpoTOKONbI AO0CTyna» npeAHasHayeH Ana npocmoTpa WU
ynpaBneHnsa napameTpamm HACTPOWKM YAANEHHOro [JocTyna C MNOMOLbI0 cepBuca
P2P,skntoueHusn/otkatoyeHna ONVIF aBTopu3aunm ycTponcTea, nepeaaym noToKoBOro
BMAEO C BMAeOKamepbl no npotokony RTMP. NHTepdelic npeactaBneH Huke (PucyHoK
7.62).
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IP-kamepa

>
>
>
>
>
>
>
>
>
>
>

» lNpoTokone! gocTyna

PucyHOK 7.62 - [lognyHKT MeHI0 «[1pOTOKONbI JoCcTynax
Bxknapka «P2P»

Cepeuc P2P (Peer-to-Peer, oaHopaHroBas ceTb) no3Bonser ObicTpo u 6e3
CNNOHOW HAaCTPOMKM NOAKNIOUYUTL K BUjeokamepe komnbioTep (MK) nnu cmaptdoH. P2P
No3BoNAET YAANEHHO MOAKMIYATLCA K U3JIeNUI0 Yepe3 WHTEPHET C MOOUbHbIX
yctponcte v MK B ycnoBuMax OTCYTCTBUA BHellHero ctatuyeckoro IP-agpeca (PucyHok

7.63).
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BOLID X

» Hactpoiika kamepbl P2P ONVIF RTMP
¥ CeTk
TCP/P [1Bea.
Mopt Mocne exntoueHUA dyHKLWKW W NOAKMIOYEHUA K ceT MHTepHeT Myl Byoem cobupats
PPPOE Takyk wHdpopmaumo ob yeTpoicTee, kak IP-agpec, MAC-agpec, MMA W cEpHAHLIR
nomep. CobpanHan MHOPMALIMA UCNONB3YETCA MCKNHYMTENLHD ANA YAANEHHOMO
HoNs gocTyna Kk yeTpoiicTey. Ecnun Bul He cornacHe! BENYaTE 3Ty dyHELMIO, yOepuTe
e thnacxok B none.
UPnP
Bonjour Cratyc He & ceti
Multicast SN 6G083CAPAGY2065
ApToperucTpauma QR kopg
802 1x
QoS

P CoBbITURA l Mo ymonu. l l OBHoBUTE ] [ Coxpanute ]

PucyHok 7.63 - Bknagka «P2P»

[ina aKTMBaLuMKU cepBuca Haxmute «Bkn.», «CoxpaHuTb», «06HOBUTbL». CTaTyC
n3meHuTca Ha «OHnamH». [pu Haxatmnm KHonkM «CoXpaHwuTb» BCe WU3MeEHeHUA
NMPUMEHSTCS aBTOMaTU4Yeckn 6e3 nepesarpysKu.

Metoabl nogknw4veHns K BUAeOKamepe uyepe3 cepsuc P2P onwucaHbl B

pasaene 9 HacCTOSILLErO PYKOBO/CTBA.

Bxknapka «ONVIF»

Bknagka «ONVIF» npepHa3HayeHa Aana BrAoYeHusa/oTknoveHus ONVIF

aBTOpu3auun Bugeokamepsl. NHtepdenc npeactasneH HKe (PUCYHOK 7.64).
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BOLID X

p HacTpoiika kamepkl P2P ONVIF RTMP

¥ CeTb
TCP/IP AsTopuzauua @ Brkn () Bokn

Mopt Mo ymonu. l l OBHOBUTE ] l CoxpaHuTk

PPPoE
DDNS
Email
UPnP
Bonjour
Multicast

ABTOpErMCTpaLmMA
802.1x
QoS

PucyHoK 7.64 - Bknagka «ONVIF»

ONVIF — 3710 ceTeBoM npoToKon. CTaHAApPTHble LEAU TUNOBOro MPUMEHEHUA
ONVIF - 23710 cBA3bIBaHMe paboTbl B rpynne CeTeBbIX YCTPOMCTB OT PasHbIX
npou3BoanNTENEN.

B cooTBETCTBMM CO CBOMMM (DYHKLMOHANBHBIMW BO3MOXHOCTAMN BUAEOKaMepa
¢ BKAtoyeHHbIM ONVIF ucnonb3yet Heobxoanmble TNoBble ceTeBblie npocunn ONVIF.

«S-npodunb» NoaaepKMBAET MOTOKOBOE ayaMo W  BWUAEO, YNpaB/ieHME
napameTpamu NoToKa N3o0paKeHUN 1 BellaHus;

«C-npothmnb» NOAAEPKMUBAET CUTHANMU3ALNIO, ONOKMPOBKU, Pa3bNOKUPOBKU
NOMELEHUN W T.N.;

«Q-npounb» NoaaepKMBaAET YNPOLLEHHbIE MEXAHMU3Mbl HACTPONKN YCTPOMCTB,
0OHOBNEHMSA MPOIUMBOK, pacliupeHHon 6eszonacHoctn, NTP, SSL, MOHUTOPUHT; «G-
npodunb» NOAAEPHKMBAET B3aUMOAENCTBUE C CeTeBbIMU Buaeopernctpatopamu NVR,
cuctemamm ynpasneHus 3gaHuamu um PSIM (komnnekcHas cuctema 6e3onacHocTu),

ynpaBneHne n KOHTPOab 3anNNCKU AaHHbIX, nepeaada ayano u METa-VIHCbOpMaLI,I/II/I.
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Bknaagka «RTMP»

[poToKon «RTMP»

BUAEOKamepbl Yepe3 nHTepHeT. MiHTepdelic npeactaBneH Huxe (PUCyHOK 7.65).

94

npegHasHadyeH AnAa nepegadyu noTtoKkoBoro Buaeo C

BOLID [IIXt

b Hactpoitka kamepkl
¥ CeTe

TCP/P

MopT

PPPoE

DDNS

Email

UPnP

Bonjour

Multicast

ABTOpEMCTpaLMA

802 1x

QoS

» MMpoTokonel gocTyna

[ina aKktmBauumn

P2P ONVIF RTMP
[] Ben.
Tun noToka (!) OcHOBHOW NOTOK C Hon. notok 1
Tun agpeca (@) HenacTpaneaemelii ) Monb3oBaTenbokuii
IP appec 0.0.0.0
Mopt 1935 (0~65535)
Hactpaueaemuii ag...
Mo ymonu. ] [ OBHOEMTE ] l COXpaHWTL

PucyHoK 7.65 - Bknagka «RTMP»

npotokona RTMP Haxmute «Bkn.», Bblbepute

TMn

nepeaaBaemoro BUEONOTOKA, M TUM ajpeca YCTPOMCTBA, Ha KoTopoe OyaeT nepeaaH

BblOpaHHbI BugeonoTtok. Ana agpeca «Non-custom» - Heobxoanmo BBecTU IP-aapec

yCTPONCTBA, Ha KOoTopoe byaeT nepeaaH NoToK v nopT (auana3oH 3HavyeHun: 0-65535).

Ecnu Obin BbIOpaH Monb30BaTeNbCKUMA TN aapeca, notpebyetcs BBect «Custom

Address» (qomeHHOe ums).

7.5.3 NyHKT meHio «CobbITUAY»

MyHKT MeHlo «CoObiTUs» NpeaHasHayeH pAns MNpocMoTpa M ynpaBAeHus

napameTpamy COObITU TPEBOr W peaKkuuMin Ha Hux. WHTepdenc nyHKTa MeHIo

=Y=]u[=)
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«CobbiTA»  MMeeT  yeTblpe  noanyHkta:  «Buaeo  cobbimusa»,  «Cxeman,

«BupeoaHanutukar, «Henonaaku». UHtepdenc npeacraBneH Huxke (PrcyHok 7.66).

IP-kamepa ® &

P Hactpoiika kamepsl

P Cete

¥ CobkiTnA

% Buaeo cobumuA

Cxema
BuaoeoaHanimiea
Henonamkm

P 3anuce U XpaHeHUe

P Cucrtema

» NHdopmauna
PUCYHOK 7.66 — NYyHKT MeHo «CoObITUAY

Kaxablh  MOANYHKT  MEHK  OTKPbIBAeT  BKAAAKY  KOHMUrypMpOBaHUS
COOTBETCTBYIOUMX NapameTpoB. CoxpaHeHne U MHMLMANM3auna napameTpoB BKNAAKM
BbINOIHAETCA Yepe3 UHTEPAKTUBHYIO NaHeNb COXPaHEHMA U MHULMANM3aunum HacTpoex

3Ton BKNaaKku (PvcyHoK 7.67).

| Mo yMONYaHWo || OOHOBWTE || CoXpaHuTs |

PucyHoK 7.67 — [laHenb COXpaHeHMA U MHULMANN3aLUNM HACTPOEeK

7.5.3.1 NoanyHKT meHio «Buaeocobbitua»

MoAnyHKT MeHi «BuaeocolbbiTusi» npeaHasHayeH Ana  npocmoTpa U
KOH(UTypUpOBaHMS NapameTpoB OOHAPYKEHNS BUAEOKAMEPOW ABUMKEHUS, 3aKPbITUS
unn pachorycnpoBkn obbektnBa. MHTepdenc npeactaBneH Huxe (PUcyHoK 7.68).
NuTepdeiic noanyHKTa meHio «BuaeocobbiTusa» nmeeT ABe BKNagku: «OOHapykeHue

NBUXXEHUA», «3a KpblTne obbeKTUBa».
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IP-kamepa SO @ = A T

P Hactpoiika kamepbl

p Cete

¥ Cobeituna
Cxema
BuaeoaHanuTuka
Henonagew

P 3anuce u XxpaHeHne

p Cucrtema

» Wudopmauus

PUCYHOK 7.68 - MoANyHKT MeHIo «Bruaeocobbitna»
Bknagka «O6HapyxeHue ABMIKEHUSA»

Bknagka «OGHapyeHne ABMKEHUA» NpeaHa3HayeHa Ans KOHOUrypupoBaHus
napameTpoB U rpaduKka BbINOJHEHUA BUJEOKAaMepPoh OOHAPYHKEHUSA [BUXKEHUS.

NuTepdenc npeactaBneH Hxke (PUCYHOK 7.69).

IP-kamepa D & 7z A E:-»

P Hactpoiika kamepkl

b Cete

¥ CobeiTHR
Cxema
BuoeoaHanutuea
Henonamku

P 3anvckb U XpaHeHWe

b Cucrtema

» Wndopmauun

PucyHok 7.69 - Bknagka «ObHapyeHne ABUKEHNA»
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OYHKUMM U 3HAYEHMS NapaMeTPoB NpeacTaBneHbl HuKe (Tabnuua 7.22).

Tabnnua 7.22 — OYHKUMM M 3HAYEHUS MapameTpoB BKNagku «OOHapyxeHue
ABUXKEHUSA»
[MAPAMETP PyHKLMA

Bkn. BrntoyeHne/OTKOYEHNE BUEOIETEKTOPA ABUMKEHUS

PacnucaHnune Hactpoiika HepenbHoro rpaduka paboTbl BugeogeTeKTopa
asvKeHus (PucyHok 7.70)

AHTUAN3EPUHT Napametp AHTuansepuHr (Anti dither) no3sonset 3apatb MHTEpPBaAn
BPEMEHMU, B TeUeHre KOTOPOro noc/ieflyolLme TPEBOXHbIE COObITUA
OyayT KnaccmduLuMpoBaThCA KaK 0JlHO CobbITUE.

O6nactb HacTpomKka 4yBCTBUTENBLHOCTU BUEOAETEKTOpPA [BMKEHMA B
obnactn obHapywenusa (PucyHok 7.71). Yem Bblwe nopor
YyBCTBUTENILHOCTU, Tem 6onee BeposTHO  cpabaTbiBaHUe
BUeOJleTEKTOpPa MNpU  OOHApyXeHUM [BMKeHuA. B cueHe
BU/leOKAMepbl BO3MOXHO HAaCTPOWUTb A0 4YeTbipex obnacTen
4YBCTBUTENBHOCTU.

3anunco ABTOMaTMyeCKas 3anucCb BWUAEOMNOTOKA NpU  obOHapyxeHuu
ABUKEHUS.

[AnntenbHOCTb [NnTenbHOCTb 3anuUcKu nocne 3aBeplieHns TPEBOXHOIO COObITUA.

3anucu 3HavyeHne napameTpa B gnanasoHe oT 10c go 300 c.

Email Mpu BKAOYEHUM napameTpa, CUCTEMA BUAEOKAMepbl Oyaer
aBTOMAaTUYyeCKM OTNPaBAATb 3/EKTPOHHYID NOYTy 3a4aHHOMY
nonyyatenio o6 oOHapyeHUM ABMKeHWUA. AApec nonydatens
3NEKTPOHHOW NOYTbl YCTAHABNMBAETCA B MOANYHKTE MeHI 7.5.2.5.

CHUMOK Mpu BKAOYEHUM napameTpa, CUCTEMA BUAEOKAMepbl Oyaer
aBTOMATMYeCKN COXPaHATb W300paKeHus nNpu  0oOHapYyKeHUu
ABUXKEHUS.
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CybboTa

BockpeceHbe

[ Bee « MoxenencHus [ | Bropuuk [ | Cpega [ | Yemeepr [ | MAthwua [ | CyGGota [ | BockpeceHbe
[Z/Mepuopt | 00 : 00 : 00 |-| 23 : 59 : 53 |

[Jnepuen2 | 00 : 00 : 00 |-| 23 : 59 : 59 |
[Jfepwos3 | 00 : 00 : 00 |-| 23: 59 : 53 |
[Jfepuopd | 00 : 00 : 00 |-| 23 : 59 : 53 |

[Jnepuons | 00 : 00 : 00 |-| 23 : 59 : 59 |
[Jfepwosé | 00 : 00 : 00 |-| 23 : 59 : 53 |

| COXpaHnTL | | OTMeHa ‘

PucyHok 7.70 — Bknaaka «O6Hapy#eHune aBuKeHusA»: PacnucaHune

Z ; ! !
e
/ - . ms lRegiom ]
Yyacraut. [o)=——vt)——(F 55
Mopor (S f—"(3 4

2

YaanuTs Bce

S
B S

[coronm ] [_onee |

PucyHok 7.71 — Bknaaka «O6HapyxeHue ABmKeHUs»: 06nactb

Bknaaka «3aKpbiTue o6beKkTuBa»

Bknagka «3aKpbiTue 0ObeKTMBa» MpefHa3HayeHa AN KOH(PUIypupoBaHus
napameTpoB ¥ rpaduKa BbINOAHEHUS BUAEOKAMEPOW OOHApYKEHUs 3aKPbITUA WK

pachokycupoBku obbekTuBa. MiHTepdenc npeactaBneH Huxe (PUcyHok 7.72).
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BOLID [ XL S @ ¥ A

» HacTtpoiika kamepel |[OBHap. ABM#EHNA 3akpbiTve obbexkTuBa

b CeTb
¥ CobeITHA L
Cxema
BugeoaHanuTMea 3anuce
Henonagku Onutenen. zanven | 10 cex. (10~300)
P 3anucke u XxpaHeHue [] Email
P Cucrtema CHUMOK

» UHcpopmauuna

[ Mo ymony. ‘ l OBHOBUTL ‘ l CoXpaHuTh

PucyHoK 7.72 - Bknajika «3aKpbiTne 06beKTnBa»

OYHKUUM U 3HAYEHMS NapaMeTPoB NnpeacTaBneHbl Huke (Tabnuua 7.22).

Tabnuua 7.23 — OYHKUMM 1 3HAYEHUS MAapPaAMETPOB BKNAAKM «3aKPbITUE 0OBbEKTUBA»

[TAPAMETP

®yHKUMA

PacnucaHue

HacTpoiika HepaenbHoro rpaduka oOHapyXeHUs 3aKpbITUA U
pachoKycnpoBKku 06beKTnBa (PrcyHOK 7.73)

3anucb

ABTOMatMyeckas 3anucb BUAEOMOTOKA nNpu  oBOHapyKeHuUM
3aKpbITUS NN pacPoKyCUpPoBKN 0O BEKTUBA.

[AnutenbHOCTb
3anucu

[nuTenbHOCTb 3anUcKU Nocne 3aBeplieHnss TPEBOXHOIo COObITUA.
3Ha4yeHne napameTpa B gnanasoHe ot 10c go 300 c.

Email

Mpu BKNWOYEHUU TNapameTpa, CUCTEMA BUAeOKamepbl OyaeT
aBTOMAatU4yeCKMU OTNPaBfiATb 3JIEKTPOHHYID NOYTY 3ajaHHOMY
nonyyatenio o6 oOHaApPYKEHUM 3aKPbITUA UAM PachOKYCUPOBKU
obbeKTUBa. Appec nony4yarens 3N1EKTPOHHOW noyThbl
yCTaHaBNMBAETCA B NOANYHKTE MeHi0 7.5.2.5.

CHUMOK

Mpy BKAYEHUM NapameTpa, CuUCTemMa BUAeOKamepbl Oyaert
aBTOMATMYECKN COXPaHATb u300paxeHus npu obBHApyKeHUH
3aKpbITUS NN pacPoKyCUpPOBKN 06 BEKTUBA.

=Y=]u[=)
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a 2 4 [ k= 10 12 14 16 18 20 22 24

Kl O[]

PucyHoK 7.73 — BKknaaKa «3akpbiTue obbekTMBax: PacnucaHuve

7.5.3.2 MoanyHKT meHo «Cxema»

MoanyHKT MeHio «Cxema» npegHasHayeH ana KoOHPUrypupoBaHna napameTpos
N rpadunKa BbINOMHEHUA BMAEOKAMEPON «YMHOrO nnaHa» — 3arotoBfieHHON «Cxembl»
HeoOXoAUMBIX AeWACTBUIA BUAeoKamepbl. MHTepdelic npeactaBneH Huke (PucyHok

7.74).

IP-kamepa S &=

P Hactpoiika kamepsl
P Cete

¥ CoGeITMAR prescseee
Bupeo cobkmua
> Cxema
BuneoaHanumvra
Henonamkwm
P 3anuck U XpaHeHHe

P Cucrema

» WUndopmauyusn

PucyHoK 7.74 — lNoanyHKT MmeHi0 «Cxema»
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7.5.3.3 [MoanyHKT MeHi0 «BuaeoaHanutukar

MoanyHKT MeHo «BuaeoaHanutmka» npegHasHayeH Ana KOHGUrypupoBaHUA
napameTpoB ¥ rpaduKa BbINONHEHWA BULEOKAMEPOW BULEOAHANUTUYECKUX DYHKLWNNA:
nepeceyeHve JUHUKM, KOHTPONAb 06MAaCTU, OCTABNEHHbIN NpPeAMET, Mponasline

npeamertsl. MIHTepdenc npeactaBneH Hxke (PucyHok 7.75).

EI=IaI=] iP-kamepa S @ % A E’

p Hactpoiika kameps!  Hactpoiika npasun

P Cets
No. [paeuno Tun <
¥ CobbiTua

Bugeo cobeimua

Cxema

Henonagku

P 3anuck u XxpaHeHue I Mo ymony. H OBHoBUTL ” CoxpaHute

p Cucrema

P Uucdopmauusn

PucyHok 7.75 — lloaAnyHKT MmeHo «BungeoaHanntnka»

BuageoaHanutuka - 370 MHTENNEKTYaNnbHbIA aHanus NOTOKOB
BUAEOHAbNOeHNA U BUAEOAAHHbIX apxuBa BuAeoHabnwaeHus. BuaeoaHanutvka
BbIMO/IHAET aBTOMATUYECKOE BblIsIBIEHNE PA3/INYHOr0O poja aHHbIX U 1ETEKTUPOBaHUNE
3apaHee 3anporpammMUPOBaHHbIX COOLITUIA TpeBor. BuaeoaHanutuka, BbiNonHsemas
BUIEOKaMepon, ucnonb3yer (GYHKLUMKU [eTEeKTOPOB BUAEOKAMepbl W NO3BOAAET
onpeaenvTb B [aHHbIX BUAEOMNOTOKA aHaNUTUYECKME CUTyalUuu No COOCTBEHHLIM W
nepudepninHbiM [eTeKTopam, No aHanu3y TPeKOB BWAEOMOTOKOB, Pacno3HaBaHUIo
obpasoB. [paHuly npeaynpexaaouled AUHUM 00NacTM NPUMEHEHUS NpaBuna
AeTeKUMN BUAEOAHANNTUKIN CneayeT fenaTb NPoCTON U He NPUMEeHATb BUAeOaHaNNTUKY

K CTPYKTYPHO CNOXHbIM obnactam.
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BugeoaHanutnka KOHTponnpyembix obbekToB/Bewern (Uener) Ha CleHe
BUleOHa0ONI01eH A, BbINONHAEMAs BUJEOKaMepOoii, BKOYAET B CeOs:

[epeceyeHne NMHMM - BO3HWKHOBEHME CUTHanNa TpPeBOru, B C/y4yae ecau
00BbEKT, COrNacHo YyCTaHOBJEHHOMY MO KOHTPOJIIO HAaNPaBieHNIo ABUKEHUA, nepeceyeT
npefynpexaatoLLyo TMHUI.

KoHTponb 06nactv — BO3HUKHOBEHME CUrHaNa TPEBOTK, B CyYae ecnm oObeKT
4aCTbi0 UNN LENIMKOM MOABUICA BHYTPU KOHTYPA KOHTPONMPYEMOW 30Hbl, UAN KOTAA
ABUKYLLAACA Llelb Nepecekia Ha BX0A/BbIX0 NpeaynpexaatoLlyo NMMHUI0 (3aMKHYTbIN

KOHTYP) KOHTPOJNPYEMOW 30Hbl.

Co3paHuve npaBuna BUieoaHanuTuku «lepecedeHme nuHUn»

B noanyHkte MeHi «BupgeoaHanutnka» pobaBbTe HOBOE NpaBUIO , 7
yKayute tun «lepecevyerHne nUHUNY.

Haxmute «lpaBuna» ana KOHOUrypupoBaHuA npusuaa BupgeoaHanutmku. C
MOMOLLbIO MbILIN HAPUCYNTE KOHTPONbHYIO NMHUIO Ha Buaeou3zobpameHun (PucyHoK

7.76).
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IP-kavepa D &

p Hactpoika kamepsr  HacTtpoiika npasun

p Cets

No. Tlpaeuno Tun <F

¥ 1 Mpaswnot |ﬂepeceqeuuejv — -]

¥ CobbiTua
Buaeo cobwitua
Cxema

!

Henonagku

P 3anuck u xpaHeHue HacTtpoiika napameTpos

Pacnucauue
Hanpae-e m

p Cucrema

» Uudopmauus

[ ] 3anuce.
OnvrensH. 3a... | 10 cek. (10~300)
[] Email
=
o :
Gunetp R 511 E151 I Mo ymony. “ OBHoBUTL ” CoxpaHuTs
O Mun.p... 0 &l 0 OuuCTUTL
CueTuuk nuK. . 0 0

PucyHok 7.76 - Co3aaHune npasuna BuaeoaHanntukm «lepeceyeHmne nMHNUm»

3aBepuieHne PUCOBAHMUA OCYLLECTBASETCS HAXaTMEM MPAaBOW KHOMKU MbILIN.
AKTVBHOE NPaBuNo BUAEOAHANUTUKK OYAET BblleIeHO CUHUM LiBeTOM. [NA yaaneHus
NUHUK Bbibepute «OUNCTUTbY.

Mocne co3paHusi NpaBuia BUAEOAHANUTUKM YKaMMTE Napametpbl (DYHKLUN

(Tabnuua 7.24).

Tabnnua 7.24 — OyHKUMM U 3HaYeHWa NapameTpoB TMNOJAMYHKTA  MEHH0
«BupeoaHanutnkax: [lepecevyeHne nuHUM

MAPAMETP POyHKUMA
Pacnucanue Hactponka HeaenbHOro rpadumKa paboThI npaeuna
BUAEOAHANUTUKMN.
HanpaBneHue HanpaBneHue aBuxeHne 00beKTa, NepeceKarollero MHUI: clesa

HanpaBo, CNpaBa HaneBo, B obe CTOPOHDLI.

3anuce ABTOMaTM4yecKasa 3anncb BUAEONOTOKA npn BO3HWMKHOBEHUU
TPEBOXHOIO coObITHA.
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MAPAMETP OyHKUMA

[nvtenbHOCTb [lapameTp ycCTaHaB/AMBaeT Bpems, HA KOTOpoe cucTema

3anucu BUIEOKAMepbl MNOCAe OKOHYaHWA CWUrHana TpeBorn Oyaert
3a[epXnBatb 3aBeplieHMe BbIMOJIHEHMA 3anncuU. 3HayeHue
napameTpa B gnanasoHe oT 10c go 300 c.

TpeBOXHbIN AKTMBaLMA TPEBOXHOIO BbIXOAA BUAEOKAMepbl MPU HACTYNIeHUN

BbIXOJ, TPEBOXHOTO COOLITUA.

3ajepkka 3ajepkKa aKTMBauuM TPEBOXHOrO BbIXOAA BMAEOKaMepbl Mpwu
HACTyNIeHUN TPEBOXHOro CoObITUS. 3HayeHWe mnapameTpa B
ananasoHe o1 10c po 300 c.

Email Mpu BKAOYEHUM napameTpa, CUCTEMA BUAEOKAMepbl Oyaer
aBTOMATUYECKN OTNPaBAATL 3JIEKTPOHHYIO NOYTY 3aAaHHOMY
nosiyyarento 0 BO3HMKHOBEHUU TPEBOTH.

CHMMOK Mpu BKAOYEHUM napameTpa, CUCTEMA BUAEOKAMepbl Oyaer

aBTOMATMYECKN COXPaHATb M300paxeHnsa Npu BO3HUKHOBEHWM
COObITUIA TPEBOT.

Co3paHue npaBuna BugeoaHanutukn «KoHTpons obnactn»

B noanyHkTe MeHi «BuaeoaHanutuka» Jo6aBbTe HOBOE MNPABUIIO , "

yKaxwuTe Tn «KoHTponb o6nactu».

Haxmute «MpaBuna» ana KOHOUrypupoBaHusA npuBuaa BuaeoaHanutnku. C

MOMOLLbIO MbIlWKM BPYYHYlO, NGO C NOMOLLbID KHOMKK «O6nacTb», Hapucymnte

KOHTPO/bHYO 0651acTb Ha BugeonsobpaxeHun (PUCyHOK 7.76).
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IP-kamepa @ @4

p Hacrpowka kameps!  HacTpoika npasun

p Cetn
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Mpaeunot
Bugeo cobbitua

Cxema

]
Henonagku S
P 3anuck u xpaHeHue HacTpoiika napameTpos
b Cuctema Pacnucanmne
P Undopmauun
[eiicTene 0 e me Mep
Hanpas-e Bxoa&Bbixoa | V|
[[] 3anuce
Onvtensh. 3a... | 10 cek. (10~300)
o
5 w7
QunbTp (o) Makc-p... 8191 = 8191 Fapucoaan,.. g
- *
O Mus.p... 0 0 [ Mo ymony. “ O6HoBUTL “ CoxpanuTe I
CUeTumK nuK.... 0 & 0

PucyHOK 7.77 - Co3/laHue npaBuia BUAE0aHaNUTUKKN «KoHTponb 061acTu»

3aBeplieHMe PUCOBAHUA OCYLLECTBASETCA HAXATMEM MPABOM KHOMKW MbILLN,
AKTMBHOE MpaBUNO BUAEOAHANUTUKK OyaeT BblaeneHo CUHUM LBeToM. [na yaaneHus
obnactu BbibepuTe «OUNCTUTBY.

Mocne co3gaHua npaBuna BUAEOAHANUTUKM YKAXKUTE MapameTpbl hyHKUWIA

(Tabnuua 7.24).

Tabnuua 7.25 - OyHKUMM M 3HAYEHUA NAPaMeTPOB MOAMYHKTA  MEHH0
«BupeoaHanutnkar: KoHtponb obnactu

MAPAMETP ®yHKUMA
PacnucaHue HacTpoiika HepenbHoro rpaduka paboTbl Kawaoro npasuna
BUE0AHANUTUKM.
HanpaBneHue HanpaBneHue paBuKeHne oObeKTa, nepeceKalwlero obnacTb:

BXO/l, BbIXOJ, BXOJ, U BbIXO/.

3anuce ABTOMaTM4yecKasa 3anncb BUAEONOTOKA npn BO3HWMKHOBEHUU
TPEBOXHOIO coObITHA.
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[MAPAMETP OyHKUMA
JAnnTenbHOCTb [lapameTp yCTaHaBAMBaeT Bpems, Ha KOTOpoe cucTtema
3anucu BUIEOKAMepbl MNOCAe OKOHYaHWA CWUrHana TpeBorn Oyaert

3a/lepXXuBatb 3aBeplueHne BbIMOJMHEHMA 3anuUcU. 3HadveHue
napameTpa B gnanasoHe oT 10c go 300 c.

TpeBOXHbIN AKTUBALMA TPDEBOMXHOIO BbiX0Jla BUAEOKamMepbl NPy HACTYMAEHUN
BbIXO/ TPEBOXHOTO COOLITUA.
3ajepxKa 3afepXKa aKTMBALWUW TPEBOKHOIO BbIXOJA BUAEOKAMepbl Mpw

HACTyNIeHUN TPEBOXHOro CoObITUS. 3HayeHWe mnapameTpa B
ananasoHe o1 10c po 300 c.

Email Mpu BKAOYEHUM napameTpa, CUCTEMA BUAEOKAMepbl Oyaer
aBTOMATUYECKN OTNPaBAATL 3JIEKTPOHHYIO NOYTY 3aAaHHOMY
nosiyyartenio 0 BO3HMKHOBEHUU TPEBOTN.

CHUMOK Mpu BKAOYEHUM napameTpa, CUCTEMA BUAEOKAMepbl Oyaer
aBTOMATMYECKN COXPaHATb M300paxeHnsa Npu BO3HUKHOBEHWM
COObITUIA TPEBOT.

7.5.3.4 [MoanyHKT MmeHi0 «Henonaaku»

MoanyHKT meHK «Henonaaku» npeaHasHayeH ANA HACTPOWKM NapameTpos
KOH(PUTIYpUPOBaHNA TPEBOXHOTO COOLITUA NPY BO3HUKHOBEHWM OLUMOOK CEeTU, OWINOOK
aBTOPU3aALUN 1 OOHAPYIKEHUU BUEOKAMEPOM HeloNyCTVMOro HaNpPsXeHUs NUTaHUA B
aneKkTpoceTn. MMOANYHKT MeHI «Henonagku» CTPYKTYPHO WUMeEeT MATb BKNAAO0K Ans
HeobXoANMMOro KoHbUrypupoBaHua napametpoB: «Owmnbka SD KapTtbi», «Owwnbka
coeanHeHusa», «HeCcaHKUMOHMPOBAHHLIA AO0CTYyN», «OOHapyeHUe HanpsKeHUs»,

«CobObITUA 6e3onacHocTu» (PUCYHOK 7.78).
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IP-kamepa S &= v A E’

» Hactpoiika kamepel Owwubka SD kapTel Ownbka coeguHenua Hecauky. goctyn  O6Hapy. HanpA. Cobbimua BesonacHocTH

p CeTe

¥ CobkITHA
Buaeo cobbimuA
Cxema

BuaeoaHanutuka

b 3anuck U XpaHeHHe
p Cucrema

» Mudopmauun

PucyHoK 7.78 — lNoanyHKT MeHI0 «Henonagkun»
Bknaaka «Ouwmnbka SD KapTbi»

Bknagka «Owunbka SD KapTbl» npeaHasHayeHa Aans KOHMWUIypupoBaHUSA
napameTpoB TPeBOrM Mo COObITUAM, CBA3AHHbLIM C WMCMNONb30BAHUEM KapTbl NAMATM
BUAEOKaMepbl. MHTepdenc npeactaBneH Huke (PucyHok 7.79).

KoHTponupyemble TpeBOru:

«Het SD KapTbl» —B C/10Te ANA KapTbl NAMATU BUAEOKAMepPbl OTCYTCTBYET KapTa
namatm «Micro SD»;

«Ownbka SD KapTbl» — B BUAEOKAMepe BO3HMKNA HeyCcTpaHumas olmnbKa
paboThl KAPTbl NAMATH;

«3anonHeHne SD KapTbl» — Ha KapTe NamATU HeJOCTaTOYHO CBOOOAHOIO MecTa
ANSi BbINOMHEHUA COXPAaHEHUA AaHHbIX. Pa3mep ocTaBLierocs cBo60JHOIo NPOCTaHCTBA
Ha KapTe NamATi, N0 KOTOPOMY BO3HWKAET CMTHaN TPEBOTY MO 3TOMY COObITUIO, MOXKHO
yCTaHaB/IMBaTb B NMPOLEHTAaX OT eMKOCTW KapTbl NaMATKU, 3aJaBan HYXHOe 3HayeHne B

napametpe «JIumnut 3anonHeHuns %(0-99)»
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» Hactpodka kamepsl Owwubka 5D kapTel Clunbka coegMHedna Hecauky. goctyn ~ OBHapy. Hanpa. Cobbita Be3onacHoCTH

» Cetb
¥ CobbiTURA 3anuee Ha: HeT SD kapTbl ﬂ
Bugeo cobermua [] Brn.
Cxema [ 1 Email
Bugeoananutuea
l flojypony, l [ OBHoBUTE l l CoxpaHuTh

p 3anuce U XpaHeHWe
p Cucrema

P WHcpopmauma
PUcyHOK 7.79 — Bknaaka «Owunbka SD KapTbi»

OYHKL MM U 3HaYeHUA NapaMeTPoB Npe/cTaBneHbl Huxe (Tabnuua 7.26).

Tabnuua 7.26 — GyHKLUUN 1 3HAYEeHMsA NapameTpoB BKNagkn «Owmnbka SD KapTbi»

MAPAMETP ®yHKUMA

Bkn. BrntoyeHne/oTkN0YEHME (yHKL MK KOH(pUTrypupoBaHus
TPEBOXHOTO COObITUS NPU BO3HUKHOBEHUW OLINMOKKM, CBA3AHHOM C
MCNONb30BAHMEM KapTbl MAMATY

Email Mpu BKIOYEHUM napameTpa, CUCTEMA BUAEOKAMepbl Oyaer
aBTOMATUYECKN OTNPaBAATb 3/IEKTPOHHYIO NOYTYy 3aAaHHOMY
nojsiyyarento O BO3HWKHOBEHUW TpeBorn. Appec nonyyarens
3N1EKTPOHHOW MOYTbI YCTAHABANBAETCA B NOANYHKTE MeHI0 7.5.2.5.

Bknagka «Ownbka coeguHeHunn»

Bknagka «Owubka coeanHeHus» npeaHasHayeHa ANS KOHMWUIYpUPOBAHUA
NnapameTpoB TPEBOTM MO COObITUAM CETEBOTO NOAKNOYEHUA BUAEOKamepbl. NHTepderic
npencrasneH Huke (PucyHok 7.80).

KoHTponupyemble TpeBorun: «Pa3pbiB coeiMHEHUA» — pa3pbiB COeAMHEHUA
cetn; «KoHdhnukr IP agpecoB» — HenpaBuibHOE WCNOMb30BAaHWME WU HEBEpHOe

Ha3sHa4veHue |IP agpecaunmn BugeoKkamepol.
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IP-kamepa S @ v A E’

» Hactpoika kamepel Owwbrka SD kaptel Ownbka coeguHeHwa Hecadky. goctyn ~ OBHapy. Hanpa. Cobbimua BesonacHocTH

» CeTb
¥ CoBbITUR 3anuce Ha: Pa3pblE COEAMHEHWA ﬂ
Bugeo cobuimua Brn.
Cxema [] 3anucs
BuneoaHanutika InuTensH. 2anucK 10 cek. (10~300)
Mo ymonu. ] ’ OBHOBUTE l [ CoxpaHuTe

» 3anuck M XpaHeHue
» Cucrema

P UHdopmaumsa

PucyHok 7.80 — Bknagka «OwmnbKa coegnmHeHms»

OYHKL MM U 3HaYEeHUA NapaMeTpoB Npe/cTasneHbl Huxe (Tabnuua 7.27).

Tabnuua 7.27 — OYHKUUM U 3HAYEHUS NapaMeTpoB BKNaaKM «OMOKa CoeUHEHUR»

MAPAMETP ®yHKUMA

Tun cobbiTuA Pa3pbiB coeanHermns / KoHdnukT IP-agpecos

BrntoyeHne/oTkNoYeHe PYHKLUN KOHDUTYPUPOBAHMS

Bkn.
TPEBOXHOTO COOLITUA NPV BOSHUKHOBEHUU OLINMOKM CeTU

Bknaaka «HeCcaHKLUMOHUPOBAHHbLIN AOCTYN»

Bknagka «HecaHKUMOHMPOBAHHbIM AOCTYM» npeaHasHayeHa Ans
KOH(UIypMpoBaHUA NapaMeTpoB TPEBOrM MO COObLITUAM A0CTyNa npu owmnbKax BBOAA
NOorMHa W napons Aans Aoctyna K Buaeokamepe. MHTepdenc npeactaBiAeH HUKe

(PucyHok 7.81).
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IEI=IJ=] iP-kamepa S w v A E’

» HacTtpoiika kamepel Owmnbka SD kaptel Owmnbka coeguHesns Hecankuy. goctyn = OBHapy. Hanpsa. Cobeitua besonacHocTH

b Cets

¥ CobriThA
Buageo cobwrmua
Cxema

BH,qeoaHaanwKa

b 3anuck U XpaHeHue

p Cuctema

» Wucopmaunn

Brn.
Owwnbka asTopusa. | 2 pas (3~10)

] Email

Mo ymonu. l l OBHOBWTE ] l CoXpaHuTe

PucyHoK 7.81 — BKnagka «HeCaHKUMOHMPOBAHHbBIN JOCTYN»

OYHKUMM 1 3HAYEHMA NapaMeTPOB BKNAAKN «HeCaHKUMOHMPOBAHHbIA JOCTYN»

npencrasneHsl Huxe (Tabnuua 7.28).

Tabnuua 7.28 — OyHKUMM M 3HAYEHUS NAPAMETPOB BKNAAKM «HeCcaHKLUMOHUPOBAHHbIN

AoCTyn»

MAPAMETP ®yHKUMA

Bkn. BrntoueHne/oTKNOYEHUE DYHKLUN KOHDUTYPUPOBAHUA
TPEBOXHOTo COOLITUA NpU OWKOKax aBTopM3aLum

OwunbKa KonnyectBo 6e3ycnelwHbiXx MOMNbITOK BXOAA B CUCTEMY, Npu

aBTopusauunmu KOTopoM OyaeT CKOH(WUIYpPUPOBAHO TpeBOXHOe cobbiTue.
[lnana3oH 3HayeHumn: 3 — 10.

Email Mpu BKAOYEHUM napameTpa, CUCTEMA BUAEOKAMepbl Oyaer
aBTOMATUYECKN OTNPaBAATb 3/IEKTPOHHYIO NOYTYy 3aAaHHOMY
nofyyatento O BO3HWKHOBEHWM TpeBoru. Agpec nosydartens
3N1EKTPOHHOW MOYTbI YCTAHABANBAETCA B NOANYHKTE MeHI0 7.5.2.5.

Bknaaka «O6HapyxeHUe HanpsKeHUs»

Bknagka

«O6HapyxeHue HaNpsKeHUs» npeAHa3HayeHa Ans

KOH(UTypMpoBaHMsA NapameTpoB TPEBOTN MO COOLITUAM 0OHAPYKEHUA HELOMYCTUMOTO

HanpsXKeHUa NUTaHusA B aneKTpoceTu. iHTepdenc npeactaeneH Hke (PUCyHOK 7.82).
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b HacTtponka kamepel Owwnbdka SD kaptol Ownbka coeguienna Hecadky. goctyn  Q6Hapy. Hanpa. Cobbitua BesonacHocTi

> CeTe
¥ CobkiTHA Bn.
Bugeo cobuimua Hanomxexwe
Cxema (7 Email
BupeoaHanutvka
o ] . Oovom.. .. Corpan

P 3anuck U XpaHeHue
b Cucrema

> WHdopmauus

PucyHok 7.82 - Bknagka «O6HapyKeHue HanpsKeHns»

7.5.4 [lyHKT MeHI0 «3annucb n XxpaHeHne»

[lYHKT MeHI0 «3anucb W XpaHeHue» npefHa3HavyeH pnnA ynpasneHus
HAaCTPOMKaMM pacnuCcaHuA, pexuma XpaHeHuAa U  BbINOAHEHWA BUAEO3ANUCEN.
NHTepdenc nyHKTa MeHI0 «3anncb U XpaHeHne» MMeeT TPy NOANYHKTa: «PacnucaHune,
«XpaHeHue apxuBa», «HacTporku 3anucu». NHTepdeiic npeacraBneH Hmke (PUCyHOK

7.83).

IEI=IaJ=] iP-kamepa @ = x A E’

b HacTpo#ka kamepbl

b CeTb

p CobkiTHA

¥ 3anuck U XpaHeHue
Pacnucaduwe
XpaHeHwe apxuea
HacTpoiku 3anucu

p Cucrema

b Undbopmauus
PUcyHOK 7.83 — [lyHKT MeHI0 «3anucb U XpaHeHne»
Kaxablh  MOANYHKT  MEHK  OTKPbIBAeT  BKAAAKY  KOHMUrypuMpOBaHUSA
COOTBETCTBYIOWMX NapametpoB. CoxpaHeHne U MHULMANMU3ALNA NapaMeTPOB BKIALKU
BbIMOJIHAETCA Yepe3 MHTEPAKTUBHYIO NaHe b COXPaHEeHMA U NHMUMANMU3aLMn HacTpoeK

3Ton BKnaaku (PvcyHok 7.84).
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|I‘I0y;.10nuaHm0 || ODHOBMTE || COxXpaHnTL |

PucyHok 7.84 — lNaHenb COXPaHEHMUS U MHULMANN3ALUN HACTPOEK

7.5.4.1 MoanyHKT meHi0 «Pacnucanue»

MoanyHKT MeHK «PacnucaHue» MO3BONAET NpoCMaTpMBaTb W yNpaBAsaTb
napameTpamy pacnucaHus 3anucu BUAEONOTOKA W COXPAHEHMs M300pareHun ¢
BUgeonotoka. MoanyHKT meH «PacnucaHue» CTPYKTYPHO UMeeT TpuU BKNAAKW Ans
HeobX0MMOro KOH(PUIypUpoOBaHWUA NapameTpoB: «3anucb» — KOHMUIYpUpoBaHUE
KaneHJapHOro pacnucaHus 3anucy BugeonoToka; «CHUMOK» — KOHbMrypupoBaHue
KaneHJapHOro pacnucaHna Mo COXpaHeHUl UM300paxeHWd C  BUIEONOTOKA;
«[pa3gHuKkM»  —  KOHMUIypupoBaHMEe  KafeHAApHOro  pacnucaHus  paboTol

Bugeoxkamepbl (PucyHok 7.85).

IP-kamepa S @ v A ¥

P Hactpoiika kamepsl 3anuce CHUMOK MpaszaHukm
P Cete
b CobGeiTuUA

¥ 3anuck u XpaHeHWe

> Pacnucanme

XpaneHue apxvea
HacTpoikm zanmcu
» Cuctema

b WHdbopmauus
PucyHoK 7.85 — llognyHKT meHIo «PacnncaHue»
Mlepen HACTPOMKOW pacnucaHWA NoMb30BaTeb [JOMKEH BKAYUTL PEXUMbI
BbIMNOJIHEHNA 3aNUCM U CHUMKOB. ECIM pexmnmbl 3anncu U CHUMKOB BbIKIOYEHbI, TO
BUJEeOKamepa He OyfeT 3anncbiBaTb BUAEONOTOKW UK eNaTb CHUMKMN B COOTBETCTBUM

C pacnucaHuem.
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Bknapgka «3anucb»

Bknagka «3anucb» npegHa3HayeHa Ans KOHMUIypuMpoBaHMSA MNapameTpoB
[EeTanbHOrOo HeAenbHOro KaneHaaps PacnucaHuMs No  BbIMOAHEHWIO  3anucu

BUaeoKkamepoi. MHtepdenc npeactasneH Huke (PUcyHoK 7.86).

IP-kamepa O v A E’

> HacTpoika kamepbl 3anuce CHUMOK Mpa3gHukn

» Cete

b Cobuimns W] Ocrosroii B ] Oeimkenve [ 3anuce no Tpesore M
0 2 4 6 8 10 12 14 16 18 20 22 24

¥ 3anuck U XpaHeHue

XpaHeHue apxuea

i
s

HacTpoiikn

2

HacTpoiiku

HacTpoiikm zanucu Cp HacTpoiikn

» Cucrema Yr

HacTpoiiku
» WHdopmaumnsn

HacTpoiiku

ce

HacTpoiiku

HacTpoiiku

MpazaHuen

HacTpoiiku

Mo ymony. OBHoBMTE H CoxpaHuTte ]

PucyHoK 7.86 — BknagKka «3anucb»

3apaiTe ANA KaXAOro AHA Heaenu nepuojbl BPEMEHU BbINONHEHUS 3aMUCK
BUEOMOTOKOB, OTMETUB WX C MOMOLLbI MbilK Ha rpacduke (PucyHok 7.86) unu

BBEMTE BPEMEHHbIe MHTepPBabl BPYUYHYIO BO BKNaaKe «Hactpolika» (PucyHok 7.87).

A aannc e e ool oo mmm

1
[] Bee /| TH [] Br [] cp []ur [] mr [] co [] Be [] MpazgHmes
Mepwoni 00 : 00 : OO0 -| 23 : 589 : 59 |[ | Hopma [y OswmeHwe [ Tpeeora
MNepwon2 00 : 00 : 00 -| 23 : 59 : 59 ([ | Hopma [ | Oswmenwe [ | Tpeeora
Mepwon3 00 : 00 : 00 -| 23 : 59 : 59 ([ | Hopma [ | Oswmenwe [ | Tpeeora
Mepuopd 00 : 0D : 00 [-| 23 : 59 : 59 |[] Hopma [ | Oewkenwe [ | Tpesora
MNepuops 00 - 00 : 00 |- 23 : 59 : 59 |[] Hopma [ | OewweHwe [ | Tpesora
MNepuopt 00 - 00 : 00 |- 23 : 59 : 59 |[] Hopma [ | OewweHwe [ | Tpesora
| CoxpadnTs | ‘ OTmeHa ‘

PucyHoK 7.87 — BKknagka «3anucb»: HacTponkm

BOLID VCI-122 Bep.2 ALJP.202119.041 P3n oT 24.11.2020



VCI-122. Bepcua 2. PyKoBOACTBO NO 3KCMlyarayuu

Bknapka «CHUMOK»

114

Bknagka «CHMMOK» npeAHasHayeHa Ans KOHMWUIypupoBaHMA MNapameTpoB

JETA/IbHOTO HEeAe/bHOro HKajneHaapAa pacnnucaHnA Mo  BbIMOJAHEHUIO COXPAHEHUA

n306paxeHMn C BUAEOMNOTOKOB BUAEOKaAMepbl. MHTepdenc npeacTaBneH HUxe

(PucyHok 7.88).

IP-kamepa

» Hactpoitka kamepsl

b CeTb

» CobeiTua

¥ 3anuck M XpaHeHue
XpaHeHue apxuea
HacTpoiixm zanucu

» Cucrema

» WHdopmaunna

3apante Aana

@ @ ¥ A p
3anucb CHUMOK MpasaHnkn
W OcHosroi I |v] [dewxenne [v1 3anuck no Tpesore W
1] 2 4 53 g 10 12 14 16 18 20 22 24

HacTpoliku

HacTpoliku

HacTtpoiiku

Hactpoiiku

Hactpoiiku

HacTpoliku

HacTpoiiku

MpazgHuer

HacTtpoiiku

Mo ymonu. ” OBHOBUTL H CoxpaHuTe ]

PucyHoK 7.88 — BKknagka «CHUMOK»

Kaxaoro AHA Hegeanm nepunoabl BpeMEHW  BbINMOJIHEHUA

COXpaHeHus M3006paxeHnit, OTMETHB MX C MOMOLLbI0 MblilLK Ha rpadure (PucyHoK 7.88)

WU BBeAMTE BPEMEHHble WHTEPBasbl BPY4YHY0 BO BKAaake «HacTponku» (PucyHok

7.89).
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[] Bee MH 1 Br [ ep ] 4r O nr [ co ] Bc ] MpasgHmem
Mepuopai 00 : 00 : OO0 23 : 59 : &9 |[] Hopma [v] Oewsenve [v] Tpeeora
Mepuon2 00 : 00 : 00 23 : &9 : &9 |[] Hopma [] Oewkenwe [ | Tpeeora
MNepuoa3d 00 : 0O : ©oO0 23 - B9 : 59 |[] Hopma [ | OewkeHwe [ | Tpeecra
Mepwond 0o - 00 - 00 23 . B9 : 59 |[] Hopma [ | OewweHwe [ | Tpeeora
Mepwons 0o - 00 - 00 23 . B9 : 59 |[] Hopma [ | OewweHwe [ | Tpeeora
MNepuont 0O - 00 : 00 23 - 589 : 59 |[] Hopma []| Oewsenne [ | Tpeeora
| COXpAHNTE ‘ | OTmeHa ‘

Bknaaka «llpa3gHuku»

PucyHoK 7.89 — Bknagka «CHUMOK»: HacTponku

Bknagka «[pa3gHuku» npeaHa3HavyeHa ans KOHOUIypuMpoBaHMs NapameTpoB

N yCTaHOBNEHNA NCIMTONHAEMOTO Bmp,eor(amepoﬁ ropoBoro pacnmcaHna BbIXOAHbIX AHeN

B paboTte Buaeokamepsl. MHTepdenc npeactasneH Huke (PucyHok 7.90).

BoibepuTe B KaneHaape AaTbl BbIXOAHbIX, MPa3fHUYHbIX U WHbIX [HEW, B

KOTOpble HE 0/ KHA OCYyW eCTB/IATbCA 3aNNCb NN COXPAHEHNE I/I306pa}KeHl/IlZ.

=Y=]u[=)
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b Hactpolika Kamepsl Januco CHHMMOK MpazgHukKM

P Cetb

b CobBriTHA (] 3amuce [ ] CHumok

¥ 3anuck U XpaHeHWe Hos %
Mu Br Cp Yr Mr Cb Bc
XpaHeHWe apxUEa o
HacTpoiirm 2anucu B |;|
b Cuctema |i| |i| |i| |i| |i| |L| |i|
> Wipopmaen o] o {ro] 2] [13] [14] [
EREREREEREIRNE
] (2] [ [26] 27 [as] |29
El
[ OBHoBUTE H CoXpaH1TE l

PucyHoK 7.90 — Bknapaka «[lpa3gHuKn»

7.5.4.2 MoanyHKT MeHI0 «XpaHeHWe apxusa»

[MOANYHKT MeHI0 «XpaHeHue apxuBa» npepHasHavyeH pAaa npocmorpa w
ynpaBneHne napameTpamy HaCTPOWKM XPaHEHUA apxuBa BUAEONOTOKAa. B Kauectse
XpaHuMAuiLa MOXHO MCNONb30BaTb CETEBOMW pecypc cepsepa FTP, ceteBoe xpaHunuuye
NAS, Micro SD KapTy namaT BuaeoKamepbl.

MoANYHKT MeHI0 «XpaHeHne apxuBa» CTPYKTYPHO MMeET YeTblpe BKNAAKU ANA
Heob6Xx0AMMOro KOHUIypupoBaHUA NapamMeTpoB: «XpaHeHne» — KOH(UIypupoBaHue
MecTa COXpaHeHua BUAeonoToKa; «SD KapTta» — KOH(MWUIYypUMpOBaHWE pexuma
yTeHusa/3anmucm ©n  «ropsdyerr 3ameHbl» SD  KapTbl Buaeokamepsbl; «FTP»  —
KOH(urypupoBaHue cepeepa FTP ana apxXxnBHOro XpaHeHUsA AaHHbIX BUAEOKAMEPDI U
«NAS» — KoHurypupoBaHne NAS ans apXMBHOTO XpaHeHWA [LaHHbIX BUAEOKaMepbl

(PucyHok 7.91).
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IP-kamepa S = * A ¥

» HacTponka kamepbl XpaHeHue 5D kapta FTP NAS

b Cete
p CobeiTHRA
¥ 3anvick U XpaHeHWe

Pacnucanune

> XpaHeHWe apxuea

HacTpofikm zanucu
» Cucrema

> WHdopmauma
PucyHoK 7.91 — [oANyHKT MeHI0 «XpaHeHne apxmBax

Bknagka «XpaHeHue»

Bknagka «XpaHeHue» npefHa3HayeHa AN yNpaBfieHUs napameTpamu

HaCTPOMKM MecTa XpaHeHus BuaeonoToka. MHTepdeic npeactasneH Huke (PUCyHOK

7.92).

BOLID JEETIE @ @ ’ A ¥
P Hactpoiika kamepkl XpaHeHue 5D kapta FTP NAS
b Cete Buaeozanuce CHUMOK
P CobeiTna . .

3anwce Ha: MocToAHHaA 3ankce OOHap. ABMXEHWA 3anuch No Tpesore 3anucek Ha: MocToAHHAA 3anuce OOHap. ABMXEHWA 3anuck No Tpesore
¥ 3anuck U XpaHeHue SD kapra =i W SD kapra =i 1
Pacnucanue FTP | [ I FTP | [ I
> XpaHeHue apxuea NAS (] []J [] NAS [] [] []

HacTpoiikn 3anucu i Mo ymony. ] [ OGHOBHTL ] ’ CoxpanuTs

P Cucrema

> Undopmaumna

PucyHoK 7.92 — BKknagka «XpaHeHue»

Bknagka «SD Kaprta»

Bknagka «SD kKapTa» npeaHa3HayeHa Ana  ynpaBneHUs  QyHKUMUAMM
NoAroToBKKU (hopmaTMpoBaHusa), 3aMeHbl, pexuma uTeHue/3anucb paboTbl KapTbl

namatn Buaeokamepsl. MHTepdenc npeactasneH Huxe (PucyHok 7.93).
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Pravera < @ W A P
p HacTpoiika kamepbl XpaHeHune SD kapra FTP NAS
» CeTs
P ColeiTnA
¥ 3anuck M XpaHeHue B
Pacnucanue
HacTpoiikn sanuck
» Cuctema
P UnHchopmaumna
Tonkko uTeHue ” YreHwe/aanucs ” Haeneus H OBHOBUTE

PucyHok 7.93 — Bknagka «SD kapTa»
Bknapka «FTP»

Bknagka «FTP» npeaHasHauyeHa Ans ynpaBAeHUA NapameTpamy HaCTPOMKM
aBTOPU30BAHHOrO [0CTyNa BUAeoKamepbl K cepBepy FTP ans apxvMBHOro XpaHeHus

AaHHbIX BUAeoHabnoaeHus. UHtepdenic npeactasneH Huxe (PUCYHOK 7.94).

IP-kamepa S @ v A E’

P Hactpoiika kamepsl XpaHeHue SD kapra FTP NAS
Cete
> (] Bkn. |SFTF'(per{0MEH,[|,yeTCH)
b CobbiTHA
Cepeep 0.0.00
¥ 3anuck U XpaHeHue
MopT 22 (0~65535)
PacnucaHue
[Nonk3ceaTens anonymity
> XpaHeHwe apxuea
- I'Iaponb SEBBREBRERRERI BRI ORI
HacTporim zanucu
b Cucrema [upekTopua share
» WHdbopmauwms ] Tpegora (nokankH)

TecT

l Mo ymony. l l QBHOEUTL ] l CoxpaHiTh

PucyHok 7.94 — Bknagka «FTP»

Bkntounte dyHKkumio FTP, 3anonHute appec cepsepa FTP, nopt, wums

nonb3oBarend, napojib " COOTBeTCTBy}OLLLI/IPI MyTb CoXpaHeHuA. [locne coxpaHeHus
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BBel€HHbIX AdHHbIX PEKOMEHAYETCA Bbl6paTb «Tect» pnAa MNPOBEPKN BO3MOXHOCTU

COXpaHeHUA BUAEONnoToKa Ha cepsepe FIP.

Bknagka «NAS»

Bknagka «NAS» npepgHa3HayeHa [ans ynpaBneHuUs napameTpammu HacTPOMKM
aBTOPM30BAHHOIO 0CTyNa BUAEOKaMepbl K ceTeBoMy xpaHunuuly NAS ans apXuBHOro

XpaHeHWs AaHHbIX BUaeoHabntoaeHus. NHtepdeic npeactasneH Huke (PUCYHOK 7.94).

BOL!D QIR @ @ ¥ A P

» Hacrtpoiika kamepkl XpaHeHwe SD kapTa FTP NAS
» CeTb [ Ben.
p CobGbiTHA
Cepeep 0.0.0.0
¥ 3anvck U XpaHeHwne
HupekTopusa
PacnucaHue
> XpaHeHwe apxuea Mo ymonu. l [ OBHOBMTL l l CoxpaHuTb

Hactporkn zanucu
p Cucrema

> WHdopmauun
PucyHok 7.95 — Bknagka «NAS»

Brntounte dyHkumnio «NAS», 3anonHute agpec cepsepa NAS, yKamxute nyTb
(nanky), nocne 3Toro BO3MOXHO COXPaHeHue 3anucu Uan n3obpaKeHus Ha cepBepe

FTP.

7.5.4.3 MoanyHKT meHlo «HacTponku 3anucu»

MoANYHKT MeH «HacTpolKkuM 3anncu» npeAHasHavyeH Aaa HaCTPOWKWK

napameTpoB 3anucu BugeonoToka. MHtepdenc npeactasneH Huke (PucyHok 7.96).
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IP-kamepa @ G4

b Hactpolika kamepel HacTtpolkn zanucu

P CeTb
» CobbITHA OTpezox 2anuck a8 Mun. (1~120)
¥ 3anuck U XpaHeHue Mpepsanuce 2 cex (0~2)
Pacnucanne 3anon-Hue SD kapTel I Mepezanuch
XpaHeHue apxuea Pexum zanuck @ Apto (U Bpyud. () Bwikn.
Motok anA samuen | OCHOBHOI NOTOK
P Cucrtema

» WHdopmaumnsn I Mo ymon. ” O6HoenT ” CoxpaHuTe

PucyHOK 7.96 — [loanyHKT MeHI0 «HaCTpOMKKN 3anmcus

YcTaHoBWTE AnUTENbHOCTL 3anuck (0T 1 4o 120 MUH), Bpemsa npeaBapuTeNnbHOMN
3anucn (0T 0 A0 5 C€) A0 BO3HWUKHOBEHUA COOLITUA U BbiGEpUTE pPEXMUM 3anuUcu.

OnpepenuTe NOTOK 3aMMUCU: OCHOBHOM WAV AONOMHUTENbHBIN.

7.5.5 llyHKT MmeHIo «Cucreman»

[yHKT MeHl «CucTtema» npegHasHayeH Aaa NPoCMoOTpa W yrnpaBieHUA
6a30BbIMI CUCTEMHBIMM MapameTpamy BUaeOKaMepbl.

NuTepdenc nyHkta meHw «Cuctema» MMeeT CeMb NOANYHKTOB: «O6uine
HACTPOMKMNY, «[lonb3oBarenny, «be3onacHoOCTbY, «llo YMOJTYAHUIOY,
«MImnopT/3KcnopT»,  «ABTOMYHKUMM»,  OOHOBNeHWEe  cucTembl».  WHTepdeiic

npeactaBneH HuKe (PucyHok 7.97).
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IP-kamepa @ @

P Hactpoiika kamepkl

b CeTe

b CobeiThA

P 3anucek K XpaHeHWe

¥ Cuctema
Monszoeatenwu
BezonacHocTe
Mo ymonuaHwio
WmnopTt/3kcnopT
ABTOYHKLMK
OBHoEneHWe cUCTEME

P Uudopmaunn
PucyHoK 7.97 — IyHKT meHio «Cuctemar
Kaxablh  MOANYHKT  MEHK  OTKPbIBA€T  BKNAAKY  KOH(MUrypupoBaHUA
COOTBETCTBYIOLWMX NapameTpoB. CoxpaHeHne U UHULMANMU3ALNA NapamMeTPOB BKIALKM
BbIMOJIHAETCA Yepe3 MHTEPAKTUBHYIO NaHe b COXPaHeHMA U MHMUMANMU3aLMmn HacTpoeK

3Ton BKNaaku (PvcyHok 7.98).

|I'onM0nuaHm0 || ODHOBMTE || CoXpaHnTs |

PnucyHoK 7.98 — [laHenb COXpaHeHMA U MHULMANN3aLUnumM HacTpoeK

7.5.5.1 MoanyHKT meHio «ObwmMe HaCTPONKU»

MoanyHKT MeHio «Ob6lMe HACTPOMKM» npefHa3HayeH AN NPOCMOTPa U
ynpaBfeHns CUCTEMHbIMM NapameTpamu Bblbopa CTaHAAapTOB BUAEO, s3blKa
nutepdenca, MmeHn Buaeokamepbl. MoanyHKT meHo «OCHOBHOWM» CTPYKTYPHO MMeeT
ABE BKNagKW Ans HeobXoAMMOro KoHdWUrypupoBaHusi mnapametpoB: «Obuine
HacTpOWKM» — KOH(UIypuMpoBaHMEe OCHOBHbIX 06a30BbIX HACTPOEK CUCTEMbI;
«[lata/Bpemsa» — KOH(pUTrypMpoBaHWE CUCTEMHbIX MapaMeTpoOB BPEeMeHW W AaThbl

Buaeokamepbl (PUcyHoK 7.99).
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IP-kamepa

> OBume HacTPorEN

PUCYHOK 7.99 — MoanyHKT MeHio «O6LMe HaCTPOMKN»
Bknagka «06uime HacTpoOMKu»

Bknagka «O6uie HaCTpoOiKu» NpeAaHa3HayeHa Ans NPocMoTpa M ynpaBneHus
CUCTEMHbIMM MapamMeTpamu Bbibopa CTaHAAPTOB BUAEO, sA3blKa MHTepdenca, UMeHu

Bugeokamepsbl. iHTepdenc npeacraBneH Huxe (PucyHok 7.100).
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BOLID [T S &
P HacTtpoika kamepbl OB6LWMe HACTPOMKK _

P Cete
» CobuiTis WuAycTpoictea  6GOB3CAPAG92065 |
P 3anuce u xpaHeHue Hauix | Pycckuin
¥ Cuctema Cranpapt ewgeo | PAL
> Oblwyme HACTPOHKM
l Mo ymonu. ’ OBHoBUTE ’ CoxpaHuTs

MNonezoeatenu
BezonacHocTe

Mo ymonuaxuo
MunopT/3kcnopt
ABTodYHKLMK
OBHOENEHWE CHCTEMEI

P Uudopmaumn

PucyHok 7.100 — Bknaaka «O6uine HacTpoOMKu»
Bknapka «[lata/Bpems»

Bknagka «[ata/Bpems» npeaHasHayeHa AN MPOCMOTPa M ynpasieHus
CUCTEMHBbIMM NapameTpaMu BPEMEHU U faTbl BujeoKkamepsbl. MHTepdelic npeacTasneH

HuKe (PucyHok 7.101).
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IP-kamepa O

b Hactpo#ka kamepel [OBLKWE HACTPOMEN Oata/BpemAa

b CeTb
b CobuiThA Dopmat gatel |,D,8Hb—Mec1:|Ll,—F0ﬂ ﬂ
P 3anuck U XpaHeHHe Oopuat epemern | 244 v
¥ CucTema Yacosol noAc I(UTC+US:DU) MocKkea, CaHkT-NeTtepdypr, Bo ﬂ
2> Obwwe HAacTPOHEM Texywee epama 16-11-2020 TE 11 06 - 10
MonszoBaTenw [] Netiee spema
BezonacHocTe Tun (@) [ata () Henens
Mo ymonuanmio Hauano |51|HB ﬂ |1 ﬂ go : 00 : 00
L Bpems okoHYaHWA I!FIHB v |2 [v]j 00 : 00: 00
ABTOMYHKLMK
bynky [] Cunxpan. ¢ NTP
OBHOENEHWE CHCTEME
NTP Cepeep clock.isc.org
P WHdbopmauun
MopT 123
Mepwog obHoenexdna | 10 Mun. (0~30)
l Mo ymonu. ] l OBHOBWTL ] l CoxpaHuTe l

PucyHok 7.101 — Bknaaka «/[lata/Bpemsa»

OYHKL MM U 3HaYEeHUA NapaMeTPoB Npe/cTasneHbl HMe (Tabnuua 7.29).

Tabnuua 7.29 — GyHKUMM 1 3HAYEHUS MapaMeTpoB BKNaaku «f[ata/Bpemsa»

[MAPAMETP PyHKUMA
®opmar gartbl Bbibop chopmaTa Aatsl
®opmat BpemeHu 24-4yacoBoW 1 12-yacoBou hopmaTbl BpEMEHM
Yacosown nosc Bbibop yacoBoro nosca

Hactpoiika TeKyuiero BpemMeHu U AaTbl, CUMHXPOHM3AUMA C

Teryuee Bpems TeKywmum spemeHem (K

YcTaHOBKa B COOTBETCTBMM € Gopmatom AaTbl uaM B

Tun DST COOTBETCTBMM C HeaenbHbiM hOPMATOM Nepexoaa Ha fieTHee
Bpems
CuHxp. ¢ NTP BKtoueHMe NpoTOKONA CETEBOTO BpeMeH!
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[TAPAMETP OYHKUNA
NTP Cepsep BBop agpeca cepBepa BpemeHH
MopT [MopT NnoAKNOYEeHNA K cepBepy

3agaHue nepnognyHoCTn CUHXPOHN3aU NN yCTPOIZCTBa C

NMepuoa 06HOBNEHNUA
CEpBEPOM BpPEMEHMU

7.5.5.2 MoanyHKT meHio «[lonb3oBaTenun»

MoanyHKT MeH «[lonb3oBatenn» MNO3BOAAET KOHMUIrypMpOBaTb CUCTEMHbIE
napameTpbl YY4ETHbIX 3aNncen BuaeoKamepsbl. Y4eTHaa 3anmcb — 370 UMA NONb30BaTens
UK Tpynnbl y4eTHOW 3anucu. NognyHKT meHto «llonb3oBatenn» CTPYKTYPHO MMeET [Be
BKNAAKU AN HeobXOoAMMOro KOoH(MUrypupoBaHuA napametpoB: «[lonb3oBaTtenvy» —
KOH(PUIypMpoBaHMe Y4YETHOW 3anmMcu MONb30BaTeNs B TPYyNne Y4YeTHbIX 3anucen;
«ONVIF nonb3oBatenb» — KoHdpurypuposaHue rpynnsl ONVIF nonb3oBatenein (PucyHok

7.102).

BOL/D IRt L

b Hactpoiika kamepel [lMoneszoeatenu | [lons-tens Onvif
b Cetb
b CobeiTHA
b 3anuck M XpaHeHue
¥ Cucrema
Obuywe HACTPORKK
bBezonacHocTe
Mo ymonuaxuo
WMwunopt/Skcnopt
ABTOMYHELMK
ObHoEnEeHWe cHCTEMEI

¢ WHchopmayun

PucyHok 7.102 — lNoanyHKT meHio «[lonb3oBatenn»
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Bknaaka «llonb3oBatenu»

Bknagka «Monb3oBatenn» No3BOAAET yNpaBAATb CUCTEMHbIMW NapameTpamu
yYeTHOW 3anucu nosnb3oBaTens B rpynne y4yeTHbiXx 3anucei. MHTepdenc npeacrasneH

HuKe (PucyHok 7.103).

IP-kamepa S @ A P

» Hactpoika kamepel [Monezoeatenu | [Nonb-tenb Onvif
» Cetb

b CobuiTua ] Axoumso

b 3anuck U xpaHeHue Ipynna

¥ Cuctema

Obuywe HacTPoAkM 1 admin admin admin ‘s account ! K4 -

> MNonb3osatenu

BesonacHocTe

Mo ymonuakuo
Wmnopt/Skenopt
AsTOdyHILMKM
OBHOBNEHNE CHCTEMBI

» Wndhopmauun

Mpaea none3osatens

Monka MpocmoTp Bocnpounse-e Cuctema Wuchopmauma o cucteme
ApxveupoeaH1e taiinoe  XpaHunuile Cobbrmua Cets MepudhepuitHoe
MapawmeTpel ayguo/eugeo  BesonacHocTs O6cnyueanne

PucyHoK 7.103 — Bknagka «llonb3oBarenm»

Mms yyeTHOWM 3anucy NoONb30BaTeNA MOMET CoAep¥aTb A0 15 CUMBOMOB.
Maponb yYeTHONM 3anucK JOMKEH CofepXkaTb TONbKO UMdpbl U OyKBbI. [lonb3oBaTens ¢
npaBamu agMUHMUCTPATOPa MOXET U3MEHATb Naposb APYroro nosnb3oBaTens. MoxHO
BblOpaTb COOTBETCTBYIOLLYIO TPynny M Ha3Ha4MTb NpasBa [AnAa NoNib3oBatenen B
3aJaHHbIx rpynnax. Vims nonb3oBaTens u MMs rpynnbl AOMKHbI ObiTb € AUHCTBEHHbBIMMU.
Haxopgswuiica B cucteme MNonb3oBaTte/lb HE MOMET M3MEHATb COOCTBEeHHble npaBa.
Ob6paTtuTe BHMMaHWe: NpaBa MNOMb30BaTeNss He MOrYT MPEeBblWaTb 3aflaHHbIX MpaB
rpynnbl. Mpu pa3pelleHnn aHOHUMHOTO BXoid B cucTemy (C OrpaHMyYyeHHbIMU NpaBami)
He TpebyeTcA BBOAUTL UMSA NONb30BaTeNa 1 napob. [pu fobaBneHnn nonb3oBaTens K
rpynne HeobXoANMO Ha3Ha4YuTb NpaBa.

[Ina  peAaKTMpOBaHUSA YYeTHOW 3anuCK, CMeHbl Napons WUCNoAb3ynTe

WHTEPAKTUBHbIA 3/IEMEHT ynipaBieHns = = L .

BOLID VCI-122 Bep.2 ALJP.202119.041 P3n oT 24.11.2020



VCI-122. Bepcua 2. PyKoBOACTBO NO 3KCMlyarayuu 127

[lna Bxona B CUCTeMy BaeoOKamepbl bes dBTOPU3aALUNU CNYHUT l/IHTepaKTl/IBHbIﬂ

Bxog Oe3 aeTopmsaumn

3/IeMeHT ynpas/eHus
B cucteme BnaeoKkamepbl N0 yMOMYAHMUIO MMEIOTCA ABE yYeTHble 3anncu rpynn
nonb3osatenen: «admin» u «user». [lonb3oBaten «admin» u“MeeT npasa

aaMmmMHMCTpaTopa.

Bknapka «ONVIF nonb3oBaTtenb»

Bknagka «ONVIF  nonb3oBatenb»  npegHasHayeHa [Afia  yrnpas/ieHuUs
CUCTEMHbIMX napameTpamun yyetHon 3anucu ONVIF nonb3oBatend. WHTepdenc

npeacrasneH Huke (PucyHok 7.104).

IP-kamepa @ @ ¥ A Fp
P HacTpoiika kamepel Monesoeatenu  Meone-tene Onvif
b Cete
» CoGrITuA
b 3anuck M XpaHeHWe ! sdmn sdmin £ ®
¥ Cuctema
OBuwme HacTpoiika

BesonacHocTs
Mo ymonuanuio

WmnopT/3kcnopT

OBHoBNEHHE CHCTEMEI

» WHcopmauun

PucyHok 7.104 — Bknagka «ONVIF nonb3oBartenb»

7.5.5.3 MoanyHKT meHI0 «be3onacHOCTb»

MoanyHKT MeH «be30onacHOCTb» npeAHasHayeH Ana HaCTPOWKM NnapamMeTpoB
noBblleHnsi 6e3onacHOCTM  BuAeoKamepbl. [loANYHKT MeHl0 «be3onacHoCTb»
CTPYKTYPHO MMeeT TpW BKAAAKK A1 HE0OX0AMMOro KOHMUIypupoBaHUA NapameTpoB:
«06cnyxnBarHme cuctembl», «HTTPS», «bpaHamayap». NHTepdelnc npeactaBneH Huxe

(PucyHok 7.105).
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IP-kamepa

>
>

» bezonacHocTk

PucyHok 7.105 — [lognyHKT meHto «be3onacHOCTb»
Bknagka «06cnyxuBaHme cMcTeMbl»
Bknagka «OOCnyuBaHME CUCTEMbI» MpeflHa3HayeHa [AAa  YNpaBNeHUs
ceteBbiMn npotokonamm SSH, CGIl, ONFIF n ap. WHtepdenc npeacrtaBneH Huke
(PucyHok 7.106).

IP-kamepa S @ & A (T

>
>
> bezonacHocTs

>

>
>
>

PexiM Ge30MacHaCTH (| V|

PucyHoK 7.106 - Bknagka «O6cnyxnBaHue CUCTEMbI»
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OyHKuMa SSH nosBonser yaanéHHo 6e3onacHo yYepe3 ceTb paboTath C
BU/IEOKAaMEPON C KOMMbIOTEPA 4Yepe3 KOMaHAHYl 000104Ky, nepeaaBaTtb Mo
WnPOBAHHOMY KaHany 3BYKOBOW MOTOK, BWAEONOTOK BuAeoHabnoaeHus,
obHOBNEHMA.

CGl Cepsuc (Common Gateway Interface — O06wun uHTepdenc WN03a)-

CTaHaapT uHTepderica, MCNonAb3yemoro [Ans CBA3W BHELWHEeR nporpammbl ¢ Beb-

CEepBEPOM.
Cranpapt ONVIF - oTpacneBon CTaHAapT, OnNpeaensouMi MNpOTOKONbI
B3aMMOJeNCTBUSA CeTeBoOro obopyaoBaHus (ceTeBble BULEOKaMepbl,

BUEOpErncTpaTopsl 1 ap.), obecneynBatoLLnii COBMECTUMOCTb.

Genetec cepBUC — MHTErpaLyMs C NporpaMmHbIM obecrneyeHnem Genetec.

Bknapka «HTTPS»

Bknagka «HTTPS» npepgHasHayeHa [gnAa npocmotpa W yrnpasieHuA
napameTpamu noBbilieHMs 6Ge3onacHocTM ceTeBoM paboThl BUAEOKAMEpPbl C
MCnonb3oBaHMeM ceTeBbix cepTuduratoB. UHTepdenc npeactaBneH Huxke (PucyHok

7.107).
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R Paves A B
» Hactpoiika kamepel OBCNKUBAHNE CUCTEMBI HTTPS Bpangmays3p
> CeTb
p CoBkiTuRA [J Bwn. HTTPs
p 3anuck U XpaHeHue Bepcua nporokona
¥ Cuctema AKTHEMpOBATE..
OBume HacTpoiikn Cozpatk cepTudukat
MonezoBatenu
Cospats
3anpoc coznax
Mo ymonuanuo
. 3anpoc cozgaH l Yaanute } I YeTan-ka } I 3arpyauTe
Munopt/Skcnopr
ARy YcT-Ka noanMcaHHoro cepTudgukaTta
OBHOEREHME CHCTEME TyTe k cepTudpukary Momcic...
» WHchopmauuna IMyTe K KNKOUY CEPTH... l Mowck... ] I 3arpyaka ]
CepTudueat ycTaHOBNEH

ATpubyT

I OBHOBUTE I I CoxpaHuTe l

PucyHoK 7.107 - Bknaagka «HTTPS»

Bupeokamepa no3sonseTt co3aate camonoanucHon (self-signed) ceptudukar
(PucyHok 7.108), He obpauaack B YaocToBepAwwui LleHTp ceTeBbix cepTUdUKATOB.
Ha cdhopmupoBaHHbIN cepTuduKaT HeobXoAUMO BLINOAHUTL €ro NPOBEpKy Aans
yCTpaHeHUsA yA3BUMOCTU Ucnonb3oBanHua HTTPS.

HTTPS (HyperText Transfer Protocol Secure) — paciumpeHue npotokona HTTP
ONS MOAAEPMKM WMdPOBAHUA B Lenax noBbllieHNs 6e30NacHOCTM Ha OCHOBeE
NpUMeHeHUs cepTUdUKaTOB ceTeBol 6e3onacHocTu. [laHHbie B npoTokone HTTPS
nepenatTca noBepx Kpuntorpaduyeckmnx npotokonos SSL nam TLS. B otnnume ot HTTP
¢ TCP-noptom 80, ana HTTPS no ymonyaHuto ucnonb3yetcs TCP-nopT 443. YT1oObl
NoAroToBUTLCA K 00paboTKe https-coeAMHeHUE, aAMUHUCTPATOP AO/MKEH NOAYUYNUTb U
YyCTAHOBWUTb B CUCTEMY CepTUdUKAT OTKPLITOrO KAK4Ya Ans 3Toro Beb-cepBepa.
CepTndUKaT OTKPBLITOrO KYa NOATBEPXKAAET NPUHAANENKHOCTb AAHHOIO OTKPbITOro
Kntoya Bnagenbuy camta. CepTMdUKAT OTKPLITOrO KAKYA M Cam OTKPbITbIA KOY
MOCbINAKTCA KANEHTY NPU YCTAHOBIEHUN COEAMHEHUA; 3aKPbITbIA KUY MCNONb3YeTCs
ANA pacWndpoBKM COOBLLEHWNI OT KNMEHTa.

OYHKLUUM U 3HAYEHUS MapaMeTpPoB NpeacTasneHbl Huxe (Tabnuua 7.30).
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Tabnuua 7.30 — PyHKUMM 1 ANANAa30HbI 3HAYEHUI NapamMeTpoB BKAaAKN «HTTPS»
MAPAMETP OyHKUMA

BKknoyutb BkntoyeHne/oTKnoYeHMeE DYHKL N CeTeBoro

HTTPS npotokona HTTPS

Co3partb OYHKUMA CO3aaHMA camonoanncHoro ceptndunkaTra

ceptudukar

3anpoc co3gaH

3anpoc Ha COXpdHeHWne Co34aHHOro camonognmncHoro cemechKaTa

Myt K
ceptuduKkarty

3arpyska B roToBOro

ceptudmkara

cnuctemy  BUAEOKamepbl noanncaHHoOro

[yTe K Kawouy

OTKpbITUE CMCTEMONM U YCTAHOBKA B CUCTEMY BUAeOKamepsbl (ainna

ceptudmKaTa | KNKYA HA FOTOBbIN NOANMCAHHBIN CEPTUdUMKAT

Ceptudukar OYHKUMA BO3MOMHOCTM yAaneHUs U3 CUCTEMbI BUIEOKaMepbl
yCTaHOBNEH YyCTAaHOBJ/IEHHOTO cepTudmKarta

Atpubyt ®OYHKLMA NPOCMOTPA CBOWCTB YCTAHOB/EHHOTO cepTUdmMKaTa

3oHa “e.g.CN

IP unu gomMeHHOe MMA
Nexs*Ouanazod :1-5000

Cpox rogHoc T 365

OBnacte none
ObnacTe none
Opranuzauma none
MyHer none

Email

Cozgate OTmeHa

PrucyHoK 7.108 — Bknagka «HTTPS: Co3paTb cepTudumkar

HTTPS Take MOXET MCMONb30BaTbCA ANA ayTeHTU(DUKALMN CETEBOTO KANEHTA,

yToObl 0becneunTh fAocTyn K |P-ycTPOMCTBY TONbKO ABTOPWU30BAHHBIM CETEBbIM

noJ/ib30BdTe/IAM.

[ns 3Toro agmuHUCTpatop O0ObIYHO CO34aET cepTUdUKaTbl NS

KaX[aoro nosb3oBatena U 3arpyxaer Mx B 6pay3ep KaXaoro nonb3oBarens. Takxke
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byayT nNpuHMMaTbCA BCe cepTUdUKaTbl, MOAMNMCAHHbIE OpraHu3auusaMmn, KOTOPbIM
nosepsieT cepsep IP-ycTpoiicTBa Buaeokamepbl. Takol cepTUdUKAT 0ObIYHO COAEPIKUT
MMA M aApec 3MEeKTPOHHOW MoYTbl aBTOPW3OBAHHOrO MO/b30BaTeNsl, KOTOpbIE
NPOBEPAIOTCA NPU KAXAOM COEAMHEHUU, YTOObI MPOBEPUTb NMYHOCTb MONb30BATENS

6e3 BBOAA Napons.

Bknagka «bpangmayap»

Bknagka «bpaHamaysp» npeaHasHadyeHa Ans NpoCcMoOTpa W ynpasneHus
napameTpamu paboTbl ceteBoro IP ¢unbTpa BUAeoKamepbl, YCTaHOB/EHWE 3anpeTa

PING, n 3anpeta semijoin DDoS atak. HTepdeiic npeactaBneH Huxe (PucyHok 7.109).

IP-kavepa < @

b HacTtpoika kamepel OBCRyHMBEaHWE CUCTEMBI HTTPS Epangmayap
b CeTb

p CobkiTHR Tun ||F'—¢'Hanp v

P 3anuce U XpaHeHHue Brn. L

¥ Cncrema [ Mo ymonu. l [ DOHOBUTE l ’ COXpaHWTE l

Obwyme HAcTporEM

MNMonkzoBatenu

Mo yMonuaHuw
WMmnopT/3xenopt
ABTOgyHELMK

OBbHoBNEHWE CUCTEMEI

» WHchopmaums
PucyHok 7.109 - Bknagka «bpanamayap»

«IP bunbtp»IPFilterlPhunnbtp — YHKLUMA NO3BONAET BbINONHNTbL HACTPOMKY TaK,
yToObl Nonb3oBaTenu ¢ onpegeneHHbiMn IP/MAC aapecamu mornv MMeTb AOCTYN K
ceTeBOo BuaeoKkamepe. Ecnv BKMUMTL UbTp, TO AOCTYN K U3aennto OyayT UMeETb

TOJIbKO nonb3oBatenu ¢ pobasneHHbix agpecoB. MoxHo pobasnsate |IP-agpec,
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avanasoH IP-agpecos nnn MAC. O6bpatute BHUMaHue: Cneayet 3agate MAC-aapec B

OAHOM N TOM e cermeHTe CeTu.

(Pagpec v 1. 0. 0. 1

| COXpaHuTL | | CTMeHa ‘

PucyHok 7.110 — Bknaaka «bpaHamayap»: [lobasnenune IP/MAC aapeca

Monb3oBaTtenam 3anpeujaetcs ycTaHasnaueath |IP/MAC-agpec ycTpoictBa B
KayecTBe HaAexHbix cantoB. lMpoBepka MAC moxeT ObiTb [eACTBUTENbHOW TONbKO
Toraa, Koraa IP-agpec yctponcrsa u IP-agpec MK HaxogaTca B 04HON TOKANbHOM CETH.

«3anpetr PING» - BKAYeHME QYHKUMM NPUBOAUT K NPEKPALLEHMIO
pearmpoBaHus BMAEOKAaMepbl Ha BXOAAlMe ping nakeTbl (ANA yCNOXKHEHMA MOWCKa W
obHapy¥eHune yCTPOWCTBA B CETU B LeNiAX obecneyeHuns 6e3onacHoCcTm).

«3anpet semijoin DDoS» - BKAlYeHMe (YHKLMM NO3BONAET MPUMEHUTD
HaCTPOMKK, CyLLeCTBEHHO OrpaHuympatouime Bo3moxHoctn DDoS atak, CBA3aHHbIX C
SYN - cnarom npotokona TCP (SYN-flood sABnsetca oaHum w3  Haubonee

pacnpocTpaHéHHbIX BekTopos DDoS aTak).

7.5.5.4 MoanyHKT meHio «[lo ymonyaHuio»

MoAnyHKT meHw «[lo ymonyaHuio» npeAHasHaveH Ana cbpoca BCex HACTPOeK
YyCTPOMCTBA 0 COCTOAHUS «MO ymonyaHuw. NHTepdenc npeactaBneH Huke (PUCYHOK

7.111).

BOLID VCI-122 Bep.2 AL/IP.202119.041 P3n o1 24.11.2020



VCI-122. Bepcua 2. PyKoBOACTBO NO 3KCMlyarayuu 134

IP-kamepa S @ z A I

» Hactpoiika kamepel Mo ymonyaHuio

p Cete

b CobbiTUS Bce HacTpoliku ByayT cbpolweHsl Ao cocT-A No yMonuaHuk, kpome [P agpeca v koHMypauMk Nons30EaTensn.
> 3anuce U XpaHeHue MonHkii cBpoc NapaMeTpos yCTp-Ba A0 COCT-A NO YMOMYaHMIO.

¥ Cucrtema
QObume HacTpoikn
Monkzoeatenu

BezonacHocTe

WMmnopt/3kcnopt
AeTodyHELMKM
OBHOENEHWE CUCTEMEI

> WNHdropmaunna

PucyHok 7.111 — lNoanyHKT meH1o «[1o ymonyaHunio»

[Ins BOCCTAaHOBAEHUS NApameTPoB MO YyMONYaHMIO HeobxoaMmo BblOpaTtb Twn

cbpoca HacTpoeK yCTpoiicTBa:

— «[Mo ymonyaHmio» — BOCCTAHOBAEHME BCEX MAPaMeTPOB BMAEOKAMEPbI, KPOME
3HAYEeHUI aKTyasibHbIX TEKYLIMX HACTPOEK CeTM M aBTopM3auuM Monb3oBaTenen,
rpynn nonb3oBarteneu;

— «3aBOACKME HACTPOWKU» — MOJHbIA COpPOC BCEX MAapamMeTpoB BUAEOKAMEPHI [0
3aBO/ICKOr0 COCTOsAHUA. PYHKUMSA 3KBMBANEHTHA KHOMKe annapatHoro cbpoca
«RESET». MNocne HaxaTua «3aBOACKME HACTP.» HeoOXOAMMO BBeCTU Naponb
nonb3oBatens «admin» B web-uHTepdeiice. 3aBojCKMe HACTPOMKM OyayT

dBTOMaTn4eCKM BOCCTaHOB/MEHbI NOC/1€ dBTOPU3aLU KN NMONb30BaTeNA.

7.5.5.5 MoanyHKT meHio «MmnopT/IKcnopT»

MoanyHKT meHio «/mnopT/3KcnopT» npefHasHayeH Ans MmnopTta/3Kcrnoprta
anna KoH(MUrypMpoBaHua BCex MNapameTpoB BuAeoKamepbl. VHTepdeiic

npeacraeneH Huke (PucyHok 7.112).
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® @ AP

» Hactpoiika kameper Wmnopt/3kcnopt

> CeTe

» CobbiThA

» 3anuce u xpaHeHue
¥ Cucrema

Oblywe HACTPORKM

MyTe K chaiiny

I

[py vMnopTe KoHDHIYRaUWMKY NPOMICRAET NEPE3anUcE NPEaBIAYLUEN.

Wmnopt SkcnopT

MonbsosaTenn € Orxpuims M
Be20nacHocTs mﬂ i — - = ‘ 4y | ‘ Mouck: Myseixa o
(Mo £ e 2T Ynopagounts ¥ Hoeas nanka =~ O @
> Wwmnopt/Skcnopr -
ABTOCYHKLMMN 4 BuBnuotekw
> Buaeo
OBHoBneHne cMCTeMbl s 3
> j JokynenTel
» Wudopmauun > (= VizoBpaxenna
5 =
4 M KomnetoTep
> E_:', NokaneHeii guck (C:)
- 4 [ | 3
Wma daiina: - [Cunfig Files (*.backup) V]
[ Otkpeite J [ Ortrena ]

PucyHok 7.112 — NMoanyHKT MeHto «MMnopT/3KcnopT»

OyHKuma «MmnopT» npeaHasHayeHa [na 3arpy3ku ¢ KomnbloTepa (cetu) B
cuctemy BugeoKkamepsl hanna KoHpurypauum (HacTpoek) BuaeoKamepbi.
OyHKUMSA «IKCNOPT» NpefHa3HaYeHa Afs COXpaHeHUsa B KomnbloTepe (ceTtn)

thaina KoHpurypaumm (HacTpoeK) BUAEOKAMEPbI.

7.5.5.6 MoAnyHKT meH10 «ABTO(YHKLUNY

MoAnyHKT MeHI0 «ABTOMYHKLUMU» NPeAHa3HayYeH A8 HACTPOMKM NapameTpoB
aBTOMaTU4YeCKON nepesarpysku YCTpPoWcTBa, aBTOMATMYeCKOro yaaneHus dannos ¢
KapTbl NAMATH, a TaKKe AN NPUHYAUTENbHON Nepes3arpysku ycTponcTea. MHtepderic

npeactaBneH Huke (PucyHok 7.113).
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IP-kamepa @ @

P HacTpoWka kamepsl  ABTOYHKLWW

b Cetb
» CobiTHA (] AeTo nepeaarpyaka
b 3anuck 1 XpaHeHWe (] Aeto yaanenwe daiinos

¥ Cucrema [PyuHoﬁ nepesan. .. l

OBwme HACTPOWEK

[ OBHoBWTL ] ’ CoxpaHuTe
Monbzosatenu

bezonacHocTe
Mo ymonuanuo

WMunopt/3kenopt

> AstodbyHrmn

ObHOBNEHWE CUCTEMBI

b WHchopmauwmna
PrcyHoK 7.113 — [oanyHKT MeH0 «ABTODYHKLNN»

«ABTO nepe3arpy3ka» - aBTOMaTUMYyecKasa Mepesarpyska YyCTpPoOMCTBa
eXelHeBHO/B onpeaeneHHbIN ieHb HefleNn B yKa3aHHOE Bpems.

«ABTO yaaneHue dannoB» - aBTOMaTU4yeckoe ypaneHve  (annos
(BMAeO3anucern n CHUMKOB) C KapTbl NaMsATH, 3aNMCaHHbIX NO3Xe YKa3aHHOTOo AHSA.

«Py4yHOM nepesanycK» - NpUHYAMTENbHAA Nepe3arpy3ka yCTPoncTea.

7.5.5.7 MoanyHKT meHio «O6GHOBNEHNE CUCTEMDI»

MoAnyHKT MeHio «OOHOBNEHME CUCTEMbI» MpefHa3HayYeH And OOHOBIEHURA
«NPOLWVBKW» BUAEOKamepsbl. IHTepdeinc npeactaBneH Huxe (PrucyHok 7.114).

®ann «NpOLWMBKMY» AOMKEH MMETb paclumpeHue «*.bin» M cooTBeTcTBOBATb
Bujeokamepe BOLID VCI-122. AktyanbHaa Bepcua davna pana  oOHoBReHUA
«NPOLIMBKN» BULEOKAMEPbI paCMnooXeHa Ha canTe:

https://bolid.ru/support/download/.
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BOLID 20T S @ ' A ¥

P Hactponka kamepsl OBHOBREHWe cUCTEME!

» Cete

» CobBbiThsA Mpowmueka: l Buibop... H (ObHoBNEHKE l

P 3anuck U XpaHeHue
¥ Cuctema
Obuywe HAcTPoKK
Monkzoeatenu
BezonacHocTe
Mo ymonuaHuio
WMmnopt/3kcnopt

ABTOCDYHKLMM

> OBHOENEHWE CUCTEMBI

> UHdopmauun

PucyHoK 7.114 — NMoanyHKT MeHto «O6HOBAEHNE CUCTEMbI»

Ecnu npu BbiNOAHeHWW OOHOBAEHUA OblN 3arpyeH HeBepHbIM dann, TO
Heob6Xx04MMO BbIMONHUTE MHTEPAKTUBHO Nepe3arpy3ky Buaeokamepsl (pasgen 7.5.5.6
HaCTOALLEro PYKOBOACTBA), B MPOTMBHOM C/ly4yae — HeKoTopble (DYHKLMMU BULEOKaMepb

MOTYT OKa3aTbCA OTK/JOYEHHbIMU.

7.5.6 [lyHKT meHI0 «MHPOpmaumna»

MyHKT meHo «MHpopmauma» npeaHasHayeH ANsA NPOCMOTPA CUCTEMHOW
nHopmaumm, a TaKKe Ans NpocmoTpa WHGpopmauum 0 CoBbITUAX CUCTEMbI U

nonb3oBaTensix oHnanH. iHtepdenc npeacraBnet Huke (PucyHok 7.115).
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IP-kamepa SO @ T A T

P HacTpoiika kamepskl
P Cete
P CobBeiTHA

P 3anuce UM XpaHeHWe
P Cucrema

¥ UHcpopmauna

TNokankHel #ypHan

Monk3-Nyv oHNARH

PucyHoK 7.115 — MyHKT meHio «MHDopmauma»

7.5.6.1 MoanyHKT meHI0 «Bepcusa»

MoanyHKT MeHl «Bepcua» npegHasHayeH ana npocmoTtpa MHMopmauum o
BEpCUN cucTembl. MHTepdenc npeactaBneH Huke (PrucyHok 7.116).
Ha3sHauyeHne napamMeTpoB MNyHKTa MeH «Bepcua» npeacTaBfieHO HUXKe

(Tabnuua 7.31).

IP-kamepa D & - A E:-»

» HacTtpoiika kamepkl
p Cetn
p CobeiTHRA

P 3anuck M xpaHeHWe
P Cucrema

¥ UHchopmauna

JlokanbHEIRA #ypHan

MonLz-nu oHnakiH

PucyHoK 7.116 — [loanyHKT meHI0 «Bepcusa»
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Tabnuua 7.31 — Ha3HavyeHne napameTpoB NOANYHKTa MeHI0 «Bepcusay»

[TAPAMETP [MPUMEYAHUE
Tun HasBaHue BugeoKamepsl
Bepcusa cuctemsl Bepcua cuctemHom «npoWNBKNY BUAEOKaMepbl
WEB mopaynb Bepcua web-uHtepdenca Buaeokamepsl
ONVIF Bepcus Bepcusa npotokona ONVIF
S/N CepunHbI HOMEp BUAEOKaMepbl
basosasn Bepcus | basoBas Bepcus obecneyeHns 6e30nacHOCTY BUJEOKaMepPbl
6e3onacHoCcTu

7.5.6.2 MoaNyHKT MeHI0 «JIOKanbHbIA ypHan»

[MoANYHKT MeHI «JIOKanbHbIM XypHan» nNpeAHa3HayeH [anAa npocmoTpa w
apxvMBauum MHGOPMaLUM O COOLITUAX CUCTEMBI, @ TaKKe ANA HACTPOeK YAan&HHOro
ypHana cobbiTuin. MoanyHKT MeHt «JIOKanbHbIA XypHan» COAEPIKUT [ABe BKNAAKMU:
«JlIoKanbHbIM KypHan», «YAaaneHHbln ypHan». WHTepdenc npeactaBneH HUxKe

(PucyHok 7.117).

IP-kamepa @ 4

b Hactponka kamepel JlokanbHbIA XypHan YOaneHHbIN #xypHan
b Cetb
b CobbiTHA
P 3anuce U XpaHeHue
P Cuctema
¥ UHchbopmaumna
Bepcua

Monkz-nv oHNaAH

PucyHoK 7.117 — lMoanyHKT MeH10 «JIoKanbHbIN XypHan»
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Brknaaka «JloKanbHbIN XypHan»

Bknagka «JloKanbHbIV XXypHan» npeaHasHayeHa Ana npocmoTtpa MHpopmaunm

0 cobbITUAX cucTembl. MHTepdhenc npeactaBneH Huxe (PucyHok 7.118).

CEIE paners @ W A B
P Hacrtpoitka kamepel JlokansHeli xypHan YaaneHHsli xKypHan
b Cetn
» CobLiTHA Havano 15-11-2020 TE 11 - 40 01 Bpema okoHuanKA | 16-11-2020 = 1 40 (i3]
P 3anuck M XxpaHeHUue Tun ||
P Cucrtema CucTtema
OCHOBHbIE HACTPOKK
v
WHcbopmayms Wrtpopuaia
Bepecua CobbiTHA
3anuck
~ 5e30MacHoCTb
Mone3-nn oHNaRH

Moapobxo
Bpema:
MonkaoeaTent:
Tun:

Cogepxanue:

a1t/ M1 (%

PucyHok 7.118 — Bknagka «JIoKanbHbIN KypHan»

[ina noucka cobbiTMA HeobXoAMMO 3aAaTb BPEMEHHOW [Mana3oH MoucKa
(Bpems 1 naTa OKOHYAHWA U Hayana) 1 BbIOPaTb TUM COObITUA:

«Bce» — Bce cobbITUS;

«Cuctema» — cobbiTa paboTbl cnuctembl (M3meHeHWe HACTPOEK, aHOMalbHbIN
BbIXOJT M3 CWUCTEMbl, BbIXOJ W3 CUCTEMbI, 3aKpbiTUe/nepesarpy3ka YyCTPOMCTBa,
nepesarpyska v 06HOBNEHWE CUCTEMbI);

«HacTponKkn» — n3meHeHne/BOCCTAaHOB/IEHNE HACTPOEK;

«[laHHble» — yaaneHue AaHHbIX, 3aMeHa KapTbl NamATM, U3MeHeHMe cTaTyca
FTP, nameHeHne pexunma 3anucu;

«CobbITME» — nepedyeHb COOLITUI, COAEPKALIMXCA B TMOAMYHKTE MEHI0
«CobbITus» (pazaen O HacToALLErO PYKOBO/CTBA);

«3anucb» — goctyn K dannam, owmnbKrn goctyna K dannam, 3anpoc hannos

BUAeO03anmcen u CHUMKOB;
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«[lonb3oBarenn» - cobbITUA asropusauuu, 3anucob N3MEHEHMNN
Nonb30BaTENbCKOrO YMNpaBfeHUss M BXoja/Bbixoja MOMb30BaTENss U3  CUCTEMBI,
n3meHeHue/nobaBnerHve/ynaneHune nonb3oBarens, BbIX0/ n3 CUCTEMDI,
nobasneHune/ynaneHne/ n3meHeHue rpynnbi;

«OUNCTKA KypHana» — COObITUA OUUCTKM CUCTEMHOTO XypHana;

«be3onacHoCTb» — nepeyeHb COOLITUI, COAEPIKALLMXCS B MOJAMNYHKTE MEHIO
«be3onacHocTby (pasgen 7.5.5.3 HACTOALLEro PYKOBOACTBA).

[nA BbIMNONHEHMA MOMUCKA NOC/ie YyKazaHnA BPeMEeHHOro MHTepsana noucka u
BblOOpa TUMNa COObLITUIN HEOOXOANMO HaXaTb «[TonCK».

[ina npocmoTpa noAapobHON UHMOPMALUN O KAKAOM HANJEeHHOM COObITUM

Heo6XoANMO BblOpPaTh €ro ¢ MOMOLL b0 MPaBO KHOMKM Mbllun (PUCYHOK 7.119).

» IP EMpEOKaMepa KypHan ypHan

P CeTe
» COBLITHA Hawano 05-03-2020 el 15 - 22 - D5 Bpema okondasna  06-03-2020 T 15 - 22 - 05

) Sanuck M XpaHeHne Tun Bce Haine+o 3 ypHan Bpema 2020-03-05 21:14:32 — 2020-03-05 21:14:37
P Cucrema
1 2020-03-05 21:14:37 CUCTEMA COXPAHEHWE HACTDOEK
¥ WHdbopmaunna — £
I 2 2020-03-05 21:14:32 Cuctema 3anyck
BepcuA _ _
3 2020H03-05 21:14:32 Chctema QTmeHa
R —
Monk3-ni oHNalH
MogpoGHo
Bpema: 2020-03-05 21:14:32
lMonb3oearenk: CMCTEMA
Tun: Janyck
Conepxanne: $nar nepesarpysku: OTKMOYEHHE
I EVEN N I

PucyHok 7.119 — lNpocmoTp noapobHo MHGopmaLum o CMCTEMHOM COObLITUK

[ns apxuBaumm otobparaemblx pe3ynbTaToB NoucKa Heobxoammo BblbpaThb

«Apxusauuns».
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Brknaaka «YaaneHHbIW XypHan»
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Bknagka «YaaneHHbIn XypHan» npefoCcTaBAseT AOCTYN K TexHonorum «SysLog»

- pa3mMmelieHne CUCTEMHOTIo XypHana cobbITni BnaeoKamepbl Ha yaaneHHOM CETEBOM

xpaHunuiie no IP-agpecy M ceTeBbIM HAcTponMKam 3Toro xpaHunuwa. WHtepdeiic

npencrasneH HuKe (PucyHok 7.120).

IP-kavepa < @4

b Hactporka kamepbl [loKanbHEIN #XypHan YoaneHHeIA XypHan

P CeTe
p CobeiTna L] Brn.
P 3anuce U XpaHeHWe IP appec 192. 165. 0 . 108
P Cucrema Mopt 214 (1~65534)
¥ Uncpopmanyun Ne ycTp-a 22 (0~23)
Bepcua
Mo ymonu. ” OBHOEMTE H COXpaHHUTE

Monkz-nK oHNAHH

PucyHoK 7.120 — BknagKka «YganeHHbI ypHan»

7.5.6.3 MoanyHKT meHio «[lonb3oBaTenn oHNAUH»

MoanyHKT MeH0 «[lonb30BaTenn OHNAMH» NpeAHa3HayeH AAA MNPOCMOTPA

Mchopmau,mm O TeRYyWMNX NOAKNOYEHNAX K BUAEOKamepe (BCG OHNAWH nonb3oBaTenu

Buaeokamepsbl). VHTepdeiic npeactasneH Hume (PucyHok 7.121). [lns oGHOBNEHUA

nHhopmaunv Bbibepnte «OOHOBUTLY.
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IP-kamepa ® @ e A E’

» Hactpoiika kamepel [Monb3-nu oHNanuH

b Cetb

» CoBertun 1 admin admin 192.168.71.22 16-11-2020 09:42:48

» 3anuck M XpaHeHWe

P Cucrema

¥ WUHdropmauns
Bepcus

JlokanbHbi AypHan

> lNonk3-nu oHNaHH

PucyHoK 7.121 — MyHKT meH0 «[lonb30oBateny OHAaNH»

7.6 PA3EN MEHIO «COBbITUA»

Pasnen meHio «CobbiTnA» q npeAHa3HayeH Ans NpoCMOTPa M ynpaBneHus
HacTponKamu Bbibopa TMMa TPEBOr M MPOCMOTPA XypHana TPeBOr BUAEOKaMepbl Npw
O0OHApYXEeHMN BUIEOKAMEPON TPEBOXHbIX COObITUIA. WMHTepdenc npeactaBneH Huxke

(PucyHok 7.122).

Paaners @ A B
Tun Tpeeoru
1 2020-03-27 09:33:05 O0Hap. ABMKEHWA 1
[¥] OBHap. nemkeHwA [] 3anon-Hue SD kapTai
[¥] Owmbka SD kapma ] 3akpuiTve oobekTea
[] Hecawnwy. goctyn M vs
[ Mamensnne cueHs
‘Onepauua
[ ¥senomnexme
JBYK. curHan
[ Ben.

PucyHok 7.122 — Pasgen meHto «CobbITUA»

7.7 PA3JZIEN MEHIO «BbIX0/1»

Pa3gen meHio «Bbixog» m npeaHa3HayeH ANs 3aKPbITUA U BbIXOAA W3

yyeTHOM 3anucu nonb3oBaTens u3  web-uHtepdenca Bugeokamepbl. [pu
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MHULMANU3aLmMmM 3TOro pasfena BCNAbiBaeT cucteMHoe oKkHO (PucyHok 7.123) web-

nHTepdenca Bugeokamepbl 4ia BO3MOXHOCTA BXOAA NOMb30BATENA C APYroN YYETHOW

3anncblo.

PrucyHoK 7.123 — Bxopg nonb3oBatens ¢ Apyron y4eTHON 3anncoblo

=]=]i[=)

IP-kamepa

Monk3osarens: | admin |
O —
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8 PEKOMEHJALIMWX MO OBECNEYEHUIO MHOOPMALIMOHHON
BE3ONMACHOCTA

Maponu v NpowWnBKKN yCTPOKCTBA

[ins noBbiweHna nHGoOpPMaLMOHHON 6e30MacHOCTM BUAEOKAMEPbI HEOOX0AMMO
M3MEHUTb CTaHAAPTHbIM Naponb AoCTyna. Mcnonb3oBaHMeE HAAEXHbIX Maponen
obecrneynBaeT CHUKEHMSA PUCKOB HECAHKLIMOHMPOBAHHOIO JOCTYNa K YCTPOMCTBY.

3meHWTb Naponib MOXKHO B web-uHtepdeiice (Bknaaka «Monb3oBatenn»).

O6HoBNEHME MPOLWMBKHN ncnonb3yerca C LLenbto yaydweHuna
NpoOn3BOAUTENbHOCTY, (YHKUMIA W yaobcTBa paboTbl YCTPOWCTBA, a TaKKe Aans
CHUXEHUA MHPOPMALNOHHOW YA3BMMOCTH.

OGHOBUTL MPOLWIMBKY MOXHO B web-untepdence (7.5.5.7 MoAnNyHKT MeH0

«O6HOBNEHUE cucTeMbl»). CKayaTb thaii NPOLIMBKN MOXHO Ha caiTe bolid.ru.

N3meHenue noptoB HTTP u TCP no ymonyaHuio

M3meHeHue cTaHaapTHbIx nopToB HTTP 1 TCP (BKAtOYEHbI MO YMONYaHMUIO). ITK
nopTbl MOryT ObITb M3MeHeHbl Ha nwbon Habop HomepoB Mmexay 1025-65535.
I3meHeHne HOMepOB MNOPTOB MOMOraer CHU3UTb PUCK HECAaHKUWMOHWPOBAHHOIO

[10CTyNa K yCTPOMCTBY Yepe3 06LIen3BeCTHbIE CTaHAAPTHbIE NMOPThI.

Mcnonb3oBanune HTTPS / SSL

Hactpoiika SSl-ceptudurata ana BkaoveHnsa HTTPS (Bknagka «HTTPS»)
MO3BOMIUT BKIOUYUTb OE30MaCHY0 CBA3b MEXJy BUAEOKAMEPON U KOMMbIOTEPOM MpK

noaknoveHumn Kk Web-unrepdericy.

Ncnonb3oBaHue IP-punbtpa

BrntoyeHne ¢unbtpa |P-agpecoB (Bknagka «bpaHamayap») npepotBpatuT
AOCTYyN K CUCTeMe YCTPOWCTBA BCeX MONb3oBaTtenei, KpomMe nojab3oBaTenen C

yKa3aHHbiMU |P-agpecamu.
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N3meHeHnune naponsa ONVIF

M3meHeHne napona ONVIF (Bknagka «ONVIF nonb3oBaTenb») nomoraer
CHU3UTb PUCK HECAHKUMOHMPOBAHHOIrO [OCTyNna K YCTPOWMCTBY C MNOMOLLbIO

06L1en3BECTHbIX CTAHAAPTHbLIX NAponen.

Heobxoammble nopTbl

MepBbiMn yKasbiBante Te HTTP u TCP nopTbl, KoTopble HeobXOAMMO
Mcnonb3oBaTtbh ANA BAWWUX CeTeBbIXx CoeAMHeHWn. He nepeappecynte Ha YyCTPOMCTBO
OTFPOMHbIV Mana3oH NOPTOB CETEBbIX coeAMHeHMIA. He BHocuTe IP-aapec ycTponcTea B
DMZ cermeHT cetn (DMZ cermeHT coaepuT obU1ea0CTynHble CEPBUCHI U OTAENAET UX OT
yacTHbIX). He 06s3aTenbHO yKasbiBaTb NEPBbIMU KaKMe-nMbo MopThbl AN OTAENbHbIX

Kamep, eC/in BCe OHU NOJKNIYEHbI K BUAEOPErncTpaTopy.

OrpaqueHme no pa60Te nopa rocresbiMn y4€THbiMU 3dNNCAMU

Ecnu cuctema HacTpoeHa ANs HECKONbKMX Mosb3oBaTenei, ybeautecb, 4To
KaX/[bli NONb30BATE/lb MUMEET NMPaBa TONbKO Ha Te KOMMOHEHTbl U (YHKL MK, KOTOPbIE

HeobXxoaUMbI AN BbiNonHeHUs cBoer paboTsl ([ToanyHKT meHio «Monb3oBatenn»).

Mpepocrepexenuns no pyHkunm UPnP

UPnP — 310 Habop ceTeBbIX NPOTOKO/OB /1A YHUBEPCAbHON aBTOMATUYECKOM
HaCTPOMKM CceTeBbIX YycTponcTB. Bknwums UPnP, ceTeBas Buaeokamepa 0Oyaer
noaaepxusatb npotokon UPnP. Ecan cuctema UPnP BKntovyeHa Ha BUAeoKamepe, 10 B
onepaunoHHbix cuctemax Windows 3ta BuaeoKamepa Oy[eT HAXOAWTbCS MOMCKOM B
ceteBom oKpyxeHun Windows. Korga noptel HTTP n TCP nepeaapecytotca BpyYHyto, TO
3Ty hyHKUMIO0 06bIYHO OTKNYatoT. OTKNYeHne UPnP pekomeHayeTcs, Koraa GyHKUmMS
He UCNoMb3yeTCA.

BKAOYUTL UNN OTKAOUUT PYHKLMIO MOXKHO B web-uHTepderice (IToanyHKT MeHio

«UPnP»).
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lpepocrepexenns no nporokony Multicast

Multicast B Buaeocuctemax 0ObIYHO MCMNONb3YETCA AN MHOrOaApPecHoro
obMeHa BMAEONOTOKAMU MeXy BUAeopernctpaTtopamu, BUAEOKamMepamMmn B CETAX U3
MHOIMX BWUJEOKamMep, BUAEOPErnCTPaTopoB, BUAEOCEPBEPOB [/ MOBbIWEHUS
MPOMNYCKHOM CNOCOOHOCTM B CeTW. B HacTosllee BpemMs HET HUKAKMX W3BECTHbIX
npob6nem, CBA3aHHbIX C MHOTOAAPECHOW PacChIIKOW, HO €CIM Bbl HE UCNONb3yeTe 3Ty
(YHKUMIO, OeaKTUBaUWA MOXeT noBbicUTb 6e3zonacHocTb cet ([oANYHKT MeHio

«Multicast»).

I'IpOBepKa CNCTEMHOTO XXypHana

Ecnu Bbl noao3peBaeTe, YTO KTO-TO MOAYYMA HECAHKLUMOHMPOBAHHbIA AOCTYN K
Ballel CMCTeme, Bbl MOXETe MPOBEPUTb CUCTEMHBIN XypHan (Bknaaka «J/l1oKanbHbIN
ypHan»). CUCTEMHbIN XYpPHaN MOKayeT BaMm, Kakue IP-agpeca 6bi1M NCNONb30BaHbI

ONSi BXOAA B CUCTEMY M K YeMy Obi mofyyYeH aocTyn.

BnokupoBaHue HexenaTenbHOro 0CTyNna K yCTPONCTBY

Ans npeaorBpalleHna HexXenatenbHOro 4ocCTtyrna peKomeHayerTca:

— TMOoAKNYaTh BUAEOKAMepPY K nopTy PoE Ha 3aaHel naHenn BugeopernctpaTopa, uto
U30/IMpPYeT BUAEOKAMepPY OT BHELIHeN ceTu;

— MHGMOPMALMOHHO M30IMPOBATh CETb BUAEOPErncTpaTopa M BUAEOKAMEPDI OT CETK
06U1ea0CTYNHOrO KOMMblOTEpa, 3TO NpeAoTBpallaeT NpPOCTOM [JOCTYN APYrux

noJib3oBaTenen K 3Ton CeTu.
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9 NOAKNMOYEHNE BUAEOKAMEPBLI K CEPBUCY «P2P»

Cepeuc P2P (Peer-to-Peer) nossonser ObICTpO M 6e3 CNOMHOW HACTPOWKU

NOAKNIOYMTL K BUgeoobopyaoBaHuio MK nan cmaptdoH.

MoaknioyeHune K cepsucy “P2P” yepes web-untepdenc Bugeokamepoi

MopgkniwodyeHne K cepBucy «P2P» uyepe3 web-uHtepdeiic Buaeokamepbl

paccMmoTpeHo B pasgene Brnagka «P2P».

MoagknioyeHune K cepBucy «P2P» yepes nporpammy «BOLID Vision»

3anyctute nporpammy «BOLID Vision». Ha rnaBHoW CTpaHuLLe OTKpPOWTe pa3aen

«YctponcTear. MiHTepdeiic npeactasneH Huxe (PucyHok 9.1, PUcyHok 9.2).

PaclmMperHbie

=2 B B

TV crena EMAP Tpemom

HacTpoiika

Lo b, f
<4 b, = =5
Tee. cxems Ofxoa Monk3ogarenn 0c

PC-NVR ¥np. TV crexoi onbzosaten  OcHoeHwie

Yerpoiicraa Kowdur yerp-e

PucyHok 9.1 — «[naBHaa» ctpaHuua nporpammbl «BOLID VISION»
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PucyHok 9.2 — Paspen «Yctponctea» nporpammbl «BOLID VISION»

[lo6aBbTe YCTPOMCTBO BPYYHYIO VM BBeAWUTe napameTpbl Buaeokamepsl. [ocne

3anofiHeHns napameTpoB 060pya0BaHNA HaKMmuTe «[106aBUTbY.

MoaknioyeHune k cepsucy «P2P» yepes 10S n Android yctpoucrea

N3 AppStore unu PlayMarket 3arpy3ute 1 ycTaHOBUTE MOOUNBHOE NPUNOKEHNE
«iDMSS» nnn «gDMSS» COOTBETCTBEHHO, 1 3aNyCTUTE €roO.
B meH0 npunoxeHus Bonaute B pasgen «YctpownctBa» (PucyHok 9.3) u

HaXMUTE «+» B NpaBom BepxHem yray (PUcyHOK 9.4).

PucyHok 9.3 — Pasaen «YcTponcTBa» B MOOUABLHOM NPUNOKEHUM
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YerpoicTtea

PucyHok 9.4 — [lobaBneHve yCcTpOMCTBa B MOOUABHOM MPUIOKEHUN

B naHHOM pa3paene BblbepuTe “YCTPOWCTBO, MOAKNOYEHHOE 4Yyepe3 NpPOoBOA”

(PucyHok 9.5) n nepenaute no Bknaaxke «P2P» (PucyHok 9.6).

Hemanim .. CTRoRCTES

PucyHok 9.5 — [lo6aBneHne yCTPOWCTBa, NOJAKIIOYEHHOTO Yepe3 NPOBOJ B MOOUIbHOM
NPUNOXEHUN
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PucyHok 9.6 — [lobaBneHue ycTponcTea no P2P B MobGUILHOM NpUAoKeHNM

Boibepute “S/N” (PucyHok 9.7), HaBeguTe Kamepy Ballero cmaptdoHa u
OTCKaHupynTte 13 web-uHTepderica Buaeokamepbl (PucyHok 7.63) QR-kop (PucyHok

9.8) no6aBnAeMOro ycTponcTea U3 web-uHtepdenca Bugeokamepsi.

Bocnpowm:

PucyHok 9.8 — QR-kop 1o6aBnsemMoro ycTponctea

Ha 3Tom fobaBneHune ycTpoicTBa 3aBepLieHo.
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10 NPOIPAMMHOE OBECNEYEHWUE «ORION VIDEO LITE»

MporpammHoe obGecnedyeHne «Orion Video Lite» npeaHa3HayeHo ans
OpraHuM3auMnm  NIOKaNbHOW  CUCTEMbl  BMAEOHAbOAAEHWA € MCNOMb30BAaHMEM
BUAEOKamep U Buaeopernctpatopos npousBoactea 3A0 HBI «bonup» (PucyHok

10.1).

PucyHok 10.1 - ORION VIDEO Lite: NHTepdelic nporpammoi

«Orion  Video Lite» no3BofAeT  HacTpauBatb  BMAEOKamMepbl U
Buaeoperncrtpatopbl «bonua», ocyw,ectBaATb MPOCMOTP M 3aMUCb TPAHCANPYEMbIX
BMAEOMOTOKOB.  TaKXe  nporpamma  MO3BOJIAET  YNpaBaATb  NOBOPOTHbIMU
BUAeOKaMepamn, W OCYLWeCTBAATbL MNPOCMOTP BMAEONOTOKA C BUAEOKamep,
OCHALL,eHHbIMWU MOTOPU3NPOBAHHbLIM 0O BEKTUBOM UMK 06beKTBOM TUNa «fisheyex.

«Orion Video Lite» no3sonser Bocnpon3BoanTb apxus BugeonoTtoka (PMcyHoK
10.2), 3anuCaHHbIA C MOMOLLbI MpPOrpaMmbl UAM Buaeopeructpatopa «bonuay.
MoaaepxuBatoTca yHKUMM 3KCNOPTa BUAEO M Kaapa M3 apxmBa. ECTb BO3MOKHOCTb

pa3rpaHUYeHuns nNpaB Nonb3oBaTenen.
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e B & e

ORIONVIDEOLite  yumoe sueo Apons i skpan Hacrpoiiin  Butim

PucyHok 10.2 - ORION VIDEO Lite: Bocnon3BeaeHune apxvBea

«Orion Video Lite» umeeT yaoOHbIA COBPEMEHHbIA MNONb30BATENbCKUIA
nHTepdenc.

AKTyanbHyt0 BEPCUID NPOrpaMMbl MOXHO CKayaTtb Ha cante bolid.ru B pasgene:
Mpoaykuusa-BuaeoHabnoaeHue-Mporpammuoe obecnedyeHme-M0 "OpuoH Bugeo Jlant"

(https://bolid.ru/production/cctv/po/orion video lite.html#download).

I'IporpaMMHoe obecnevyeHune ABNAETCA NONHOCTLIO GecnnaTHbIM,
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11 PABOTA CO CTOPOHHUMUW KNNEHTAMMU

RTSP - npuknagHoM NpoOTOKOA YAANEeHHOro ynpaBieHUA MOTOKOM [AaHHbIX C
cepBepa B pexume peanbHOro BpeMeH!.
Jloctyn 4yepe3 cropoHHMe RTSP- KnuMeHTbl oOcylwecTBAfeTCA Npu nomoLu

KomaHabl rtsp://<loginy<password>@«<IP>«¢port>/<x>, rae:

— <login>- nmsa nonb3oBartens;
— <password>- napofb Nofb3oBaTens;
— <IP>- IP Kamepbl;
— «port>- RTSP- nopT (no ymonyaHuto- 554);
— «x>-KomaHpa npodunsa BuaeonoToKa:
— cam/realmonitor?channel=18&subtype=0- 0CHOBHOI NOTOK;

— cam/realmonitor?channel=1&subtype=1- gononHuTenbHbIN.

|_|DI/IMeD BAdpWaHTd NOAKJTKYEHNA K KAHd/1dM 6e3 dBTOpPpKN3dLlMN B CTPOKE:
rtsp://192.168.68.15:554/cam/realmonitor?channel=1&subtype=0
rtsp://192.168.68.15:554/cam/realmonitor?channel=1&subtype=1

HDMMGD BAdpPpWdHTAd NOAKAKYeHNA K KdHaJ1aM C aBTODl/I3aLI.l/IEI7I B CTPOKeEe:
rtsp://admin:password@192.168.68.15:554/cam/realmonitor?channel=1&subtype=0
rtsp://admin:password@192.168.68.15:554/cam/realmonitor?channel=1&subtype=1
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12 PABOTA C YTUNINTOWN «BOLID VIDEOSCAN»

Mporpamma ytmnutel «BOLID VideoScan» BxoaMT B KOMNAEKT MOCTABKU W
NOCTaBNSAETCSA KaK nporpammHoe obecnedyeHne BOLID, 3anncaHHoe Ha KOMNAKT UCK B

KOMIMNeKTe NOCTAaBKN BUAEOKAMEPDI.

BHUMAHWE!

B cnyyae oTCyTCTBMA BO3MOKHOCTM A0CTYNa K Buaeokamepe yepe3 Web-
nHTepdenc, a Takke, eCIM HEM3BECTEH TeKyWw MK IP-agpec nsgenns, MoxHo
NS NOATrOTOBKM K HACcTpoKKe 1 paboTe BUgeOKaMepbl BOCNOAb30BaTbCA
NoMoLLbl cNyXObl noaaepku BOLID ana MHTEpHET CKaYMBaHUA YTUNUTDI
BOLID VideoScan ¢ FTP cepeepa BOLID.

Mporpamma ytunutel «BOLID VideoScan» ucnonb3yetcs ans obHapykeHus
TeKkywero IP-agpeca yctponctea B ceTu, ana uameHeHua |P-agpeca, ynpaneHus
6a30BbIMW HACTPOMKaMK, a TaKKe AiA OOHOBJEHUA NPOrPaMMHON MpPOLINBKY

Bugeoxkameps (PucyHok 12.1).

BHUMAHWE!
Mpu pabote ¢ ytunnutoin BOLID VideoScan ncnonb3yetcs no ymonyaHuio
MmA nonb3oBatena admin, naponb —admin, nopt 37777.

y =

VIDED SCAN

HaiaeHo ycrpoRcrs: 1 e (al| Bee (a2 Q‘ £ 06wosums G Bxoa HacTpoiiu rpynna

Monssosarens | admin

PucyHok 12.1 — Yrunuta «BOLID VideoScan»

BoinonHns 3anyck ytuamtel «BOLID VideoScan», B OTKpbIBLIEMCA OKHe
BM3yaNnbHOro nHTepdenca noanyHkra meHwo “Cetb” nameHute IP-agpec BMaeoKamepbl
1 4TOObl 3aBEPLINTL U3MEHEHME HAKMUTE KHOMKY “CoxpaHuTth”. ba3oBble napameTpsl

ANst U3MeHeHus npuBeaeHbl Hke (PucyHok 12.2).
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PucyHok 12.2 — I3meHeHue IP-agpeca Bnaeokamepbl C NOMOLLbIO Tl/Iﬂl/ITbI «BOLID
VideoScan»
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13 TEXHWHECKOE OBCNYXXUBAHWUE U NPOBEPKA
PABOTOCIMOCOBHOCTH

TeXHMYEeCKoe eXeMecsyHoe U exerogHoe oOCAyXMBaHME BUAEOKAMEPD
NOMIKHO NPOBOAUTLCA 3/1eKTPOMOHTEPaAMMU, MMEI UMM rpynny no
3NeKTpo6e30MacHOCTM He Huke 3. ExerofHble U exemecsiyHble paboTbl No
TEXHUYECKOMY OOCNYXMBAHUIO MPOBOAATCS COMNACHO MPUHATLIX U AEWCTBYIOLMX B
OpraHu3auumn nonb3oBaTeNiss pPernaMmeHToB U HOpM (MpW OTCYTCTBMM B OpraHu3auuu
nonb3oBaTens [AEeWCTBYIOLWMX PErnameHToB U HOpM AN paboT TexXHWYEeCKoro
obcnyxunBaHnsa, HeobxoaMMo NpuBnedYb HeobOXOoAVMble Afif 3TOr0 OPraHM3auui U
CrMeunanncToB, UMeLNX NpaBo, KBAaNUPUKALUIO U YCNOBUA ANA 3TOT0), U B TOM Yncie

MOTYT BKNOYATb:

— npoBepKy paboTocnocobHOCTU U3AENUs, COTNACHO UHCTPYKLUKN MO MOHTAXY;

— TNPOBEPKY LLeNIOCTHOCTM KOopnyca BUeOoKamepbl, LenoCTHOCTb M30asauumn Kabens,
HaEXHOCTN KpenneHU, KOHTAKTHbIX COeAUHEHUN;

— OYMCTKY KOprnyca BUAeOKaMepbl OT MblAn 1 rpa3n (0YNCTKA MOBEPXHOCTU 0O6BbEKTMBA
BU/IEOKAMepPbl MPOU3BOAUTCA TONbKO C COOMOAeHNEM TpeOOBaHUIA K YCNOBUAM U
nomeuleHuno, paboTam, aTTeCTOBAaHHbIX Ha KNACC YMCTOThl U NpeAHa3HauYeHHbIX A
COOPOYHO-TEXHNYECKMX, PEMOHTHbIX PAb0T C ONTUYECKUMU YCTPONCTBAMM);

— Npu HeobXOAMMOCTU, KOPPEKTUPOBKY OpUEHTaLUM HanpasieHusa Buaeoob30pa
BUEOKaMepbI;

— TeCcTMpoBaHUe KabenbHbIX TMHUIA CBA3U U INEKTPONUTAHWS;

— OYUCTKY U  AHTUKOPPO3WUMHYH 00pPaboTKY 3NEKTPOKOHTAKTOB KabenbHOro
NOAKNIOYEHNA BULEOKAMEPDI;

— 0O6HOBJ/IeHVE NPOLINBKYM BuaeoKamepbl (Npn He0bXo0ANMOCTH).
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TexHnyeckoe obCnyKUBaHNE AOMKHO MCKAOYATb BO3MOMHOCTb 00pa3oBaHuUs
KOHJeHcaTa Ha KOHTAKTax Mo 3aBeplleHnio U B xofe paboT TexHUMYecKoro
obcnyuBaHus.

MpoBepka paboTOCNOCOOHOCTM  3aKAYaeTcas B BU3yasbHOM  OLEHKE
BUAE0M300paxkeHns, oTobpaxaemMoro Ha MOHUTOPE U ero COOTBETCTBUA HACTPOEHHbIM
napametpam. M3pgenue, He npoulefliee npoBepKy paboTocnocobHOCTU, cYMTaeTcs

HencnpaBHbIM.
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14 BO3MOXHbIE HEMCITPABHOCTH N CNNOCOBbbI UX
YCTPAHEHUA

BHNMAHWE!
[pu 3aTpyaHEHUSAX, BO3HUKAILWMX NPU HACTPOMKe U 3KCMAyaTauum nsgenus,

a peKomeHayetcs obpaluatbCs B TexnoanepiKy BOLID:
Ten. (495) 775-71-55 (MHorokaHanbHbIN); e-mail support@bolid.ru.

I'Iepequb HeMCﬂpaBHOCTeIz M cnocobbl nx YyCTpaHeHnA npeacrtaBaeHbl HUKE

(Tabnuua 14.1).

Tabnuua 14.1 — MNepeyeHb HEMCNPABHOCTEN U CNOCOOBI MX YCTPAHEHUA

HEMCNPABHOCTb Cnocobbl YCTPAHEHUA HEMCMPABHOCTU

— [lpoBepbTe NAMHUIO INEKTPONUTAHUA TECTEPOM;

— [lpoBepbTe NMHUIO NepeAayn AaHHbIX TECTEPOM;

— [lpn nomowWwM KomaHAabl ping NpoBepbTe Hannyue

HeT curuana coeinHeHuA ¢ Buaeokamepoin (Tabnuua 7.15);

— Y6eautecb B UCMPABHOCTU  BUJEOKAMEPHI,
NOAKNIOUYMBLINCL K web-uHTepdeicy (cm. pasaen

7 WEB-uHTepdetic).

— Wcnonb3ya  ytuauty  Bolid  VideoScan  u3

KOMMAeKTa NoCTaBKM, NpoCKaHUpymnTe
IP-agpec  HeusBecTeH  uAU NoKanbHyto ceTb. M3ameHute IP-agpec cpeacTBamu
n3meHeH DHCP o
Bolid VideoScan B cooTBeTCTBMM C NapameTpamu

JIOKanbHOW CeTw.
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HENCNPABHOCTb

CnocCoBbl YCTPAHEHUA HEMCITPABHOCTU

OTcyTCcTBYET M300OpaXKeHne Npu
BK/IlO4YEeHHOM web-nHTepdence
BOLID IP-kamepa

Beect B aapecHow cTpoke 6paysepa Internet
Explorer npaBunbHbii IP-agpec noakntovaemom
BUAEOKamepbl.

Ounctutb K3 H6paysepa u nepeycrtaHoButb Web-

nnarunH.

He pa6otaeT web-uHtepdeliic

Mcnonb3ynte 6paysep Internet Explorer;

Ybeautech, YTo BUEOKaMepa HaxoauUTCs B BaLlen
noacetn, B npasuabHOoCTM BBoAa IP-agpeca,
MacKu  noaceTm U

nopta web-cTtpaHuubl

BMAEOKamMepbl.

[lnoxoe Ka4vyecTBO
n306paxeHus, Hannyue
nedeKToB n3obpaxeHus

[poBepbTe HACTPOWKU MapameTpoB Buaeo (cm.
7.5.1.2 MoanyHKT MeHI0 «Buaeo»);
[poBepbTe

HaCTPOMKM napameTpoB

n3obpameHus (cm. 7.5.1.1 TlOANYHKT MeHI0
«M3006paxeHne»);
Ybeautecb B OTCYTCTBMM BHELIHUX 3arpsA3HEHUNn

Ha 3alMTHOM CTEKNE BNAEOKAaMepPbI.

N306paxeHune CINLIKOM
TEMHOE UN CIULLIKOM CBETNoe

MpoBepbTe HACTPOWKM NapPameTpoB M300pameHus
(cm. 7.5.1.1 TMoanyHKT MeHto «M306paxeHne»).

Mpobnembl Bxoga B web
nuTepdeic, nponajaxHue
BUEOKAMEpPbI W3 JIOKANbHOW
cetu

KoHdnukt IP-agpecoB. cknounte BUAeOKamepy m3
NOKaNnbHOM CETU N U3MEHUTE CETEBbIE HACTPOMKMN.
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HEMCNPABHOCTb CNoCcoBbl YCTPAHEHWUSA HEUCITPABHOCTU
[poBepbTe  Hactpoukn DNS wm  wnio3a
BMAEOKAMEPbI;
[poBepbTe  NPaBUABHOCTb  MMEHWU  YYETHOW
3anucu, e-mail, NpaBMNbHOCTL NApPoONA ANA BXOAA
He paboTtaeT OTNpaBKa

coobueHunn no E-mail

Ha NOYTOBbIN CepBep, NOPThbl CEPBEPA;
MpoBepbTe HACTPOWKN BUAEOCOOLITUI;
[lpoBepbTe MCNPABHOCTL Mapuwpytusatopa W

paboTy NOpTOB MapLipyTn3artopa.

=Y=]u[=)
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15 PEMOHT

[pn BbIABNEHUN HEUCNPABHOIO U3AENUA €ro HYXXHO HanpaBWUTb B PEMOHT MO
agpecy npeanpuAtua — marotosutend. [pn HanpaBAeHUN U3LENUA B PEMOHT K HEMY
06a3aTeNbHO AOMKEH ObITb MPUAOXKEH aKT C ONMCAHMEM: BO3MOXHON HEUCNPABHOCTH,
CEeTeBOI HACTPOWKK Buaeokamepsl (IP-agpec, macka noacetu, LWat3), NOrMH U Naposb.

Peknamaunun HanpasaATb NO agpecy:
3A0 HBI «bonua», 141070, MockoBckas obnactb, r. Koponés, yn. NMuoHepckas, a. 4.
Ten./daxc: (495) 775-71-55 (MHOTOKaHanbHbIN), http://bolid.ru
E-mail: info@bolid.ru.
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16 MAPKNPOBKA

Ha n3genvax HaHeceHa MapKMpOBKa C yKazaHMeM HauMeHOBaHuUA, 3aBOJICKOro
HOMepa, MecAua M roja WX W3roTOB/EHMS B COOTBETCTBMM C TpebOBaHMAMM,
npegycmorperHHbimn  [OCT P 51558-2014. MapKuMpoBKa HaHeceHa Ha NMLEeBOW
(nocTynHow ans ocMoTpa 6e3 nepemelleHUst COCTaBHOW YacTu U3JeNuns) CTOPOHE.

MapkupoBsKa COCTaBHbIX yacren nsgenus nocne XpaHeHus,
TPAHCMOPTUPOBAHMA U BO BPEMA 3KCNyatauum He OCbINAETCA, He pacnibiBaercs, He

BblL,BETAET.
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17 YIIAKOBKA

YnaKkoBKa MPO4YHaA U obecneymBaer 3alnuty ot nospem,quMPl npun nepeBo3Ke,
nepeHoCKe, a TaKxe oT BO3/1eNCTBUA Opr)KHPOU.LEVI cpeabl N NO3BONIAET OCYLWECTBNATb
XpaHeHne unspenna B 3aKPbITbIX NOMELWEeHNAX, B TOM 4YUCNhe WU HeOTAN/IMBAEMbIX, d

TaK¥e CHabXeHa 3KCnayaTaLMoOHHOW JOKYMeHTaLNEN.
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18 XPAHEHWUE

XpaHeHne u3fenus B NOTPeOUTENbCKOM Tape [O/KHO COOTBETCTBOBATh
ycnosuam xpaHeHusa 1 no NOCT 15150-69. CpefHuiA CPOK COXpPaHAEMOCTU U3AENUA B
oTanjnBaemMblX MOMeLLeHNAX He MeHee 5 fneT, B HeoTaninBaembiX MNOMeLeHUAX He
MeHee 2 ner.

B nomelieHMAX Afs XPaHEHMs He [OMKHO OblTb NAapoOB KUCMOT, LienoYen,
arpecCMBHbIX ra30B U APYrMx BpeaHblX NpUMeCeNn, Bbi3biBAOLINX KOPPO3MID. XpaHeHMe
NU3nenMa [OOMKHO OCYWeCcTBAATLCA B YNAaKOBKe MNpeAnpuATUA-U3roTOBUTENA Npwu
TemnepaTtype OKpyxkatwllero Bo3ayxa oT 274 po 323 K (ot +1 po +50°C) wu

OTHOCUTENIbHOM BAAXHOCTN A0 80%.
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19 TPAHCINOPTUPOBAHUE

TpaHCNOPTMPOBAHME BbINOAHATL TOJIbKO B YNaKOBAaHHOM BUe — B UCMPABHOM
3aBO/ACKOM YMNaKOBKe KOMM/EKTa MOCTaBKM WAM B CheuuanbHo npuobpeTeHHON
notpebutenem ynakoBke [Ans TPaHCNOPTMPOBaHWA, obecneymBatolWen COXPAHHOCTb
BUEOKaMepbl NpU ee TPaHCNOPTUPOBAHMUW. TPAHCMOPTUPOBAHUE YMNAKOBAHHbIX
U34ENNIA LOMKHO NPOU3BOANTLCS NOOLIM BMAOM TPAHCNOPTA B KPbITbIX TPAHCMOPTHBIX
cpeacTBax, 6e3 paspylleHus usgenns u 6e3 M3MeHeHUs BHelHero Buaa usaenus. Mpu
TPaHCNOPTMPOBAHMM U3aenne N0MKHO obeperatbCa OT yaapoB, TONYKOB, BO3/ENCTBUA
B/lark M arpecCMBHbIX NApoB W ra3oBs, Bbi3bIBAKOWMX KOPPO3MI0. TpaHCMOPTUPOBaHUE
U3aenua [OMKHO OCYLLeCTBAATLCA B YNAaKOBKE NPeAnpusTUA-U3roTOBUTENA Mpu

TemnepaTtype oKpyxatouiero Bo3ayxa ot 223 g0 323 K (o1 -50 ao +50°C).
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20 YTUIN3ALNA

N3penve He npepctaBnser ONAcHOCTU [AAA KWU3HW, 3A0POBbA NOAEN U
OKpYKatollen cpeapl B TeyeHre CPoKa Cnyxbbl U nocne ero okoHYyaHus. CneumanbHble
mepbl 6e30nacHOCTM Npu yTUAM3aLuKM He TpebyioTca. YTUAM3auuilo yCTponcTea
npuobpeTaTenb YCTPOWCTBA BbINOMHAET CAMOCTOATENIbHO COMMACHO roCyapCTBEHHbIX
npasun (pernameHTa, HOpPM) CAauyM B Mycopocbop Ha yTUNM3auuio, BbINONHEHUE
YyTUNN3aL MK ObITOBOW 3NEKTPOHHO TEXHUKK, BUE0-U (DOTO- 3NEKTPOHHOMN TEXHUKN,

CojepXaHue AparoleHHbIX maTepuanoB: He TpebyeT yyéTa Npu XpaHeHuw,
cnucaHum u ytunmsaumm (n. 1.2 TOCT 2.608-78).

CojepX¥aHue LUBETHbIX MeTanNoB: He TpebyeT y4yéTa nNpu CNUCAHUN W©

AanbHenwen yTMAn3aLumnmy n3aenus.
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21 TAPAHTUU N3TOTOBUTENA

[apaHTUIHBIA CPOK 3KCMAyaTaLUN — 36 MecsLeB C AaTbl NpUodpeTeHNns.
Mpn OTCYTCTBMM [OKYMEHTa, MoOATBepXkAaloulero ¢axkt npuobperteHus,

FapaHTMﬁHbIVI CPOK ncHymncndaetTca ot Aatbl npon3BoAcCcTBd.
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22 CBEAEHUA O CEPTUOUKALINN

3pnenve cooTBeTcTBYeT TpeboBaHMAM TexHUYecKoro pernameHta TP TC
020/2011 wn TP EA3C 037/2016. Vmeer ceptudmkar cootsetctBua N2 RU C-
RU.ME61.B.01627 n geknapaumto o cootetctum N2 RU J1-RU.PA01.B.67503/20.
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23 CBEAEHWA O NPUEMKE

N3penne, ceteBasa Buaeokamepa «VCI-122» AUAP.202119.041, npuHATO B
COOTBETCTBUM C 00OsA3aTenbHbIMM TPeOOBAHUAMMU TFOCYAAPCTBEHHbIX CTAaHAAPTOB U
AENCTBYIOLLEN TEXHUYECKON AOKYMEHTauMn, NpM3HaHO rogHbim K akcnayatayum 3A0
HBIM «bonnpay. 3aBoacKom Homep, MecAL, U rof BbiMyCKa YKa3aHbl HA Kopnyce nsgenus,

ToBapHbIV 3HaK BOLID o603Ha4yeH Ha Koprnyce 1 ynaKoBKe.
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[MEPEYEHb TEPMWUHOB U COKPALLEHMN

1,3 Mn CraHpapT BugeocurHana c paspeleHnem 1280x1024 nukcenen

1080p CraHpapT BngeocurHana c paspeweHnem 1920x1080 nukcenen

720p CraHpapT BuaeocurHana ¢ paspeteHunem 720x1080 nukcenen

802.1x CraHpapt, wWCNonb3yembld AnAa  ayTeHTMdMKauMm U1 aBTOpM3aLLUK

) Nonb30BaTenen B CETU Nepefayn JaHHbIX.

AAC Advanced Audio Coding — PacwunpeHHoe ayano KoanpoBaHue

ARP Address Resolution Protocol - [lpoTokon onpeaenexnnsa agpeca

ATW Auto Tracking White Balance - ABTomaTv4yeckas KomneHcauua 6OanaHca
6enoro

Base-T CtaHpapT Ethernet ana nepefaun JaHHbIX 6€3 MoAYNALMM MO BUTOM Nape

Boniour CeteBoii  npotokon  Apple, obecneunBaounUiAi  aBTOMATUYECKOE

J obHapyxeHune cepBucos (cnyx6) n yctponcts B IP-ceTu.

BLC Back Light Compensation — KomneHcauua 3aaHei 3aCBETKM

BNC Bayonet Neill Concelman connector — Pasbem BNC. Haubonee uvacto
MCNONb3YeMblii TEPMUHAN A1 NOJAKAYEHUS KOAKCManbHOro Kabens

CBR Constant Bit Rate — MocToAHHbIN BUTPENT
Closed Circuit Television — 3amKkHyTOe TeneBujeHue. TeneBM3MOHHAA

CCTv cuctema, npefHasHavyeHHas Ana nepefaydn CuUrHana OrpaHUYeHHOMy
KOMIMYeCTBY NOMb30BaTeNnen.
Common Gateway Interface — O6wwuin uHTepdeic wnw3a. CraHaapt

Cal UHTepdenca, MCNONb3yemMoro /Aia CBA3M BHelWHed Nporpammbl C Beb-
CepBepPOM.
Common Interchange Format - O6uweynotTpebutenbHbln  Gopmart

CIF uMdPOBLIX M300paXeHWNn MNUKCENbHbIM pa3peweHnem 352x288 nnbo
352x240

CLNS Connection Less Network Protocol — BeCKOHTaKTHbIA ceTeBOW MPOTOKON

nepeaayn AaHHbIX
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Complementary metal oxide semiconductor — CMOS. KomnnemeHtapHas

CMOS CTPYKTYpa  MeTanf-oKCUA-NoaynpoBOAHUK. TexHonorna npou3BOACTBA
MoiyNPOBOAHWUKOBbIX 3/1EMEHTOB, B TOM YNCNE CEHCOPOB.
D1 CraHpapT BngeocurHana c paspelweHnem 720x576 nukcenemn
DC Direct Current — [10CTOSIHHbIV TOK
Dynamic DNS - [uHamnyeckmn DNS. TexHonorma, no3ssonstolLas
DDNS nHdopmaumm Ha DNS-cepBepe 0OHOBNATHCA B peanbHOM BPEMEHMU,
MPUMEHSAWAACA ANA Ha3HAYeHWA NOCTOAHHOINO AOMEHHOr0 WUMEHU
YyCTPOMNCTBY C AMHamu4eckum IP-agpecom.
Dynamic Host Configuration Protocol - [lpoTtokon pauMHamuyeckoro
DHCP KoH(purypuposaHue xocta. ObecneyvBaer nonyyeHne  CETeBbIMU
ycTponcTBamu |IP-aapecoB oT cepBepa B 10KanbHOWN CETH.
[poToKON ynpaBneHus PTZ-kamepamu yepe3 nocsiefoBaTeNbHbIN
DH-SD .
nHTepdenc RS-485.
DNS Domain Name System — Cuctema [JOMEHHbIX UMEH. Tabnuua nepesBoja
UHTEepHeT UMEH B IP-agpeca.
Digital Noise Reduction — UndpoBoe noaaBneHue wwymoB. TexHonorua
DNR NoflaBNeHUs LWYMOB B M300paxeHWW, BO3HUKAWLUX NPU HEAOCTAaTOUYHOM
OCBEeLW EHHOCTN.
Digital Wide Dynamic Range — lIporpaMMHO-paclUMpPeHHbIA AMHAMMNYECKII
DWDR AMaAna3oH. [porpammHo-peann3oBaHHasn YHKUNSA paclmpeHuns
ANHAMMUYECKOro Avana3oHa MaTpuubl  An8  KOMMNeHcauum (POoHOBOM
3aCBETKU U300pameHus.
JlokanbHas ceTb, MWCNoAb3yemas JAfiA  MNOAKNOYEeHUs Mexay cobol
KOMMbIOTEPOB, MNPUHTEPOB, PaboymMx CTaHUWA, TEPMWUHANOB U T.N. B
Ethernet | HacToslwee Bpema peanusyeTca Ha 0Oase Kabenenm Tnna «BuUTas napar.
CKOPOCTb Nepeayn CMrHana cocTaBAseT OT J€CATKOB O TbiCAY Meradbur B
CEKYHay.
FPS Frames per Second — KagpoB B cekyHay. KonnyectBo CMeHsIEMbIX KaapoB B
BUE0N300paXKeHUN 33 eAUHNLY BPEMEHU
FTP File Transfer Protocol — NMpoTokon nepeaaumn dhannos
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G.711A/ | CraHaapT ayaAvoOKOAMPOBaHMA 6e3 KOMNPeccMm Co CKOpPOCTbo nepeaayu
G.711M | paHHbIX 64 Kb/C
u
CraHpapT ayAMoKoANMPOBAHMA CO CKOPOCTLIO Nepeaayun AaHHbIX 48, 56 1 64
G.722
K6/c
G.726 CTaHgapT Komnpeccun u ayaMoOKOAMPOBAHMA CO CKOPOCTbIO MNepeaayun
' NaHHbIX 16, 24, 32 K6/C
G.729 Y3KONOMOCHbIN CTaHAAPT AAA T[ONOCOBOWM MepedavyM KOAMPOBAHUA C
) avanasoHom ot 300 10 3400 I, CKOPOCTbIO AaHHbIX 8 KOUT/C
GOP Group of Pictures — 'pynna KagpoB. YnopsagoYeHHas Lenoyvka cnegyoLumnx
APYT 33 1pyrom n306paxeHuin B KOANPOBAHHOM BUEOMNOTOKE.
H.264/ High Efficiency Video Compression — CtaHgapT cxKatua BMaeocMrHana
H.264H/
H.264B
High Efficiency Video Compression — CraHaapT CXatma BUAEOCUrHana,
H.265 apnawowninca passutnem H.264 1 npumeHswowmnin 6onee 3hheKTUBHbIE
MeTOAbl KOMNpeCccuun
HLC High Light Compensation — KomneHcaunsa ApKon 3aCBeTKK
HTTP HyperText Transfer Protocol - [lpoToKon nepegayn ruMnepTeKCTOBbIX
NOKYMEHTOB
DDP Distributed Data Protocol — poTokon pacnpefeneHHbIX AaHHbIX
HyperText Transfer Protocol Secure — PaclumpeHne npoTOKON nepeaayun
HTTPS rMNEPTEKCTOBbIX [AOKYMEHTOB AN NOAAEPHKKM WUhPOBAHMA B LENAX
noBsbileHnsa 6e3onacHoCTH
Internet Control Message Protocol — MpoTOKON MeceTeBbIX yNPaBAAoLLNX
ICMP coobluieHnn. Mcnonb3ayetcs ana nepepayn coobuieHMin o6 olumbKax u
OPYIMX UCKNHOYNUTENbHBIX CUTYaUMAX, BO3HMKLUMX NPpY Nepeaaye AaHHbIX.
ICR Infrared Cut Removeable - MexaHuyeckn casuraemoin WK-cbunbtp,
PacnofioKeHHbIN Nepea MaTpuu,en BUAeOKamepsl.
ID Identifier — \geHTndunKaTop
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Internet Group Management Protocol — [poTokon ynpasieHus rpynnoBon

IGMP -
nepeaayven AaHHbIX B CETAX, OCHOBAHHbIX HA NpoToKone IP.

K10 CTeneHb 3aWUTbl 3NEKTPUYECKOro 00opyaoBaHuA, obecrneynBaemas
000/104KON, 3aUINLLAIOLLEN OT BHELIHNX MeXaHU4YecKnx yaapos 1o 20 [Ix
Internet Protocol — MexceteBon NpoTOKON.

IP IP-agpec — YHWKaNbHbIN  YNCNOBOM  MAEHTU(HUKATOP KOHKPETHOTO
yCTPONCTBA B COCTaBe NOKa/NIbHOWN CETU

IP  Filter | ®yHKUMA ynpaBneHNA AOCTYNOM K CETEBOWN BUEOKamepe C onpeaeneHHbIx

P IP/MAC-aapecoB NoKanbHOM CeTu

bunbtp

IPV4 Internet Protocol version 4 — 4yeTBEpTaA BepcCMA WMHTEPHET MPOTOKONA.
LLInpoko ncnonb3yembint Tun IP-agpeca, coctoawui us 4 6ant (32 6ur).

IPV6 Internet Protocol version 6 — wiectas BepcuA UHTEPHET NpoToKona. Hoeas
cucTema agpecaummn, B KOTOpon agpec coctout uz 16 b (128 6ur).
International Protection — MexayHapoaHbi Koa 3awmntbl. CTeneHb 3aWmnTbl
3NIEeKTPUYECKOrO obopyaoBaHus, obecneynsaemas 0060104YKOMN,

IP66 3awuLatolLLen ot Bo3aencTeus noiin (6) v Boabl (6). 3aLiuLLeHO OT CUMbHbIX
BOJAHbIX CTPYW. Boaa, Hanpaensaemas Ha 000/104KY B BUJEe CUNTbHbIX CTPYWA C
nto6b0oro HanpasBAeHUs, He JOMIKHA OKa3blBaTb BPEAHOI0 BO3eCTBUS.
Internetwork packet exchange — MexceteBoi o6meH naketamu. [poTokon

[PX ceteBoro yposHa mogenn OS| B cteke npotokonos SPX, npeaHasHa4veH gns
nepeaayn aatarpamm.

Infrared — WK, nHdpakpacHble ayyn. YacTb CneKTpa 3M1EeKTPOMArHUTHbIX

IR BOJIH, MPUMbIKalOLWaa K BUAMMOMY CBETYy CO CTOPOHbl KPacHOro LBeTa.
YenoBeyecknm 3peHnem He BOCMPUHUMAETCA, OHAKO
MONYyNpPOBOAHMKOBbIM CEHCOPAM 3TOT ANana3oH BUAEH.

MAC/ Media Access Control — YHMKanbHbln naeHTMdUKATOP, NpMCBAMBaEMbIN

MAC- ceTeBbIM ajantepam. MWrpaetr ponb (U3MYECKOro agpeca CeTeBOro

agpec aganrtepa.

MJPEG Motion JPEG - CraHgapT CXaTua BuaeocurHana (NOKaapoOBbIA METOA

BUAEO0CKATUA)
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MPEG2- CTaHpapT ayaAnoKoanpoBaHuMA
L2
Multicas | Nepepgaya nakeToB C OJHOrO y3na CeTM Ha cneyuduyeckyro rpynny IP-
t aipecoB, NpUHAANeXaLW X pa3HbiM NoayYaTeam 4aHHbIX.
Network Time Protocol — CeTeBOM MPOTOKOA CUHXPOHM3ALUN BPEMEHW.
NTP CTaHaapT CUHXPOHM3AUUW  CUCTEMHbLIX 4aCOB CeTeBbIX YCTPOWCTB,
MCNONb3YIOWNX NAKETHYIO Nepeaayy AaHHbIX.
Open Network Video Interface Forum — OTtkpbiTbin Popym [MpoTokonos
CeteBoro BewaHua. OtpacneBasd  MeXayHapogHasa  opraHu3sauus,
pa3pabaTtbiBaemas CTaHAapPTU30BaHHbIE NMPOTOKOMbLI AN B3aUMOJENCTBUSA
ONVIF pa3nnMyHoro o0bopynoBaHus n MPOrpammMmHbIX cpencTs.
CraHpapt ONVIF — oTpacneBow CcTaHaapT, ONpeaenAwlnin NpPOTOKObI
B3aUMO/IENCTBMA ceTeBoro obopygoBaHus (ceTeBble  BUAEOKaMepHl,
BUEOperncTpaTopbl U Ap.), obecneynBaoLinin COBMECTUMOCTb.
OSD- On Screen Display menu — 3KpaHHOe MeHl0, oTobpaxaemoe MoBepX
MEHI0 OCHOBHOTO 1306paxeHuns, NOCTYNatLLero ¢ BUAEOKaMepbl
PCM Pulse Code Modulation - WmnynbcHO KopoBaa  MOAyAALUA.
Mpeobpa3oBaHue aHaNOroBOro cMrHana B uudposyto hopmy.
Pelco- [lpoToKon ynpaBneHus PTZ-kamepamu Yyepes nocsiefoBaTeNbHbIN
P/D nutepdenc RS-485.
Power over Ethernet - crtanpgaptel IEEE 802.3af, IEEE 802.3at,
PoE no3BonfAwlMe nepeaaBatb No cetn Ethernet He TONbKO AaHHble, HO W”
3NEKTPUYECKUN TOK
Peer-to-Peer — TexHonorma nepegayv BUAEOAAHHbLIX MO WHTEPHETY
P2P (ynaneHHoe BWAEOHAONOAEHME), OCHOBAHHAA Ha  MAEHTUDUKALMK
BUE€OKaMepbl Ha yaNeHHOM CepBepe No ee yHuKanbHomy Homepy (UID).
PPPOE Point-to-point protocol over Ethernet — lpoTokon mexToyeyHon nepeaaydn
NaHHbIX Yepes Ethernet
Physical Security Interoperability Alliance — AnbsfiHC 32 COBMECTMMOCTb
cuctem  dmsndeckon 6HesonacHoctn. CraHaapt PSIA - oTpacneBoi
PSIA CTaHaapT, onpegenswWmMA  NPOTOKOAbI  B3aMMOAENCTBMA  CETEBOTO

obopynoBaHusa (ceTeBble BUAEOKAMepPbl, BWAEOPErucTpatopbl W ap.),
obecneynBaloLLnN COBMECTUMOCTb.
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Pan Tilt Zoom - [laHopamupoBaHne, HAKNOH, ONTUYECKOE YBeAMYeHWue.

PTZ
PTZ-Buaeokamepa — NoBOPOTHAs BUeOKaMepa C 3yM-00beKTUBOM.

Q05 Quality of Service - KauectBo ob6cnyxuaHua. Habop TexHonorui,
obecneynBaloLMX NPUOPUTETHOE MCNONb30BAHME KaHana CBA3N.

Quick- Mneviep ana BOCNPOM3BEAEHNA MYNbTUMEANNHbBIX (DANNOB

Time

RJ)-45 Pa3bem cTtaHpaapTta Registered Jack

ROI Region of interest — O6nacTtb MHTEpeca
Recommended Standard 485 - PeKomeHayembii cTaHgapt 485.

RS-485 NuTepdenc (Habop pasbemoB, Kabenen) ans nocnegoBaTenbHOM Nnepefaymn
AaHHbIX.

RTP Real Time Transport Protocol — [lpoTOKON TpaHCNOPTUPOBKU AAHHbIX
(BM1€0NOTOKOB) B peasbHOM BPEMEHMU.
Real Time Streaming Protocol- [ToTOKOBbIM NPOTOKON pPeanbHOro BpeMEHM.

RTSP CraHpapT ynpaeasaLLero NpoToKkona, onpeaenatolWmnn oTnpaBKy, npuem u
yrnpaBneHne NOTOKamMuM AaHHbIX PeaNbHOro BPpEMEHMN.

SMTP Simple Mail Transfer Protocol — [pocToi NpoTOKON NepechbiNKy NOYThI
Simple Network Management Protocol - T[lpocToii NpOTOKON CETeBOro

SNMP ynpaBneHnsa. CemencrBo CTaHAAPTOB, ONpeaenAalInX NnpaBuia n ycnoBus
noctyna K cetsim TCP/IP gna ynpasneHus paboTol y3/10B CEeTU.
Secure Shell — be3onacHasa o6onoyka. CeTeBON MPOTOKON MPUKAALHOTO
YpOBHS, MO3BOALLNN MPou3BOAUTL  yAaANéHHoe  ynpaB/eHue

SSH OonepaLnoHHON cucTemon 1 TyHHennpoBaHue TCP-coeanmHenunin. MNo3sonser
6e3onacHo nepefaBaTb B He3alWWIEHHON cpefle MPAKTUYECKU NoOOoi
APYron ceTeBon NPOTOKOJI.
Secure Sockets Layer — YpoBeHb 3alWWEHHbIX COKeTOB. [lpOTOKON

SSL wudpoBaHNA JaHHbIX, obecrnedymBaOWMn 0e30NaCHOCTb CBA3U MNpW
nepeaaye AaHHbIX.

STP Spanning Tree Protocol — [poToOKON NOKpbIBatOLWLEro AepeBa, KaHanbHbIN

MNPOTOKON
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Scalable Video Coding - MacwTtabupyemoe BUAEOKOANPOBAHME.
SVC TexHonorma no3BOfiAeT nepejasatb B OAHOM [MOTOKe HECKONbKO
NMOAMOTOKOB BMAEO PAa3NMYHOro KayecTsa.
Transmission Control Protocol / Internet Protocol — lpoTokon ynpasneHus
TCP/IP nepegavyen | MexceteBon npoTokon. CemencTBO  NMPOTOKONOB,
onpegensiolMx oblMe npaBuna W yCnoBua nepefaynm AaHHbIX MO
NOKaNbHbIM CETAM U CETU UHTEPHET.
Transport Layer Security — be3onacHOCTb TPaHCNOPTHOrO YPOBHA.
TLS [poToKon obecneynBaeT 3aWNLLEHHYIO Nepeaady AaHHbIX MEXay y3namu B
cetn NHtepHer.
User Datagram Protocol — [lonb3oBaTensCKU NPOTOKON nepeaayu.
UDP [poTOKON nepefayn JAaHHbiX, He Tpebywuwuin NoATBEpPXAEHUA Npuema
NaKeToB.
UPNP Habop ceTeBbIX NPOTOKONOB [1S YHUBEPCANbHOM aABTOMATUYECKOM
HaCTPOMKWN CETEBbIX YCTPOWCTB
URL Uniform Resource Locator — YHuduuMpoBaHHbIN yKaszaTenb pecypca
VBR Variable Bit Rate — MepemeHHbI bUTpenT
VLC CBOOOAHLIA  MeaManpourpbiBaTenb,  MOAAEPHUBAWWMNUA  pPa3NUYHbIe
hopmatbl BOCNPOU3BEAEHNA.
Wide Dynamic Range - PacCliMpeHHbIA AWUHAMUYECKMA [OMANA30H.
WDR AnnapaTHo-peann3oBaHHasa  (QYHKUMA  pacWMPEHna  LUHAMUYECKOro
Avana3oHa MaTpuLbl 418 KoMneHcauun OHOBOW 3aCBETKU U300paXKeHUs.
NK/WK- Cm. IR
noacset
Ka
NK- MexaHunyeckun casuraemblii K-punbTp, pacnonoxeHHbIn nepes MaTpuLLen
hunbTp BUEOKaMepbl 15 peannsauum pexuma «/JeHb/Houb»
NM NHCTpYKUMA NO MOHTAXy
JIBC JloKanbHas BblYUCAUTENbHASA CETb
0C OnepaunoHHas cuctema
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MK [lepCoHanbHbIM KOMMNbIOTEP

Ocobblin cBOA NpaBui, NpoLeayp W ycnoBui, onpeaenswounx bopmart u
MpOTOKO | BPEMEHHY CTPYKTYpY nepeaayu AaHHbIX Mexay YCTponcTBamu. Takke B
n NpOTOKONax onpefensercs pa3dbuBKa AaHHbIX HA MaKeTbl, AENCTBUA MNpW
owmnbKax 1 npouesypbl KOHTPOAA COCTOSHUS IMHUKN Nepefaymn JaHHbIX.

Mnc MNacnopt

P32 PyKoBOACTBO MO 3KCMAyataymm
LI LleHTpanbHbIM NpoLueccop

Y/b YepHo/benbiin
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