AA-11

AA-11

Exported on 09/27/2021



AA-11 - AA-11

Table of Contents

1.1

2.1
2.2

3.1
3.2
3.3
3.4
3.5
3.6

4.1

4.2
421
4.3
43.1
432
433
4.4
4.4.1
4.42
443
4.44
4.5
45.1
4.6
4.6.1
4.6.2

OMUCAHNE YCTPOMCTBA ..uveeuvereeieeeieereeteeeesseessesssesseessesssessessesssessesssessesssesssenns 6
BHELUHUIM BULL.......ocveereerierreiteeeeeteereeteereeseeseeseesseeseessesseessesssessesssensesssessesssesessseseessessesssenses 6
TexHnyeckmne XAPAKTEPUCTUKN ...cueniiniiiiiiiiiiiiiiicicnn i se e e eaes 7
OBLNE XAPAKTEPUICTUIKI. ..ottt sttt ssre e sree s e sve e saaessve e ssaaeesanas 7
OYHKLUNOHANBbHBIE BOSMOMHOCTWU ...ttt 7
KoHdouryprpoBaHue vepes rpapuniecknin UHTEPAGIENC .....ceveeeeeeeeevecreennens 9
TTTABHBINE DKP@H ...uveuveereieteetetestestesteetestessestessessessessessessessessessessassessassessessassessessassessessessessenses 9
HACTPOMKM YCTPOMCTBA ... cveverererresreetestessessessessessessessessessessessessessessessessessessessessessessessessens 10
HACTPOMKM CETM...cvnriierereeieieteeteetesteetesteste st e s tessestestessessestessessassesseesessassaesessesseesessasseesensens 12
HACTPOMKM LOCTYMB ...ccveneeeirieieiinienietesteneetestesessessesessestesesseseesessensesessesessensessssensessssensesessenes 13
[LONONMHUTENBHBIE HACTPOMK . ...c.veuveeireneereienietenteeetesseeesessesessessesessessesesseseesassessesensessssenses 14
O CUCTEME ...ttt ettt e bt e bt e st e s et e bt e s st e st e e s e s neesaseesse s seeeneesnsesaseenneennne 15
KoHdouryprpoBaHme Yepe3 web MHTEPMIENC .......ccveeeeeveeieeeeereeeeeeeee e 17
(0 ) 1 OSSR 17
TTIABHAS ...c.eeeeiieeieeieeete ettt ettt st e et s e st e st s b e s bt e et e s se e st e e see s s e e st e sneesaneenseenneen 18
VIHODOPMALMS O CETU cuvvvevieveeieeieieiesteteesee e tesaetesaeseesessessessessesaesessassessessassessesassessassessessasessessessessessessssessessessans 18
O 1 Y S TSP T U P SRR 19
HACTPOMKI CETU...eiuiiinieiinieieieieeeteitete ettt ettt ettt es et e st et et s b ene et enteses e s eseases et esensesensesantesenesenensesensesensesan 19
TTONB30BATEINIBCKUM NTP ...eiiiieieiieieiieieirteet ettt ettt ettt et eb et et et ese st ebesesesensesensesenseseneeseneesenensesensesensesn 19
CUICTEMA YTIPABIIEHUIA ..euveeveeeiierieinieenitesiteesseesteessessesseesstesssessessseesssesssessesssesssesssesssessseesssesssesssesssaesssesssesnne 20
BbIBBIBHASA MAHEID ...veveuieviienieiiiestetesseseesessesessessesessessesessessesessesseseseseesensessesensessssensesessenes 21
HACTPOMKA QZPECA ...cuvevvevieveereeriieieteeees e testestesaeses e stessessessesaesessessessessassessasessassassessessasessessessensessesessessessessans 21
HBCTOMKU SIP ...ttt ettt ettt ettt et s et s et e bt e b e st b e st b es et e s et e s e st ebenteseneesanesenensesenseseneesan 22
HACTPOMIKI BBIBOBA .....euvviuivenieienietenirtesistesestesetesestesetssestssesessesensesansesensesesessesesesensesensesensesensesensesesessesensesensesen 24
HACTPOMKIN YCTPOMCTBA ...uvveeveeririieiereeseetestessesseseeseesessessessessessesessessessessassessesassessessessessesessessessessessessesessensessans 25
KBAPTUPBI .evieiiieeiiieenieeeiteesteeesiteesteesssseessseesssseessseasssseessseessssessssaessssesssssessssesssssesssseessssesnns 25
HOBAA KBAPTUPA ..uveeriieiieiiieeieeiieisitestesiteesteesttesstessteesseesssesssessseesssesssesssessseesssesssesnsessssenssesnsessseesssessessseesseensees 26
CRY L ettt sttt ettt et b et et e s et e s et et e s et e e e b et e st e s et eneetentesensens 28
YTIPABIIEHNE LOCTYTIOM ..uverueenrenmerrenrieueestesieensesseesessesseessesseeseessesseensessesseessesseensessesnsessesneensesseensessessessessesnsesses 28
YTNPABIIEHNE BAMKBIMU ..c.vveenrieiierieeieenitesieesieesieessesiaessseesstesssessessseesssesssessesssesssessssesssessseesssesssesssessseesssesssesnne 29



AA-11 - AA-11

4.6.3  [LOMOSMHUTENBHBIE HACTPOMKM.....vcueuirieeeereuesiiesesesesesetesetesesesssssesesesensssesesesessssesesesenensssesesesensnsesesesenensssesesesenes 30
4.6.4  CepBEPHOE YNPAB/IEHNE [OCTYTIOM ....cveveuiriirrereresisersesesesesetssssesesestsssesesesessssssesesessnsssesesesensssesesesesesssesesesenes 30
4.6.5  PACMO3BHABAHUE QR ....oeoouviiiiieeeieeeeieeeeteeeeteeeereeeeaeeeeteeeessreeessseeeseeeesseseasssesessseessseeessssesasssessesensreeessseensseeennns 31
4.6.6  BXOL LATUMKA LBEPY cecuvvveuiririieieueiesirtetesesesttssesesesesessssesesestssssesesesestntssesesesensnsesesesessnsssesesesensnsesesesenesssesesesenes 31
4.6.7  VILOHTUIDMKATOPD ceveuiuiieieieuesitrieteueieetetetesestststetesesesetssesesesessssssesesenensssesesesensssesesesesensssesesesenensesesesenensssesesesenes 33
4.6.7.1 [106aB/IEHNE HOBOTO NAEHTUMIMKATOPA c.veuerrverereniseersesenesestssesesesestsssesesestsessssesesessnsssssesesenesssesesesesssesesesenes 33
4.6.8  TTPABUIIA [LOCTYMA ..veutreirrereuenetrieteseseestesesesesttssesesesesessssesesesessssesesesentntesesesesensssesesesesentssesesesensnsesesesenesssesesesenes 34
4.6.8.1 CO30aHNE HOBOTO MPABUIIA c.cuvuvvereuerirteseseneststssesesesesttesesesesetssssesesestssssesesesestsesesesesensssesesesensnsesesesesesssesesesenes 34
4.6.9  CBOOBOOHDBIN LOCTYI cucueuieueveuiuiirieteseseststesesesesetssssesesesesssesesasestsesesesenensssesesesensssesesesesensssesesesensnsesesesenensssesesesenes 38
4.6.9. 1 [IHU cooneiiiiieeiteieettet ettt sttt ettt et e s a e et h et e b et e ae s at et e bt e Rt et e e h e e R e e e he e Rt e b e e a s e Rt et e e Rt e beeseenbenbeeatenteeaeentenaes 39
47 T1EPCALPECALMS ..eeveverereeteetestestesteetestestestestessessessessassessessassasseesessessassessessessessessessessessessenns 41
47.1  HACTPONKN MEPEALPECALMY ......vveeirerrerereneniietetesesestssesetesesestssssesesestsssesesesesssesesesesensssesesesensnsesesesenesssesesesenes 41
4.7.2  HOBASA NEPEAAPECALIM ...veereritetereiesirtetetesestststesesesesestesesesesestssssesesestnsssesesesensssesesesesensssesesesensnsesesesenesssesesesenes 41
4.8  JLOTOSTHUTEIIBHO . .utiiiiiieeeeeiiteeeeiteeeesiteeessaseeeassaeesasssseessssssaesssssssesssssssesssssseessssssesssssseesnnns 43
A.8. 1 OO0 ettt ettt ettt ettt ettt h bbbt b et h b st h et bbb st h st eh et e bt e bbb e st e st e bt e bt ebentebn 43
4,82  HACTPOTKN OODBABIIEHMS ....ucueeieieiereuiriieieteaesetssssesesesetssesesesessssssesesesensssesesesessssssesesesensssesesesensnsesesesenensssesesesenes 43
4.8.3  CINUCOK RTSP MOTOKOB ....ccveutiuiiuinrertetenteteitstestestestetesteseesessesteseeste st ssesbestente st esesbees e b et et eseeseebe st et ententesesaessensenne 45
4.8.4  T10Nb30BATENBCKNE YBEAOMIIEHNIS «..cuvuvveuininiteueresesttesetesesetssssesesesesssesesesesessssesesensnsssesesesensssesesesenensssesesesenes 45
4.9 DE30MACHOCTD c..uuteiirieeiteertteeitteesteeestteesseeesstessseessstesssseesastesssseesstesssseessssesssseessseessseessseens 47
4,10 CUCTEIMA c.uuveiniiiiieeieerieeeteete et esttestesteesaeessbesbessaesstesssesssaessaesssessaesaesssesssessseessaesssesssesssees 48
4.10.1  HACTPOMKU ....eeveeiteeiietiieteieteteteeeeteseetesessesessesestesastesasaesesessesessesassesassesassesasssasessesassesansesessesassesasessasessesensesansesn 48
4.10.2  OKCMOPT/UMIIOPT LAHHDBIX ..cueeteererrereerteresrerseseensessessessesssessessesssessessasssessesssessesssensessasssessesssessessasssessessaensesses 49
4.10.3  OUMCTKA LAHHDBIX ..veveuiuerererenesetstesesesestsseseseseststssesesesesensssesesesestsesesesestntssesesesensssesesesesensssesesesensntesesesenesssesesesenes 50
4.10.4  SFIBBIK YCTPOMCTBA ...veuireeereveuesitsieteseseststetesesesessssesesesesessssesesesensssssesesenentssesesesensnsesesesesentssesesesensntesesesenensssesesesenes 50
4.10.5 OOHOBMEHME TTO ..oiiiiiiiteieieieeeiteieitst ettt ettt ettt ettt es ettt s et e b et e b et e b e st b e st s ese b eb et ebe st ebe st e b e st b enebebeasebensesen 50
4.10.6  TTEPEBAMNPYBKE .evveurerieieerieriteienteetestestestesiesstessesseessessesssessessessessesssensesseessessesssensessssnsessesssessesssensessasssensesseensesses 51
411 KYPHAUIB ceteiiiiieiieeeieeeite et et e e st e et e e s bt e s sbte s s abeesstessabeesstessnseesaseessnseesntesenseesantessnseesnaens 51
4.11.1  E-MQIlYBEOOMITEHUS ..c.veuveneeiieeietistesteniesteseesessessessesteseesessessessessesseseasessensensessesessessansessessessesessessensessesseseesessansones 54
4.11.1.1 HACTPONKN MOUTOBOTO CEPBEPA ...vverervrereueseirsesesesesesssesesesetssesesesestsssesesesesssesesesssensssesesesenssesesesesensssesesesenes 54
4,11.1.2 E-MQil YBEOOMITEHUS ..c.venvereeiieeiereetesientestesessessessessessesessessessessessessessesessensensessesessessansensessessesessessensessessessesessansones 56
A.11.2  SYSLOZ ittt ettt ettt b et h bbb bbbt h st b e st h bbbt e bbb e st e st e bt e bt ebenteten 58
4.11.2.1 HACTPOMKN SYSIOZ ...vviririrrreuiniirieieieieistetetesestststetesesesetstetesesesessstesesesensssesesesenessesesesesensssesesesensnsesesesenensssesesesenen 58
4.11.2.2 DOPMAT COOBLLUEHMIM ...evvieeevieiereiieteieetesessesesesetesastesestesesessesesesessesassesassasassesasessasessesensesensesassesassssasessesesesensesan 58
4.11.2.3 TUMDBI COOBITUM c.uvvveeiniieieteienitsieteseietstetetesesestssesesesesessssesesesenesssesesasentssesesesensssesesesesensssesesesensnsesesesenensssssesesenen 59



AA-11 - AA-11

A.11.2.4 APP NAIME ettt sttt e e bt st e e bt e s e bt e s e ab e e s e a bt e e bt e s R b e e s b bt e e b et e et e e e et e e e e bt e s enbeesenaeeeenneeennne 61
4.11.3 OTNPABKA (DOTO HA CEPBEP ..euvuvvereuiririrreresesitssetesesestssesesesasestssssesesestssssesesesentssssesesesensssesesesensnsesesesesensssesesesenes 62
4.11.3.1 COBDBITUS ..ttt ettt sttt eb et e s et e bt e b et et e st s ese s es et ese s e s et e b e st ebes e s e b et esea b eb et ebeat et e st b es e s eneasesenbebentesen 62
5 YcTaHoBKa ” MOOKITHOUEHMUE ...cuvvrininiiiniiiiiiiiiiiiiiiiiiiciieiniceianiesieeeaseensneenens 63
5.1 T[MpoBepKa KOMMIEKTHOCTU MPOLYKTA ..cccuerrereerrerreenreeeessesssessesssessesssessasssessesssessesssessesssens 63
5.2 3ﬂeKTpI/ILI8CKOE MOOKITHOUECHMUE ...ccuiviiiiiiiiiiiiiiiiiiiiiiiniiiciicicn e ce s eaeaeaeraeanenas 63
5.2.1 Cxema NoAk/oUeHNs 3N1eKTPOMEXaHNYEeCKOro 3aMka C MCrnob3oBaHneM 610ka 6ecnepeboiHoro
TIATAHUSA UPS-DP/S ...ttt ettt et et eete e e eeav e e eteeeeasaeeeaaaeeeaaeeessseesasaeensseseesssesssseesesessseesrsseensseesnsneas 64
5.2.2 Cxema NoAk/ueHNs 31eKTPOMEXaHNYEeCKOro 3amMKa C MCMOMb30BaHNEM BHELLIHErO NCTOUYHMKA
TIATAHUST L1 BAMKREL. «cueuvevererenitteteuesesesesesesesetssesesesesessesesesesenessssesesesensssesesesenensesesesesensssesesesenensesesesenensssesesesenes 66
5.2.3 Cxema NoAk/o4eHns 31eKTPOMarHMTHOroO 3amMka ¢ MCnosib3oBaHneM 610ka 6ecnepeboinHoro
TIATAHUSA UPS-DP/S ...ttt ettt ettt et et e e eteeeeasae e taaeesaeeeesseesasaeensseseesssestseeesesessseeessseeesseesnsneas 68
5.2.4  Cxema NoAko4eHNs 31eKTPOMarHUTHOro 3amMKa C UCNoIb30BaHNEM BHELLHero 6/10ka nuTaHus...... 70
5.3 MEXAHUUECKUIA MOHTAK...cveuerrerrererreienerietesessestesessesessessesessensesessessesensesessensesessensesessensssenses 71
5.4  TlogkntoveHne AONONMHUTENBHBIX MOAYIEM......ccvecverrerrerresrenienresiesresreeressessessessessessessessenns 72
6 cnonb3oBaHune yCTp0I7ICTBa ......................................................................... 73
6.1  B3AUMOAENCTBUE MO AP ...ttt ettt eaeeteeaeeteebeeasesseessesseessenseessesseessenseensans 73
6.2  /ICNONBb30BAHMNE MOLYIA JTUGDITA c.eeeverererrerrenresrenreesesseessesseessesseessesssessesssessesssessesssessesssens 73
6.2.1  YCTAHOBKA MAHENMN BO3ME JIUMDTA c.eeveveueriririeieieiirinieieieseseesteiesesesestssetesesesesssesesesessssssesesenensssssesensnensssesesenenssses 73
6.2.2  YCTAHOBKA MAHEMM B JIAMITE ..vveuirerierereueniirieteteseststssesesesttssesesesesessssesesesesessssesesesenssesesesensnsssesesesenesesesesesenssses 73
6.3 MOOUBHBIA AOCTYI UKEY w..oiuiiiiiiieiesiesiesiestesiestesteste e ste st stestesve e svestasbesseerassessesseesasseenas 74
B.3. 1 OFMUCAHUIE .ttt ettt sttt et a e bbb et e a e bbbt e st e a e bt s bt st et et et e bt e b e b e b et enteneebesbe st eneen 74
6.3.2  TIPUHLIAT PAOBOTDBI «.euvevervirierreiereereeressessessesseseesessessessessesessessessessessessesessessessessessesessessensessessessesessassessessessesassessenses 74
6.3.3  MoGunbHbI goctyn ¢ npunoxeHnem UKEYhttps://wiki.bas-ip.com/display/BASIPIDAPP/UKEY............... 74
6.3.4 HacTpoiika B Tpu kuka ¢ npunoxeHnem UKEY Cfghttps://wiki.bas-ip.com/display/BASIPCONFIGID/
UKEYFCEQ 1.ttt sae s s a s s s sae s s e s s s ssaesssnssesasras 75
6.3.5 Cnoco6bl Nosy4YeHNss MOBUIBHOMO NAEHTUPNKATOPA M KAPT JOCTYMA ..veveerrerrirrereneereseesenesesessssesesenensnnes 75
6.4  T1OMCK BUAEO C MOMOLLBIO ONVIf ..oiiiiiiiiiiiiiecie ettt re v eve s rn e e aeeae e ne e rneene 81
6.5  Tony4yeHne RTSP NOTOKa C KamMepbl BbI3bIBHON MAHE N ......c.cceereereereereereereereereereereeseenes 81



OnucaHue yCTpOVICTBa(see page 6)

TexHuyeckme xapakTepPUCTUKN (see page 7)

KoHdhuryprpoBaHue yepes rpadpmyeckunii UHTEPAIENC(see page 9)
KoHchuryprpoBaHuve yepes web nHTepdieiic(see page 17)
YcTaHOBKa 1 NOAK/THOYEHME (see page 63)

Vcnonb3oBaHue yCTpoCTBa(see page 73)

AA-11 - AA-11



1 OnucaHue ycTpoincTea

AA-11 - AA-11

MHOoroaboHeHTCKas Bbi3bIBHAsA NaHesib AA-11E SILVER / AA-11M SILVER - OT/IMYHOE peLLeHne 4151 OOMCHbBIX
3/1aHWIA, MHOTOKBApPTMPHbIX KOMIJIEKCOB M KOTTEKHBIX NOCENKOB. OT/IMUNTENIbHON 0COGEHHOCTHLIO AAHHO
naHenu SBNSIeTCs LLBETHOM TFT 3KpaH ¢ NOACBETKOM, a Takke |P kamepa BbICOKOr0 paspeLleHusi C 60/1bLLNMM

yrnamu o63opa.

1.1 BHelwHui Bug

Kamepa @

((ele]elelele)

CunTtbiBaTENb KAPT

MuKpodoH .

© 4 D 0o

®@baslP

OnHaMuk

NMopceeTka

4” LCD MOHUTOP

KnaBuaTypa

OnucaHwue ycTpoicTea - 6



2 TexHUYecKme xapakTepucTuKn

2.1 ObWME XAPAKTEPUCTWUNKWU

Tun naHenn: MHorokBapTupHas

Aucnnen: 4,3” TFT, UBETHOW C NOACBETKOM

Kamepa: 1/4”

Yron o63opa: No ropnsoHTanu 80°, N0 BepTUKam 54°
Pa3peweHne kamepbl: 1 Mn

BbixogHoe Bugeo: HD (1280x720), H.264 Main Profile,
HouHas nogcBeTKa: 6 CBETOANOA0B

MunHumManbHasa ocBeleHHOCTb: 0,01 LuX
MoapepxmBaemMble ayamokoaeku: G.711u

Knacc cteneHu 3awurhbl: IP65

TemnepaTypHbIii peXxum: -40 - +65 °C

MoTtpebneHne nuTaHus: 6,5 BT, B pexxnume oxungaHus - 3,6 BT

MutaHwne: +12B

Kopnyc: MeTannnyeckuia

LiBeToBOE pelueHue: SILVER

Pa3mep nopg, ycTaHOBKY: 189%x315x50 MM
Pa3mep camoii naHenun: 250x328x48 MM
Tun yctaHOBKU: Bpe3Has

Tun knaBnatypbl: CEHCOPHbIE KHOMKN C NOACBETKOW

2.2 PYHKUNOHAJIbHBIE BOSMOXHOCTN

NHTepdpeiic: Pycckuit/aHrnuinckuia, WEB-nHTepdieiic

AA-11 - AA-11

OTKprTI/Ie 3amka: C MOHUTOPA, NO KoAy, N0 KapTe, Yepes npunoxeHune BAS-IP Intercom, UKEY

KoHTponb goctyna AA-11E SILVER: CunTbiBaTe/lb GECKOHTAKTHbIX KapT EM-Marin

KoHTponb goctyna AA-11M SILVER: CunTbiBaTe/lb 6ECKOHTAKTHBIX KapT Mifare

KoHTponb goctyna AA-11B SILVER: My/ibTU(OpPMaTHbI/ cUMTbIBATE b C NOAAEPXKON TeXHoorum UKEY (EM-

Marin, Mifare, BLE, NFC)
UHTerpauus co CKYA: Boixog WIEGAND-26

KHonku 6blCTp0r0 Bbli3oBa: KHomMka BbizoBa KOHCbepXa

KonunuyectBO MeﬂOp,I/IVl Bbi30oBa: 4 I'IOJ'II/ICbOHI/Il-IeCKI/Ie mesnognn

TexHnyeckne xapaKkTepucTukn - 7
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AyTeHTudmKauma: OThenbHbI Naposib Ha HacTpolikn, WEB-nHTepdeiic
Pexum pasroBopa: [1ByXCTOPOHHWI

JononHutensHo: SIP P2P, BcTpoeHHoe pene

TexHnyeckne xapaKkTepucTukn — 8



AA-11 - AA-11

3 KoHdpurypupoBaHue vepes rpadpnyeckui nHtepdgenc

+ [NaBHbI 3KpaH(see page 9)

+ HacTpoiikn ycTpoiicTBa(see page 10)

+ HacTpoiikn ceTu(see page 12)

+ HacTpoiikn gocTyna(see page 13)

« J10NONHUTENbHbIE HACTPOMKN (see page 14)
+ O cucTeMe(see page 15)

3.1 naBHbIA 3KpaH

Buizoe: 3naHue N2 -> # -> [TapagHoe N2 -> # -> Kpaptupa N2 -> #
KoHceepx: 0000 -> #

OTKpbITh: # ->[Maponb -> #

OTmMmeHa: Hammute *

AppecHan KHura: Haxmure ]

A =

BbI30B: /15191 BbI30Ba HEOGXOAMMOl KBAPTUPbI HY)XXHO BBECTU OT 4 10 10 Lnchp B 3aBUCUMOCTU OT TEKYLLETO
pexuma naHenu.

KoHcbepx: [1/151 BbI30Ba KOHCbep)ka Heo6X0ANMO BBECTM KOMOUHALIMIO 0000# UM HaXKaB OTAENbHYH KHOMKY
[1N51 BbI30Ba Ha kfiaBmarype.

OTKpbITb: [115 nepexoda B MEHI0 BBOAA KOfa AOCTyna He0OXoAMMOo HavkaTtb "#", BBECTU KOL, [OCTyNa 1
HaxaTb "#" 0na noaTBEPXAEHVS.

[ns oTMeHbl AelicTBUS UK nepexoga no MeHK Hasag Heobxo4MMo HaxaTb "™*".

AppecHas kHura: OTo6paxaeT CUCOK KOHTaKTOB /15 MOMCKA 1 BbI30Ba XWU/bLA, €CNN HEM3BECTEH TOUHBIN
NIOrMYeCcKnin agpec MoHuTopa.

AJpecHas KHUra JOoCTynHa ecnv onuums BK/IIoUYeHa B HacTpolikax Beb nHTepdieiica, B pasgene "Ksaptupbi"?t.

1 https://wiki.bas-ip.com/aa07v4/ru_ru/kvartiry-14058107.html

KoHdhuryprpoBaHue yepes rpadonyeckunii nHTepdpeiic - 9
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Liam uiug

Smith - 0133

MeaHoB 0101

.NeTpos ' 0111

Cupopos

() KsapTupbl 0TCOPTMPOBaHbI MO HA3BAHMIO.

AZlpecHasi KHUra BbI3bIBAETCS MO HAXATWIO HA KHOMKM CTPENoK 4 nnm N a 3BOHOK COBepLLAETCs Mo
HaxkaTuio "#".

BbIX0g, Ha rNaBHbI 3KpaH OCYLLECTB/ISETCA N0 HAXATUIO "*" 60 aBTOMATUYECKU, CNYCTS 30 CEKYHA,
6e3gencTems.

o ymonyaHunio agpecHas KHUra OTK/Ilo4eHa.

@ Toackasku, 0TOBpaXKaeMble Ha rTaBHOM 3KpaHe MOXET 6biTb M3MeHeHa B paszerne "[lonoHNTebHO
2, Monb3oBaTenbCKne yBeaoMIeHns>"

3.2 HacTpolikm ycTpoiicTea

[ns BxoAa B CUCTEMHbIE HACTPOIKN HEOBXOAMMO HaxXaTb KHOMKY "#" ABa pasa:

[anee HeobxoaMmo BBECTU 6 LMdhp Naposnia 418 BXo4a B HACTPOWKM BbI3bIBHOM NaHenu (naposb no
YMO4aHuio: 123456) 1 Haxkatb "#".

2 https://wiki.bas-ip.com/aa07v4/ru_ru/dopolnitel-no-8552667.html
3 https://wiki.bas-ip.com/aa07v4/ru_ru/dopolnitel-no-8552667.html
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AA-11 - AA-11

1. HacTponku ycTpoucTea
2. HacTtpouku cetu

3. HacTpouku goctyna
4. [10NOSIHUTENbHO

5. O cucreme

KHonka "2" nepemeLLaeT Kypcop BBepX, KHornka "8" nepemellaeT Kypcop BHU3. 119 noaTBEpPXL4eHUA
3Ha4YeHui He0BXOAMMO HaXKaTb KHOMKY "#", 1 KHonKy "*" ONA BO3Bpara Hasaj,

Pexxum: | MHoT. Maponb: 123456
A3biK: Pycckuu [poMk.: 1
3aaHue: 1 Paspew.: 640x480

MapagHoe: 1
Ne 1

Pexxnm: Bbi6op pexmma paboTbl naHenu.

(@ Wndopmauus o paéoTe pexumos

KoHthuryprpoBaHue vepes rpadonyeckunin nHtepdeiic - 11
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Mpw BbIGOPE pexuma «[106.», At BbI30BA HY)XHOTO MOHUTOPA HEOGXOAMMO BBECTY 4 LUdpbI
HoMepa 34aHus, 2 LMgpbl HOMepa napagHoro, 2 UMdpbl HOMepPa 3Taxa 1 2 uudpbl Homepa
KBapTUPbI.

Mpw BbIGOpE pexumMa «MHOT.», 4151 BbI30Ba HY)XKHOTO MOHUTOpPA A0CTAaTO4YHO BBECTU 2 LUDpbl HOMepa
aTaxa 1 2 undppbl HOMepa KBapTUpbI.

A TpumeyaHue:

VHaMBMAYyabHbIA pexum paboTbl Ansa 3TUX naHenei BblbnpaTb He pekomeHayeTcs. OH
NCNOMb3YeTCH TOMbKO 4715 UHAMBUAYASIbHbIX NaHesnen.

HA3bIK: Bbibop fA3blka UHTEpdIeiica.

3paHue: Homep 3gaHus.

MapagHoe: Homep napagHoro.

Ne: MNopsiakoBbIi HOMEp BbI3bIBHOM NaHENN.

Maponb: CucTemHbIli Naposib ANnsi Bxoga B HACTpoiiku n WEB-nHTepdelic.

FPOMKOCTb: ([POMKOCTb AMHAMMKa BbI3bIBHOW NaHesnun.

Pa3spelLu.: Bbibop paspelleHns NoToka Kamepbl BbI3bIBHOW NaHesnu.

@ Nopackaska:

Homep 34aHns 1 napagHoro Ao/HKHbl COOTBETCTBOBATbL 3HAYEHUSIM TOTO BHYTPEHHETO MOHMUTOpPA, Ha
KOTOpbI ByaeT NnocTynatb BXOASLLMIA BbI30B OT AaHHOW BbI3bIBHOWM NaHenu. Ecniv y Bac HECKONBbKO
BbI3bIBHbIX NAHEsNEeN, KOTOpbIE NMEKOT OAMH SIOTMYECKMA agpec, Toraa B nosne «Ne» Heo6xoANMo
yKasaTb 3HauyeHue 2, 3,4, 51 T.4., 40 9. Ecnv nornyeckas agpecauus BbI3bIBHOM NaHenu
COOTBETCTBYET agpecaunm MoOHMTOpa, a IP agpeca yCTPONCTB HaxoAsTCS B OAHOM CErMEHTE CETY -
YCTPOWCTBA HaliayT Apyr Apyra v BbI30B 6yAeT NPOXoANTb KOPPEKTHO.

3.3 HacTpoiiku ceTtu

B ,EllaHHOI\/JI BKNnajgke yCtaHaB/InBalOTCA OCHOBHbLIE CETEBbLIE NapaMeTpbI.

KoHdhuryprpoBaHue yepes rpacmyeckuii nHTepdeiic - 12
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DHCP: | Bkn
IP: 192.168.1.178
Macka: 255.255.255.0
Uino3: 192.168.1.1
DNS: 8.8.8.8
MSIP: 192.168.1.125

DHCP: BkntoyeHve/BbIK/IOUYEHWE pexXxunma nosiydeHmna ceTeBbiX HaCTPOEK aBTOMaTUYECKN.

IP: IP-agpec BbI3bIBHOI NaHesu.

@ Agpapec no ymon4aHuio:

Mo ymonyaHuio Bbi3bIBHASA NaHeslb MOXET UMeTb cTaTuyeckuii IP-agpec 192.168.1.90 imb60
192.168.1.91

Macka: Macka nogcetu.
LLUno3: OCHOBHOIA L3,
DNS: Agpec DNS cepsepa.

MS IP: IP agpec MK nmbo cepeepa Ha kKOTopom ycTaHasnmeaeTca MO Management Software nnu Link.

3.4 HacTpolikn gocTyna

Mpn Nnepexofe B MEHIO HACTPOEK AOCTyNna 0To6pa3nTcs crepyrowmii uHtepdeiic:

KoHdhmryprpoBaHue yepes rpacmyeckuii nHTepdeiic - 13
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Bpemsa | 3
OTKPbITUA

3agepxka 0
OTKPbITUA:

NMuepT: 12
Maponb: 0000

Bpemsi OTKpbITUSA: Bpems, Ha KOTOPoe GyayT 3aMKHYTbI UM Pa30MKHYTbI KOHTaKTbl pesie NaHesnu.

3agepKKa OTKPbLITUA: Bpemsi, N0 UCTEUEHNM KOTOPOro, NPOM30AET 3amblKaHne UaN pa3MblKaHUe KOHTAKTOB
pene naHenu (3agepxka 4o OTKPbITUS).

NudpT: Homep aTaxa, Ha KOTOPOM yCTaHOBEHA NaHe b (MpY NCMoNb30BaHNM MOAYNA yNpaB/ieHUs IMTOM
EVRC-IP, onunMoHasIbHO).

Maponb: Maposb A58 OTKPbLITUS 3aMKa NPV NOMOLLM BBOAA KOAa OTKPLITWS Ha KnaBuaType naHenu. Ans
nepexoaa B PexumM BBoAA Naposist HE06X0AMMO HakaTb Knasully "#", BBECTV Naposib U NOBTOPHO HaXaTb
"#"'

() Kop gocTyna MOXeT 6bITb OT 1 40 8 3HAKOB

3.5 [lonosiHuTeNbHbIE HACTPOIKK

Mpn nepexoge B MEHID [0MN. HACTPOEK 0TOBpasnTCcs criedyrowwmii uHtTepeiic:

KoHdhuryprpoBaHue yepes rpaduyecknii uHtepdelic - 14
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KBapTtupa: Kapra:

[lepesarpys.:

3aBoAcKue:

KBapTupa: Homep KBapTupbl, K KOTOPOIi HEO6X0AMMO NPUBSI3aTh KapTy AOCTyna.

@ AobasneHune kapT yepes rpacduueckuii nHTepdeiic:

BBeguTe HyXHblii HOMEpP KBapTMPbl U MOAHECUTE KapTy K 06nacTu cuntbiBaTens. MaHens n3gact
COOTBETCTBYIOLUIA 3BYKOBOIA CUIrHas1, NOATBEPXAALWMIA TO, YTO KapTa 3aperMcTpupoBaHa 1 Ha
aucnnee B none "Kaprta" oto6pasntca HoMep KapTbl.

Mepesarpys: MNepesarpy3ka BbI3bIBHOV NaHesnu. [1na nepesarpysku BbI3bIBHON NaHe M He06Xx04MmMo BBECTM
undppy "1" 1 HaxxaTb knaBuy "#" .

3aBogckue: COpoc HACTPOEK NaHenu K 3aBOACKUM ycTaHoBKaMm. [115 copoca HacTpoekK BbI3bIBHOM NaHenu
Heobxo4VMO BBECTU Lndpy "1" 1 HaxxmuTe Knasuwy "#" .

& BHumaHwue:

O6paTnTe BHUMaHMWE, YTO U3 MaMATU NaHenn npu c6poce 6yayT yaasieHbl BCe KapTbl.

3.6 O cucreme

Mocne nepexoga B MeHi0 "O cucteme" otobpasnTcs creayowmii uHTepderic:

KoHdmryprpoBaHue yepes rpacmyeckuii nHTepdeiic - 15
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FW: 15420170121
Ul: 1.2.320161031 (std)
IP: 192.168.1.178
MAC: 00:1F:D2:79:5B:F3
SIP: ERROR

B AaHHOM OKHe oTo6pakaeTcsi Tekylllee CoCcTosHME SIP noakAueHns, TekyLwmii IP agpec, MAC-aapec v
TeKyLLas Bepcusi NPOLLUMBKMA.

KoHthuryprpoBaHue vepes rpadonyeckunin nHtepdeiic - 16



4 KoHthurypupoBaHue yepes web nHtepdelic

Bxopsee page 17)

[(NaBHasA(see page 18)

CeTb(see page 19)

BbI3bIBHaA NaHesb(see page 21)
KBapTupbl(see page 25)
CKY[(see page 28)

« VlneHTnrkaTopbi(see page 33)

« [MpaBuna gocTyna(see page 34)

+ CB0OOO/HbIV AOCTYn(see page 38)
MNepeagpecalys(see page 41)
LJONONMHUTENBHO(see page 43)
be3onacHOCTb(see page 47)

CucremMa(see page 48)
KypHasbl(see page 51)

« E-mail yBeJoMIEHUSA(see page 54)

+ Syslog(see page 58)

« OTnpaBka (poTo Ha cepBep(see page 62)
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4.1 Bxoa

[ns KoHburypmpoBaHns BbI3bIBHON NaHenun yaaneHHo Yyepe3 WEB-uHTepdeiic, He06xoaAMMO NOAKMHOUNTLCS K
Heli MHTepHeT-6pay3epom Ha [K. MaHenb gomkHa 6biTe NOAKMNKYEHA B TOM Xe cermeHTe ceTn yto n MK ¢

KOTOPOTO MaHNpyeTcst NPOU3BOANTL HACTPOIKY.

B nHTEpHeT-6pay3epe, B CTPOKE BBOAA afpeca, He06X0AMMOo BBECTM IP-afipec naHesu, nocsie Yero NosiBuTCs

OKHO BBOJa MMeHM nosb3oBartesid n napons.

AAMWUHUCTPATOP - UMEET MOJIHbIA AOCTYN KO BCEM HACTPOIKam naHesu.

MeHepKep - UMEET JOCTYN K HACTPOIKaM NaHesin, Ho emy orpaHuyeH goctyn Kk meHwo CKY[. Takoi goctyn
NpefoCcTaBNsAETCA MOHTaXHbIM OpraHn3aunsam 1 yCTaHOBKA U HACTPOWMKN CUCTEMBI.

() 3HauyeHuA No ymonyaHuio:

ALMUHUCTpAaTOop:
admin:123456
MeHepnxep:
manager:1234

KoHdthuryprpoBaHue yepes web nHtepdeic - 17
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D bas|P o error

Beeaute NoruH u naponb

. .

4.2 'naBHas

Mocne yCI'IELLIHOI7| aBTopusaynmn 0T06pa3|/ITCF| Cﬂe,CI,yIOLLl,I/II‘/JI I/IHTepCbel‘/JICZ
WHdopmauunsa 06 ycTponcTee
DpeiiMBOpK NayH4ep CepuitHblil HoMep

Pexum rubpuaa Bepcua ruépuaa YcTpoiicTeo

WHdopmauna o cetu

DHCP IP agpec Macka nogcetu

Appec wniosa DNS cepeep MAC agpec

dpeiimBopK: Bepcusa cpelimBopka.

NayHuep: Bepcus npoumsku.

Pexim rubpuga: TekyLwnii pexum nogkioyeHus rubpugHoro agantepa.
Bepcus ru6puaa: Bepcus rubpugHoro agantepa.

CepuiiHblii Homep: CepuiiHbIii HOMEp YCTPONCTBA.

YctpoiicTBo: Mogenb yCTpoiicTBa.

4.2.1 NHdopmauusa o cetu

DHCP: TekyLlee cocTtosHne DHCP nogkntoyeHus.

KoHduryprpoBaHue yepes web nHtepceiic - 18
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IP agpec: TekyLmii IP agpec naHesnu.
Macka nogcetun: Macka nogcetu.

Agapec wno3a: Aapec 0CHOBHOTO LU/03a.
DNS cepsep: Aapec DNS cepepa.

MAC agpec: MAC agpec naHenu.

4.3 CeTb

B naHHOM pasgese ycTaHaB/MBAOTCS OCHOBHbLIE CETEBbIE NAapaMETpbI, & TAKKE HACTPOKM AaTbl/BEpeEMEHN,

HacTpoWku ceTn

[J DHCP
192.168.0.50 192.168.0.1
255.255.255.0 192.168.0.1

4.3.1 HacTpoWiku cetu

DHCP: BkntoveHme/BbIK/HOUYEHNE pexXxunma nosiydeHmna ceteBbiX HaACTPOEK aBTOMaTUYECKN.

IP: IP-afgpec BbI3bIBHOIH NaHesN.

@ Apjpec no ymonuyaHuio:

Mo yMonuyaHuio Bbi3bIBHAsS NaHeb MOXET UMETb CTaTUyeckmii IP-agpec 192.168.1.90 60
192.168.1.91.

Macka: Macka nogcetu.
LLnro3: OCHOBHOI L3,

DNS: Agpec DNS cepsepa.

4.3.2 Monb3oBatenbckmi NTP

Darta/Bepms Ha ycTpoiicTBe: OToGpaxaeT TEKyLLY AaTy U Bpems Ha yCTpOoicTBe.

KoHduryprpoBaHue yepes web nHtepceiic - 19
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[ata/spemn Ha ycTpoicree: 2020-05-11 15:45:17
D YCTaHOBWTE BpeMA aBTOMaTHUYECKH

MonbsoBatensckuint NTP

URL
192.168.0.12

Yacoeo# noAc

UTC+00:00

YcTaHOBKa aThl M BPEMEHM EDY4HYIO

Jata/epema Yacoeod noAc

2 2020-05-11 15:45 UTC+00:00 -

YcTaHOBUTL BpeMS aBTOMaTUYeCKU: BkioueHne/BbIKNIOYEHE aBTOMATUYECKOW YCTAHOBKN BPEMEHM.
Monb3oBatenbckuii NTP: Bk/itoueHne/BbIKHOYEHNE UCNO/Ib30BaHMSA Nob30BaTeNbckoro NTP cepBepa.
URL: lNone BBOAa anpeca nosb3oBatesibCkoro NTP cepsepa.

YacoBoii nosic: Bbibop yacoBoro nosica.

YcTaHOBKa Aartbl 1 BpEMEHU BPYUHY10: 10717 A1 py4YHOro BBOAA AATbl M BPEMEHMU.

mait 2020 .

OTMEHA

4.3.3 Cucrtema ynpasneHus

KoHdhurypupoBaHue vepes web nHtepdeiic - 20
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CucTema ynpaeneHus

Wcnonbaosate cepeep BAS-IP Link

URL Maponb
link.bas-ip.com 1234567890

OTNPaBAATH KYPHATNbI HA CEPBED OTApaBAATL CTATYC HA CEPBED

Ucnonb3oBatb cepBep BAS-IP Link: BktoueHve/BbikN0HeHNe Mcnonb3oBaHus MO ansa MOHUTOPUHIA U
ynpasneHust 4OMOOHHON cuctemoli Link.

URL: Afpec cepBepa ynpas/eHus.
Maponb: MNaponb goctyna.
OTnpaBnATb XypPHa/ibl Ha cepBep: Bk/loueHne/BbIKIOUEHME OTMPAaBKM XYPHasI0B NaHen Ha cepBep.

OTnpaBAATb CTAaTyC Ha cepBep: BkoueHne/BbIK/IOUEHME OTNPABKM TEKYLLIErO cTaTyca NaHenu Ha cepsep.

4.4 BblI3bIBHas naHesnb

« HacTpoiika agpeca(see page 21)

« HacToiikun SIP(see page 22)

+ HacTpoiiku Bbl30Ba(see page 24)

« HacTpoiikn yCTpoCTBA(see page 25)

4.4.1 Hactpoiika agpeca

HacTpoiika agpeca

Pexum
MHOroaBoHEHTCKMA -

KoHdhuryprpoBaHue vepes web nHtepdeiic - 21
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Pexim
Mno6anbHbli -

Pexxum: Bbi6op pexmma paboTbl naHenn.

() WHdopmauusa o padoTe pexumos

Mpwu BbIGOPE pexnma "MobanbHbIA", 4517 BbI30Ba HY)XXHOrO MOHUTOPA HEO6X0AVMO BBECTU 4
undbpbl HoMepa 3gaHus, 2 unpbl HoMepa NapagHoro, 2 LMdpbl HOMepa aTaxa 1 2 uudpbl Homepa
KBapTupbI.

Mpwu BbIGOPE pexnma "MHOroa6oHeHTCKUIA", 4517 BbI30BaA HY)XHOr0 MOHUTOPA [OCTATOYHO BBECTM 2
unbpbl HoMepa ataxa 1 2 undpbl Homepa KBapTupsbl.

dyHKUMA "Be3 BBoga Homepa napagHoro": [1ocTynHa B 1106a/1bHOM peXrMe BbI3bIBHON NaHeNw.
Heobxogmma an1a Bbi30Ba MOHUTOPa 6€3 BBOAA HOMepa napagHoro.

() bBes BBOAA HOMEpaA NapagHoro

[nsi paboTbl 3TOl (OYHKLMM Yy BCEX MOHUTOPOB 3HAYeHKe NapagHoro Heo6X0AMMO YCTaHOBUTH 0.

3AaaHune: Homep 3gaHusA.
MapagHoe: Homep napagHoro.

MNMopsakoBbIii Homep: MopsAKOBLI HOMEP BbI3bIBHOI NaHesu.

() NopsapkoBas Hymepauus NaHenei

Ecnu y Bac HECKO/IbKO BbI3bIBHbIX MaHeel, KOTopble MMEKT OAMH NTOTUYECKW agpec, Torga B nose
"MopsaaKoBbIiA HOMepP' ykaxuTe 3Ha4YeHne 2, 3,4,51 1.4., 40 9.

4.4.2 Hactoukn SIP

KoHduryprpoBaHue yepes web nHtepdeiic - 22
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IO I

e S O

Fnaexan

Bbl2bIBHAR NaHENb I
Bicn /B

Ceto

Kaaprupsi

CKvL sip:sip.bas-ip.com 2222

Mepeaapecauns

[IonoNHKTENBHO sip.bas-ip.com 222222

BezonacHocTe

stun.l.google.com
Cucrema

19302

Bkn/Bbikn: BkioyeHne/BblkntoveHne SIP pernctpaumm.

Mpokcu: Mpokcu SIP cepBepa, KOTOPbI MOXET 6bITb NPeACTaB/eH Kak IP aapecoM, Tak U OMEHHbIM MEHEM.

() Popmar sanucu:

Mepep agpecom NpoKcK 06s3aTeNibHO HY)XXHO YKa3biBaTb "sip:".

B cnyyae Ucnosb3oBaHMsA CTOPOHHETO cepBepa SIP MOXHO nponucaTb Takke Y HecTaH4apTHbIN
nopr.

dopmar 3anucu:

sip:192.168.1.100:15061, rae 192.168.1.100 - aapec npokcu SIP cepeepa, 15061 - HecTaHOAPTHbIMN
nopt SIP.

CepBep: Aapec SIP cepsepa.

() Popmar sanucu:

MoxeT ObITb YKa3aH Kak IP-agpecom, Tak U JOMEHHbIM NMEHEM.

B cnyyae Ucnosb3oBaHMsA CTOPOHHErO cepBepa SIP MOXHO nponucaTb Takke Y HecTaH4apTHbIN
nopr.

dopmar 3anucu:

sip:192.168.1.100:15061, rae 192.168.1.100 - aapec npokcu SIP cepeepa, 15061 - HecTaHOAPTHbIM
nopt SIP.

STUN IP: Agpec STUN cepBeepa®.

@ DNpuwmep:

stun.l.google.com.

STUN noprt: MopTt STUN cepsepa.

() NpumeuaHue:

4 https://ru.wikipedia.org/wiki/STUN
5 http://stun.l.google.com/
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[na STUN cepepa Google ncrnonb3yetcs nopT 19302.
Monb3oBartenb: SIP HoOMep.
(& MNpumep:
2222

Maponb: Maponsb ot SIP Homepa.

4.4.3 HacTpoliku Bbl30Ba

EER - .
HacTpoitku Bbl3oBa COXPAHUTB

CeTb

Boi3biBHaR NaHenn KOHCLED

KsapTupbi faKcumanbtoe BpeMs 403B0HA

.

B

/] cKyf,
' Mepeaapscauna sip:100@192.168.1.82 1222

LlononHuTenbHo

o
< BE30MacHoCTh ABToOBbIZ0B Nocne Beoaa N yud
v

Cucrema

KoHcbepx: BkntoueHne/BbiKNOYEHNE PyHKLMM Bbi30Ba 3a4aHHOro HoMepa B CTpoke "Homep" npu HaxaTum
KHOMKWN KOHCbepKa.

Homep: HanpaBneHne, Ha KOTOpoe GyeT CoBepLUATLCS BbI3OB MNPV HAXXaTUM KHOMKM KOHCbepXa.

() Ecnm hyHKUMA He BK/IOYEHA, BbI30B KOHCbEPXa NMPOVCXOAUT MO BHYTPEHHEMY npoTokony. Ecnn B
cucTeMe eCTb MOHUTOPbI KOHCbEPXKA, BbI30B NOCTYNUT HA OCHOBHOI MOHWTOP. EC/IM OH He OTBeYaer,
BbI30B ByAeT nocneaoBaresibHO NepexoanTb Ha OCTaslbHblE MOHUTOPbI B CUCTEME, EC/IN TAKOBbIE
nMetoTCs.

MakcumanbHoe BpeMsi f03BOHA: BpeMeHHOW MHTepBaUl, N0 NCTEYEHMN KOTOPOTro NaHeslb aBToMaTU4Yecku
3aBEPLUNT NCXOAALLMIA BbI3OB, €C/IN HET OTBETA.

MaxkcumanbHoe BpeMsi pasroBopa: BpemeHHol nHTepBas A4/15 NCXOASLEro BbI30Ba, N0 NCTEYEHUN
KOTOPOro naHeslb aBTOMAaTUYECKM 3aBEPLLMT UCXOASILLMIA pa3roBop.

& Bpemsa pasroBopa npu BxoadaLlemM BbiI30Be orpaHnyeHo 30 CeKyHaamu.

ABTOBbI30B nocsie BBoga N uudp: OyHKUMA aBTOMATUYECKOrO Habopa nocsie Beoga Ludp, ykasaHHbIX B
cTpoke "Kon-Bo umdop".

Kon-Bo yudp: Bbibop konmyecTsa UmMdgp, N0 HaXXaTUmM KOTOPbIX MPOM30AAET aBTOMATMYECKNI BbI3OB C
naHenu.
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4.4.4 HacTpoliku yCcTponcTea

HacTpowuku ycTponcTea

1280x720 ~ 102

user 1234abcd

PaspelueHue Bugeo: Bbibop npeagnountaemoro paspeLueHust BUaeo.
Mpodunb gaHHbIX RTP: Bbibop npeanountaeMoro npodnnis AaHHbIX RTP.
YpoBeHb rPOMKOCTU: PeryninpoBka ypoBHS rpOMKOCTM AUMHAMMKA NaHenw.
RTSP nonb3oBaTtesib: JIOrnH gna goctyna K RTSP NOTOKy naHesnu.

RTSP naponeb: MNMaposnb ana goctyna K RTSP noTtoky naHenu.

[aTtunk npnbnwxeHus: BknroueHne/BoiknoveHne VIK gatunka npmbnmkeHns. Npu obHapy>XeHnn ABMKEHUS
Ha paccTossHMK 50 CM NaHeslb aBTOMaTUYECKM MOXET BK/IHOYMTb NOACBETKY KNaBuaTtypbl, AUCMIER nnm
QYHKLMIO pacno3HaBaHus i,

() B 3aBuCMMOCTM OT annaparHon PeBM3nn YCTPOICTB, AATUMK NPUG/INKEHNSI MOXET OTCYTCTBOBATbL B
cneayrLmMx Mogensax MHOroaboHEeHTCKNX Bbi3bIBHbIX NaHesneii: AA-07, AA-07MF, AA-07B, AA-07BV,
AA-07BC. 3a AONOMHMTENBbHOR MHhOopMaLumeli 06paTUTeCh K Ballemy AUCTPUOLIOTOPY.

4.5 KBapTtupsbl

B faHHOM MeHIo OT06pa)KaETCFI CMNCOK KBapTup.

KeapTupa - normyeckasi CyLHOCTb, NpeAHa3HaueHHas A5 NPUBA3KM K Heil MAEHTU(UKATOPOB, KO0B
JlocTyna u nepeagpecaumii. Takke KBapTUpbl UCNOMb3YIOTCA B KAYecTBe 3anunceil Tened)oHHON KHUMM Ha
3KpaHe ycTpoiicTea.
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HacTpoiku

Wcnonbaoeath TenehonHyo KHUry

AA-11 - AA-11

COXPAHWUTb

KeapTupsl
HOBAA KBAPTMPA

Anpec KEapTHPLI
JEEE]
141-1-4
1-1-1-5

1-1-1-7

O 0o oo o

Hazgauue K23pTHDbI Kon-a0 wuTens

1111

Prodavan Albertovich

Miroslav Close

Anna bopucogHa

] KonuuecTso MoeHTHdMKaTopos Kon-a0 kogoe gocTyna Kon-ao
0 o 0
7 a a
7 0 o
7 o o

Ncnonb3oBatb TenepoHHYI0 KHUTY: BK/IIOUEHNE/BbIK/IOYEHNE UCTIONb30BAHUS TENTEIOHHOWM KHUM 1
BbI30Ba ee uepes [N1aBHbIii aKkpaH®.

() MapameTp coxpaHseTca Npu pe3epBHOM KOMMPOBaHUM 1 cGpackbiBaeTCs Npu yCTaHOBKE HACTPOekK Mo

yMO4aHuto.

4.5.1 HoBas kBapTupa

Mocne HaxaTna Ha KHOMKy "HoBas kBapTupa" 0To6pasuTca cneaytowmin nHtepdeiic:

3paHue:

Hoean keapTupa

3naHHe

Napagroe
1

Kaaptupa

1

HaaBatine KBapTMDDI

Kon-80 wuTenei

KeapTupa MeTpoBbix 4

6 https://wiki.bas-ip.com/aa07v4/ru_ru/glavnyj-ekran-2754641.html

OTMEHA

NOATBERAMTL
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(@ Howmep 3gaHun
0001-9999

MapagHoe:
() Howmep napagHoro
00-99
Arax:
() Homep ataxa
00-99
KesapTtupa:
() Homep kBapTUpBLI
01-99

HasBaHue kBapTupbl: HassaHne kBapTupbl. Hanpumep, "Ksaptupa Netposbix”.
KonunuectBo xutenei: YCNOBHOE KONMYECTBO XUTENEN, KOTOPbIE MPOXMBAOT B 3TOWN KBApTMpE.

Mocne HaxaTusa Ha KHomky "MoarBepanTh" 0TOOpa3nTca caepyowas Tabnuua:
L

KeapTupsbl

XBapTHpa MBaHOBbIX 1 1] 0 BbiknioyeHo P |

L]

KeapTupa MNeTposbix 1 0 0 BolknoyeHo s

4

B Tabnuue ykasaHbl cneaytoLyue cTon6Lbl:
HasBaHue KBapTUpbI: HazsaHne KBapTUpbI.
KonnuecTBo XuTeneii: YCI0BHOE KOMMUYECTBO XWUTesell B aTOi KBapTHpe.

KonunuectBo MAEHTMq)MKaTOPOB: KonunyecTtso I/IpleHTI/I(*)I/IKaTOpOB, KOTOpbIE BblAaHbl A4 37O KBapTupe.

MaeHTudmKaTopbl MOXHO Co3aaBaTh B MeHto "CKY/", Bknagka "MaeHTudukaropbl™.

KonuuecTBo KogoB gocTyna: KofmyecTBo KOJIOB [0CTYna, KOTOpble BblAaHbl A5 3TON KBapTUpbI.

KonuuecTBo nepeagpecauuii: KonmyecTso nepeagpecaumii, HAaCTPOEHHbIX A/15 3TOW KBapTUPbI.

7 https://wiki.bas-ip.com/aa07v4/konfigurirovanie-cherez-web-interfejs/skud/identifikatory
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DelicTBus: PegaktupoBaHve 6o yaaneHne KBapTupsbl.

4.6 CKYQ

+ YnpaB/ieHne AOoCTYMNOM(see page 28)

+ YnpaB/fieHne 3aMKaMMU(see page 29)

+ [lOoNOIHUTE/bHbIE HACTPOKU(see page 30)

« CepBepHoe ynpas/ieHne AOCTYMNOM(see page 30)
+ PacnosHaBaHue QR(see page 31)

« Bxop gaTtunka aBepW(see page 31)

B 4aHHOM MeHH0 yKasbiBatoTcs 06LLUMe napameTpbl yNpaB/eHUs CUCTEMON KOHTPO/IA AOCTyna, npasuia
[l0CTyNna U UAEHTUUKATOPDI.

YnpasneHne 4OCTYNOM

Mcnons3oeath 06WMIA KOL OTKPLITHA 0000

Wiegand-26 ~ Decimal v

4.6.1 Ynpas/ieHMe A0CTYMnom
MacTtep-kapTa: Homep macTep-kapTbl.

@ Peructpauyus kapt Yepes WEB untepdeiic:

Beegute B none "Mactep - kapta" Ludpy 0 U HaxxmuTe kHornky "MpumMeHuTL".

[anee nogHecute HeOBGXOoUMYIO /19 perncTpaummn mactep-kapTy K 06/1acTu cumTbiBartens,
npo3ByunT curHan "BUM'" , KoTopbIil 03HaYa€eT, YTO MacTep - kKapTa YCMNeLwHo 3aperncTpypoBaHa.
[anee Heob6xo4MMO NOAHECTU MACTep - KapTy eLle pas 4/19 Nnepexosa B Pexum 3anvcu
Nnosib3oBaTeNbCKNX KapT.

Mocne aToro k 06nacTy cunTbiBaTENS NOAHOCUTE MO OYEpean KapTbl Nosib30BaTeneli.

Mocne kaxaol kapTbl Nonb3oBaTens 6yaeT 3Byyartb curHan "BUIM", KOTopbI 03HAYaET YCNELUHYO
perucrpauuio NogHECEHHOW KapTbl.

Bpems mexay AoGaBrieHUEM KapT He A0/HKHO NpeBbIlaTb 10 CeKYHA.

Wcnonb3oBaTb 06LWMii KOA OTKPbLITUA: BKIOUATL MW BbIK/THOUYUMTL BO3MOXHOCTL Pa3t/10KMPOBKY 3aMKa
nyTEM BBOAA KOMBUHALMM LUMKIP Ha BbI3bIBHON NaHenu.

Oo6wWwwmii kog, oTKpbITUSA: MNPoK3BObHAA KOMOUHaALMSA LGP AN pa3bnoKMPOBKU 3aMKa (MakcumasibHas
OIMHa 8 CUMBOSOB).

Tun Wiegand: Bbi6op pexuvma paboTel Wiegand:

+ Wiegand-26
+ Wiegand-34
+ Wiegand-58
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() BaxHo

Ecnu Bbl 06HOBNsIETe MO yCcTpoicTBa C OAHONM M3 NpeablayLLMX Bepcuii - noaaepXka HOBbIX
pexuMoB TpebyeT 06HOB/IEHNS BCTPOeHHOoro MO koHTponnepa Wiegand.

MpeactaBneHne naeHTUMOUKATOPOB: BbIOOP CUCTEMbI CUNCNIEHNS, B KOTOPOI ByayT oToGpaxaTbCs
naeHTndmkaTopsl.

() WaeHTndrkatopbl B naHenm MoryT 6biTb NpeAcTaB/ieHbl B hopmarax:
« Decimal (gecaTnyHas cuctema cUncieHus)
« HEX (wecTHaguaTepuyHasi cuctema CUMCNeHns )

4.6.2 YnpaBneHue 3amKamu

YnpaBfeHne 3amMmkamu

OTKpPbITH 3aMOK

OTKPLITh 3AMOK

3amok #1, 3aMoK #2
Bpemsi OTKpbITUA 3aMKa (CeK): Bpems, Ha kKOTOpoe ByayT 3aMKHYTbI WM Pa30MKHYTbl KOHTaKThbl pene.

3agepXkKa nepes oTKpbITUEM: Bpemsi, N0 NCTEYEHMN KOTOPOTO NPOM30AAET 3aMblKaHUe UK pa3MblKaHne
KOHTaKTOB pesie Noc/ie OTNPaBKM CUTHAsIA Ha OTKPbITHE.

3HaueHue DTMF: BbI60p No/1b30BaTE/ILCKOrO 3HaKa A/151 OTKPLITUS 3aMKOB (MakcumasibHas anvHa - 4
cumBona).
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() 3nHaueHue DTMF

[JaHHast PyHKUMS AaéT BO3MOXHOCTb MCMNONb30BaTb OT/IMYHbIE OT CTAHAAPTHbIX CMMBOMOB DTMF (#, *
1 0) ANs OTKPLITUS 3aMKOB.

B nepByto ouepeab 370 pelaeT Npob/emy, npyv KOTOPO abOHEHTCKME YCTPONCTBA CTOPOHHNX
nNpon3BOANTENEN NCNONBL3YIOT 3HAKK #, * 1 0 AN NHbIX QYHKUWIA (Hanpumep, SIP TenedoHbl YacTo
3a/eliCTBYHOT 3TV 3HaKM A1 NEPEBOAA Bbl30Ba UM NMOCTAHOBKM Ha yAepXaHue).

Mpwn ncnonb3oBaHN CO6CTBEHHOIO cepBepa SIP, Heo6xoaMMOo 0653aTeNbHO aKTUBMPOBATb PEXMM
RFC2833 pnia DTMF.

OTKpPbITb 3aMOK

3amMok #1, 3aMOK #2

OTKpbITb 3aMOK: ®YHKLIMSI OTKPLITVS BbIGPaHHOTO 3amka 13 WEB nHTepdpeiica naHenu.

4.6.3 [JONONHUTE/NbHbIE HACTPOKM

JOononHUTENbHbIE HaCTDOﬁKM

Homep ataxa (ynpaBneHue nudptom): HoMep ataxa, Ha KOTOPOM YCTAHOB/IEHA BbI3bIBHAS NaHESb.

MapameTp HeO6X0AMUM /18 BbI30Ba MPTA HA YKa3aHHbI 3TaX Npu NOAHECEHUN UAEHTUMKATOPA K
CUUTLIBATESIO MAHENN NPY NCNOIb30BaHWK MoAy s nndpTa EVRC-IP.

PeXum oxpaHbl MOHUTOpa: OTK/IOYEHWE CUTHAIM3ALMN HA BHYTPEHHEM MOHUTOPE NMpY NMOAHECEHWUM KapThl,
KOoTOpasi NpuBsi3aHa K JIOrM4eckomy afpecy 3T0ro MOHUTOPA.

4.6.4 CepBepHOe ynpas/eHne A0CTyrnoM

CepeepHoe ynpasfeHne JOCTYNOM

BknroueHo: Bk/itoueHne/BbIKNOUYeHME pexnmva pa6OTbI naHenun, npn KOToOpoM KapTbl AoCTtyna un
VIp,eHTI/I(*)I/IKaTOpr He XPaHATCA B MNaMATU NaHeNnn n npun noaHeCeHnn TakoBOW K cynTbiBaTesNto, NaHesNb 6yp,eT
oTnpaBnATb 3anpoc Ha CepPBEP N 0OXNAaTb OTBET - AaBaTb AOCTYN UL HET.
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() TaiimayT nosyyeHns oTBeTa OT cepBepa COCTaB/AET A0 15 CEeKYHA,. 10 NCTEYEHUNIO 3TOT0 BPEMEHM,
naHesib aBTOMaTUYeCKN obpallaeTcs K CBoei 6a3e gaHHbIX 1 NpeaoCcTaBAseT NMM60 He
npefocTaBnsieT gocTyn.

Ncnonb3oBaTtb NOMb30BaTENbCKUI cepBep: Bk/loueHne/BbIK/I0YEHNE UCMO/Tb30BaHNS
NosiIb30BaTENbCKOTO CepBepa /151 yNpaBneHns naHesibto.

Monb3oBaTenbCKMii cepeep: Agpec nosb30BaTe/NbCKOro cepeepa. B kadecTse cepeepa MOXeT
“cnonb3oBatbes cepaep Link®.

4.6.5 Pacno3HaBaHue QR

PacnosHaeaHue QR

Bkn: BKoueHMe/BbIK/IOUYEHME pacno3HaBaHUSA MAEHTMAINKATOPOB Tuna "QR-koA4" Npu HaKaTum KHOMKK
pacno3HaBaHus Ha KnasBuaTtype Bbi3bIBHOM NaHenu.

PacnosHaBaTb Npu 0GHAPYXXeHUWN ABWKEHUA: BKtoueHe/BbIKNOUYEHNE aBTOMATNYECKOro
pacno3HaBaHua QR-KoAa No akTUBaLMK AaTtumka ABWKeHWs B naHenu. Mpu npubnmxeHnn yenoBeka Ha
paccTosiHMe A0 50 cM, naHesb GYAEeT BbIXOAMTb U3 pEXUMAa OXUAAHMS 1 BKIHOYAaTb (YHKLMIO pacno3HaBaHus

QR.

4.6.6 Bxop patuvka osepu

8 https://wiki.bas-ip.com/display/BASIPLINK/BAS-IP+Link
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Bxon naTyuka ABepu

3akpbiTo.

Bkn: BkntoueHne/BbIKIOUEHNE MCMNO/1b30BaHNUSA BXO4a AaTt4vuKa aosepu. Jarumk OBepn ncnosnb3yeTca Oana

MOHWTOPUHIA COCTOsIHWSA ABepy. Ecnv ABepb 6bina He 3aKpbiTa, M0 UCTEUEHNIO BPEMEHU CpabaTbiBaHUs, B
XypHaUsie 0To6pasnTCs, UTO ABEPL HE 3aKpbITa.

Pexxnm: Bbi6op pexumma paboTbl BXO4a.

« Jatuuk ABepu - Npu pasmMmblKaHNN KOHTAKTOB AaT4yuKa yCTpOI7ICTBO MOXET OTO6pa)KaTb VIHCpOpMaLI,I/IIO
06 aTOM B XypHasie, BbIMOJ/THATb OTINpPaBKy XypHasia NobbiMn O0CTYNHbIMN cnocobamu.

« KHonka Bxopa - npn 3aMblKaHN KOHTaAKTOB yCTpOVICTBO OTKPOET 3aMOK.

+ Bbi3oB KOHCbepXa - Npn 3aMblKaHN KOHTaAKTOB yCTpOI7ICTBO BbIMNO/THNT BbI3SOB KOHCbEPXY.

Bkn

Pexxum

[atuuk aBepun
KHonka Bxoga

BbizoB KOHCbepXa

I CpabatbiBanun

Cratye C

3akpbITO.

Bpems cpaGaTbiBaHUA: BpeMeHHO nHepsasi, N0 MCTEYEHMIO KOTOPOTO, B XXypHasie 0TobpasunTcs 3anmchb O
TOM, 4TO ABEpPb HEe 3aKpbiTa.

MoBTOpHaA oTnpaBKa cOOOLEHNIT O cpaGaTbiBaHUN: BK/1oUeHME/BbIK/THOYEHE NOBTOPHON OTNPAaBKM
COO0OGLLEHUNI B XXypHan cuctembl/syslog/email/Link.
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BpemMs NoBTOpa oTNpaBKu CO06LIeHUIi 0 cpabaTbiBaHUU: VIHTepBas B CEKyHAAX, MO UCTEUEHUIO KOTOPOro
B XXypHaJie cucTeMbl 0TO6Pa3NTCS MOBTOPHOE COO6LLEHME O TOM, YTO [IBEPL HE 3aKpbiTa.

Craryc: [Mony4yeHne TekyLlero ctatyca BXoaa Aartunka ABepu.

4.6.7 \geHTudomkaTopsl

B faHHOM MeHI0 oTobpaxaeTcs Tabnuua aeHTUINKATOPOB U KOAOB A0CTYyNa, 406aB/IEHHbIX B NaMsTb
BbI3bIBHOI NaHenu.

OBLME HACTPOMKM ~ MOEHTUOMKATOPHl  MPABKMMA JOCTYNA  CBOBOIHLIA AOCTYN
HOBbIA WIEHTUOUKATOP

Keaptupa DWO enagensua Twun anagenoya Wn MOoeHTUEMKSTOpS Homep ngeHTWOUaTopa OrpasuUeHNe CROKE ASRCTENR

1-1-1-2 WEBaHOB HBaH Bnageney, KapTa 1212112 BEecKOoHeYHo

JanWoeR Ha CTRaHMLe 20 - 1-1m13

4.6.7.1 [ob6aBneHue HOBOro naeHTumkaropa

Mocne HaxaTna Ha KHOMKy "HoBbI naeHTUdmkaTop" 0To6pasnTcsa cneayroLwmnin HTepdelic:

HoBbiit uaeHTMdUMKaTOP

Homep KsapTHpol

1-1-1-2( Uanos)

OK1O Bnagensbua Tun anagensua
WBaHoB nBaH Bnapgeney

Tun mpeHTHpKKATOPa Homep noeHTndrraTopa
KapTa - 1212112

Mpaeuna goctyna

[0 Orpasnuenne cpoxa gencTens

[0 Opanuyenme kon-20 NpoXoROB

3amok #

#1

OTMEHA MNOATBERIUTL

Homep KBapTupbI: BbiGOP KBAPTUPbI M3 CYLLIECTBYIOLLIETO CMICKA KBAPTYUP.

PUNO Bnagenbua: [laHHble 0 Bnagensle naeHtudmkaropa.
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Tun Bnagensua: Boibop Tvna snagensua naeHtudmkaropa. JocTtynHel TUnel "Bnageney" n "rocte".

Tun naeHTudukaTopa: Boidbop Tvna naeHTndukaropa.

() Twvnbl nAEHTUHNKATOPOB:

JocCTynHbI 4 TUNA NAEHTUGNKATOPOB:

« Kapta - EM-Marin nnun Mifare kapta. B cocegHee none "Homep ngeHtncrkaTopa" Heobxoanmo
BBECTM HOMEP ugeHTuhrkaTopa B gecatuyHomMm copmarte, 6e3 3ansaTbiX. 3a4acTyro Kof KapTbl
yKasaH Ha caMoii kapTe /imbo B AeCATUYHOM SO0 B LUECTHaZUATMPUYHOM chopmare.
KanbKynsiTop nepesofa v3 pas/ivuHbiX CUCTEM CUMC/IEHNS AOCTYNEH MO CCbi/Ke,

« UKEY - UKEY ngeHtudukarop. B cocegHee none "Homep naeHtudmkaropa" Heobxoanmo
BBECTM HOMEP ugeHTudrkaTopa B fecatuyHom copmare.

« Kop poctyna - kof 019 BBO4a Ha KniaBmaType naHesnu. B cocegHee none "Kog goctyna”
Heo6xo0aMMo BeCTV LuchpoBoii Kog, 4MHOW He 6onee 30 CMMBOSIOB.

« QR KOp, - KOf, KOTOPbIA MOXHO CKayaTb U NMOAHECTU K KAMEPE BbI3bIBHOI NaHenNN.

MNpaBuno goctyna: BbiGop npasuia ocTyna U3 CyLLEeCcTBYHOLLETO CNCKa NpaBusl.
OrpaHuyeHne cpoka geicTeun: OrpaHnuyeHe cpoka AelicTBIUSA MAeHTUdIMKaTopa BO BPEMEHU.
OrpaHuyeHue Kos-Ba NpoxogoB: OrpaHnyeHne KOIMYecTBa NPOXoA0B A/1s MAEHTUdMKaTopa.

3amok #: Bbi6op OTKpbIBAEMOTO 3aMKa.

4.6.8 lNlpaBuna goctyna

B faHHOM MEHI0 yCTaHaB/IMBAKOTCSA Npasusia JOCTYna, COrMacHo KOTOpbIM GyAeT ONpeaensTbCs YPOBEHb
[OCTyNa pas/IMyHbIX N0/b30BaTENEN N X MAEHTUMKATOPOB.

BLLIWME HACTPOWKY MAEHTUOMKATOPE MPABUNA AOCTYMNA

TecTosoe Npasuno 2019-01-22 2019-01-23 i

4.6.8.1 CosgaHue HOBOIO npaswunia

Mocne HaxaTtusa Ha KHOMKy "HoBoe npaBusio" 0To6pasnTCcs creayoLlmii nitepdelic:

9 https://www.binaryhexconverter.com/hex-to-decimal-converter
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M3MeHuTbL Npaeuno goctyna

Ha3saHue
TecToeoe NpaBuno

Bech meHb

Havano Koxeu
5 2019-01-22 %) 2019-01-23
MoeToOpATh
MoeTopAThL
ExerogHo -

,E,,"I WTENBHOCTD NOBTOPOB
bBeckoHeyHo -

OTMEHA MNOATBEROWTL

HasBaHue: HasBaHue npasuna.

Becb geHb: BknoueHne/BblkNioUeHNe yKkasaHua BPeMEHHOro NHTepeana ,CI,EVICTBI/IH npasuna B CyTKax.

@ Ecnun beHKLLMFl BbIK/TOYEHA, N0/1b30BaTe/Ib UMEET BO3MOXXHOCTb yKa3aTb BpeMEHHOI7I NHTEpBaUl
,Cl,emCTBI/IFl AaHHOro npaBunia.

OTMEHA MNOATBEPONTL

Hauano - KoHew: Bbibop nHTepBasia AeiicTBrs AaHHOro npasuna.
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aAHBapb 2019 r.

7 8
14 15

2 22

oF

OTMEHA

MoBTOPATL: YKasaHue konMyecTsa NOBTOPOB AAHHOIO MpaBnia UCXoAsA U3 Pas/inyHbIX BPEMEHHbIX
YC/I0BUIA.

+ ExegHeBHO - MNpaBuio 6yaeT NOBTOPATLCA Kakablii AeHb.

+ ExeHepenbHo - MNpaBusio GyAeT NOBTOPSATLCS KaXayto Hefento.

+ Kaxpable 2 Hegenu - MpaBuio 6yaeT NOBTOPSTLCS KaX/AblE ABE HEAENN.

+ ExemecsuHo - [MpaBuio 6yaeT NoBTOPSATLCSA Kbl MecsL,

« ExerogHo - MpaBuno 6yaet NoBTOPATLCA KakAbli rog,

« HacTpouTb - Bbi60p HACTParMOBOro NMPOMEXYTKA BPEMEHMN AECTBUA NpaBuia.
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Ha3saHue
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MpaBuno JocTyna ANsA CEPBMCHBIX Pab

Bect meHb

Hauano

3 2020-03-02

KoHey

x [3] 20200502 X

MoBTOpATH

MoeTopATL
HacTpoutb

0

Kaxnbii(e) @

4

Hactpoiika

MoeTopATth
ExeHenensHo

N BT Cp ur

,E,,"I WTENBHOCTb NOBTOPOB
beckoHeyHo

M3mMeHUTs Npaeuno goctyna

Hassanue
TecToeOe NpaeuIo

OTMEHA MOOTBERONTE

Beco gewb

Hawano

(3 2019-01-22

Koneu

(3 2019-01-23

ExxepHeBHO
ExeHefgensHo
Kawable 2 Hegenu
ExemecayHo

ExxerogHo

I HactpouTs

3

OTMEHA NOATBEROWTL

A4
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AI'IVITeﬂbHOCTb noBTOpPOB: Bbl60p KOHEeYHOro nepuoga AGMCTBMH OaHHOro npasuna

M3MeHuTbL Npaenno goctyna

o 20190122 = 20190123

EmerogHo -

JINuTenbHOCTL NOBTODOR

beckoHeyHo
Ao OTMEHA  MOATBEPAMTH

Mpu BbIGOPE NapameTpa "bBeckoHeuHO" Npasuio GyaeT AeicTBoBath Beerga. MNpu Boibope napametpa "o",
MOXHO YKa3aTb KOHEeUYHy0 AaTy AeCTBUS AaHHOro npasuna.

4.6.9 CBOGOAHbIN OOCTYN

B gaHHOM pasgene MOXHO NPou3BECTM HACTPOIKY CBO6GOAHOMO A0CTyna A1 AOCTyna B NoMeLleHve no
pacnvcaHuto.
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OBLUME HACTPOMKH

CBOBOAHBLINA AOCTYN

B 08 O

WOEHTUOWKATOPHI CBOBOAHLIA AOCTYN

AA-11 - AA-11

COXPAHUTbL

Mepebiit

BktoueHo: BktoueHne/BbIkHoYeHNe hyHKLMM CBOOOAHOIO AOCTyMNa B NOMELLEHNE N0 pacnucaHuto. dta
PYHKLUMSA MOXET 6bITb MCNONb30BaHa /151 CEPBUCHbIX CYX0, NOCELLEHNE KOTOPbIX MMEET PErynsipHbIii
XapakTep, Hanpumep NoYTasIbOHOB, CNYX6 AOCTaBKM, KTMHUHIOBBIX CYX6 1 Tak fasee.

() AxTuBayuA hyHKUUN

[na nonyyeHus gocTtyna B NOMELLEHNE Ha Bbl3bIBHbIX NaHensax cepumn AA-07X n AA-09X HeobxoaumMo

HaxkaTb Ha KHOMKY MHJDOpMaLyK B NPaBOM HUDKHEM YTy KnaBuatypbl.

[na nonyyeHus gocTyna Ha Bbi3bIBHbIX NAaHensax cepum AA-11X, AA-12X 1 AA-14X He06XoAMMO HaxKaTb

Ha KHOMKY KOHCbepXa fiBa pasa.

4.6.9.1 [Hun

Bbi6op aHei Heaenu, No KOTopbIM GyET OCYLIECTBAATLCS CBOBOAHbI AOCTY.

BKoueHo: BK/iloUueHre/BbIK/IIOUEHE akTMBaLUMKU (OyHKLUUM CBOGOAHOIO A0CTYyNa o onpeaeneHHOMY [HI0

Hefenu.

OT: BbI60op HauabHOro 3Ha4YeHWs BpEMEHHOO MHTEPBaa, Mo KOTOPOMY Gy/eT OCYLLEeCTBASATLCS AOCTY.
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OTMEHA NOATBEPAWUTL

Ao: Bbl60p KOHEYHOro 3Ha4eHnsA BpeMeHHOIo nHTepsasia.

OTMEHA MNOATBEPAWTL

3amok: Bbi60p 3amka, KOTOpbI ByAeT akTUBMPOBATLCS, MPU NCNO/Ib30BaHUU DYHKLUM CBOGOAHOTO AOCTyna.
AKTya/IbHO NpW NCMO/Ib30BaHUN MOAYIA SH-42.

& PyHxuusa 6yget paboTtaTb, EC/IN HA BbI3bIBHOV MAHENN YCTAHOB/IEHbI KOPPEKTHbIE faTa U BPeEMS.
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4.7 lNepeagpecayums

[JaHHbIil pa3gen ncnons3yetcs AN NoAMeHbl HOMEPOB CPeACTBaMMU NaHEN NP BbI30BaX, MOCTYNAKLUX HA
BHYTPEHHME MOHUTOPbI, KOTAa MOHUTOPA HET WM OH OTK/IOYEH, NGO Ha N060I ykasaHHbI SIP-HOMep.

HacTpoiku nepeaapecaumm m

Bee BmecTe

Ouepeau nepeaapecaliu

4.7.1 HacTpolikm nepeagpecaymnm

Pexxum: Bbibop pexunma nepeagpecauun. Bece cpasy - BbI30B 6yAET COBepLUATLCA Ha BCE HOMepa
ofHoBpeMeHHO. Mo ouepeawm - BbI30B ByaeT coBepLlaTbCcs NocnefoBaresisHO C MHTePBasioM B 20 CEKYH.

4.7.2 HoBasi nepeaapecauus

Mocne HaxxaTust Ha kHomnKy "HoBas nepeagpecauus” otobpasnTcs cneayowmnin MHTepgeiic:
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PE,EI,EI-{TMDI]E!EHH e nepeagpecaldi

sip:1@192.168.1.99

-

Sip:2255(@sip.bas-ip.com

~T & i~ . Mo AT AT

Homep KkBapTupbl: HoMep, HAbMpPaeMbIil Ha KnaBuaType naHesnu.

Homep nepeaapecauuu: HanpasneHue, Ha KOTOpoe ByAeT COBepLUATLCS BbI30B NPV BBOAE
COOTBETCTBYHOLLEIO HOMEpPA Ha KnaBmaType naHenn. MoXeT 6bITb NCNO/b30BaHO Kak AJ1s1 3BOHKOB
BHYTPM CETU Mo P2P, Tak 1 No npoTokosy SIP.

@ d>opmaT 3anucu ana P2P Bbi3oBa

sip:1@192.168.1.99, rae 1 - XenaeMblii /19 0TOGPaXeHWs y Bbi3biIBaEMOro aboHeHTa Homep
,192.168.1.25 - IP-agpec BbI3biBAeMOro SIP k/imeHTa (B cnyyae ucnosb3oBaHus copTdoHa - IP-agpec
YCTPOACTBa, Ha KOTOPOM YCTaHOB/IEH COITAIOH).

sip:192.168.1.99, rae 192.168.1.99 - IP-aZipec Bbi3biBaeMOoro SIP KfimeHTa (B ciiyyae Ucnosib3oBaHus
cogpTchoHa - IP-afpec yCcTpoincTBa, Ha KOTOPOM YCTaHOBEH COGITCIOH).

Jonyckatotca oba BapuaHTa HacTPOWKW.

Bbi30B Ha TPyOKy SP-02:

sip:192.168.1.99, rae 192.168.1.99 - IP-afpec BbI3bIBAEMOI TPYOKM.

(i) Popmar 3anucu ans Bbi3oBa Mo npotokony SIP

sip:2255@sip.bas-ip.com, rge 2255 - SIP HoOMep BbI3bIBAEMOrO YCTPONCTBA, sip.bas-ip.com - agpec
SIP cepBepa, KOTOPbIA MOXET ObITb YKa3aH kak IP agpecoM Tak U JOMEHHbIM UMEHEM.

Ho ecTb 1 60n1ee NpoCTOl BapuaHT:

2322 - SIP HoMep BbI3bIBAEMOIO YCTPOCTBA, agpec SIP cepsepa npu 3TOM MOXHO He NUCaTb, Kak 1
KOHCTpYKUMIO "sip:" B Hauane.
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4.8 [1oNOJSIHUTENBHO

o O60U(see page 43)

. HaCTpOﬁKM 06bSABIEHUS(see page 43)

o Cnncok RTSP nNoTOKOB(see page 45)

» lNonb3oBaTesnbckue YBEAOMJ/IEHUSA(see page 45)

4.8.1 O6own
O6owu
YCTAHOBUTb CTAH[APTHbIA

BbiGepuTe chaiin: Bbi6op Nosib30BaTe/IbCKOro N306paxeHns B kauectTse DQOHOBOIO pPUCYHKa B rpadomyeckom
nHTeppeice BbI3bIBHON NaHenu.

MpocmoTp: MPOCMOTPETL YCTAHOBNEHHbI (DOHOBLI PUCYHOK.

YcTaHOBUTb CTaHAAPTHbI: Bo3BpaT cTaHAapTHOrO (hOHOBOTO PUCYHKA.

4.8.2 HacTpoliku 06bsiBNeHust

HacTpoiika 06baBneHns

BrAKOUEHO

http://google.com

10

BKoueHo: BK/iloUueHre/BbIK/IIOUEHNE pexnma nokasa peknambl (HTTP-cTpaHuLbl 160 RTSP-noToka) B
pexvme OXnaaHus.

URL: URL oTto6paxxaemoii HTTP-cTpaHuubl nn RTSP-noToka.

TaiimayT: TaimayT nokasa pekniamsbl (10 - 300 MUHYT).
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() HacTpoiika nokanbLHOro cepeepa A/ XPaHeHUsA peKnambl

MprMep HacTPOIikn COGCTBEHHOIO XpaHunuuia aiiioB An1si pasmMeLLeHNs PeKNaMHbIX 00bsSBIEHWIA.
OTO MOXET NOHAZ06MTLCA B TOM C/ly4vae, ec/iv 060pyfoBaHme He UMEET focTyna B VIHTepHET, u,
COOTBETCTBEHHO, HET BO3MOXHOCTW pasMecTuTb (paiisibl Ha KaKOM-/IM60 BHELLHEM pecypce.
PaccmoTpum npumep HacTpoeK 418 onepaumoHHoli cuctemsl Ubuntu.

HauHem npovecc ycTtaHOBKM.

1. YcTaHaB/vMBaeM CAyX0y npm.

apt install npm

2. YcTaHaBnunBaeM cnyxoy http-server:
npm install --global http-server

3. Mocne 3aBepLUEHUs] YCTAHOBKM MOXHO 3amnyCTUTb CNyX0y:
http-server . > http.log 2>&1 &

Mo ymonuaHutio cepeep ByaeT AocTyneH Ha nopty 8080, a dhaiinbl 6yayT AOCTYMHbI B AUPEKTOPUM ./
public (ecnu Takoli gupeKkTopuun B cUcTeme HeT, Toraa daiisibl 6yayT HaXO0AUTLCS B AOMAaLLHE
AvpexkTopun nonb3osartens). Cama cnyxéa HayHeT paboTy B (POHOBOM peXuME.

OpHako, pekoMeHAyeM co3aaTb HOBYHO AVPEKTOPMIO, UTOObI MOb30BaTENN HE MMENW JOCTYN K
CUCTEMHbIM JVMPEKTOPUAM Ballero cepsepa.

[lns 3TOro BbINO/IHUM C/IefYHIOLLYI0 KOMaHAy:

mkdir /home/HoBas_gunpekTopus
3aTtem I'IOHa,EI,O6l/ITCF| HEMHOIO YC/TOKHNTb KOMaHAy A1 3anyCcKa C!'Iy)K6bI:
http-server /home/noBas_gupektopus . > http.log 2>&1 &

Ha 3ToM HacTpoiika 3aKoHueHa.

YcTaHoBKa 4151 onepaunoHHon cuctemMbl Windows:
1. Ycranasnmaem NodeJS ans cBoeli cuctemsl 3gech,
2. Co3gaem Ha KoMMboTEPE Mariky, B KOTOPOW ByayT XPaHUTLCA PEKNaMHbIE 06bABIEHNS.
3. OTKpbIBAEM KOMaH/HY CTPOKY (cmd) 1 NepexoaumM B HOBOCO3AaHHYH0 narky

cd C:/nyTb/K/nanke
4. YcTtaHaBnusaem http-server:

npm install -g http-server

5. 3anyckaem http-server B CO34aHHOI nanke:

10 https://nodejs.org/en/download/
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http-server

Bcé rotoso. XpaHnnuie byAeT AOCTYMHO Takke Ha nopTy 8080.

4.8.3 Cnncok RTSP noTokoB

AA-11 - AA-11

OYHKUMS NpocMOTpa AOMNOMHUTENBHbBIX IP-KaMep BO BPEMsi BbI30Ba ([0 4 NOTOKOB). ®YHKLWS AOCTYNHA 4715

MOHWTOPOB V4 1 NH0BbLIX Apyrux SIP yCTPOIACTB € KnaBnaTypo.

@baslP <« =

nasHan

q)

CeTb

Bbi3biBHaA NaHenb

KBapTApbl

CKyL

ac e ®F

Mepeagpecauys

OononHUTeNbHO

BesonacHocTb

- &

Cuctema

® Nopackaska:

Cnucok RTSP noTtokoB

risp://admin:123456@192.168.1.75:8554/
rtsp:/admin:123456@192.168.1.76:8554/

rtsp:/admin:123456@192.168.1.77:8554/

COXPAHUTb

Bo BpeMms BbI30Ba BO3MOXHO MEPEK/TYATLCA MEXAY MOTOKaMU HaXkaTueM KiaBuLll OT 1 10 5 B MEHI0
MOHUTOpa. Knaeuwia "1" cooTBETCTBYET NOTOKY Kamepbl BbI3bIBHOW NaHenu, knasuwmy ot "2" go "s" -
JononHWTeNbHO Ao6aB/ieHHbIM NOTOKaM (nepefadya ocyllecTsnseTcsa nocpencTsom DTMF RFC2833).

URL: Aapec RTSP-NoToKa, 0TO6paxxaemMoro npu Bbi30Be.

@ Npuwmep:

rtsp://admin:123@192.168.1.189:8554/ch01

4.8.4 Tonb3oBaTenbCkue YyBeaoM/IEeHUS

OKHO A/151 peakTUpPoBaHKs Nosb30BaTe/IbCKMX YBEAOMIIEHWI NPU pa3ndHbIX AeicTBUsX. Bo Bpems
aKTMBaLMM Pa3/iNyHbIX TPUITEPOB BbI3blBHASA MaHeNb OTOOpaKaeT Ha Aucniee TEKCT U NPoUrpbIBaeT
3BYKOBOE COO06LLEHNE. B JaHHOM MEHIO TEKCT 1 3BYKOBOI (halis 418 KaX4oro AeiCcTB/S MOXHO U3MEHUTb Ha
nonb3oBaTesibCKune. Takke AOCTYMHA BO3MOXHOCTb M3MEHEHMS TEKCTA, OTOOPaKAEMOro Ha r1aBHOM 3KpaHe.
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fegnan [Tone3oBaTensckue yeeJoMNeHUa

Ceto

9)

L Bbi3bIEHaR NaHenb MNpw HakaTUK KNaBMLL NaHEeNn Mpu KMNB
B Keaptupsi [ Brmoues [ Bnmoser
9 cKyq,
2 Mepeagpecauua
a [ononHWTENbHO
[ R 1

e BezonacHocTe LR -
v Cuerenma IpM OTKDLITUM 33MKa TPK BOSHHKHOBEHHM OLLIMGKN

5 BrnioueH

Jlo6po noxanosatb! Ownbka

[ Roland-Jv-2080-101-Bass-C2.wav # L [ Roland-Jv-2080-101-Bass-C2.wav [ s

Mpw upesBblyaNnHOM CHTYaLMK

Mpu HaXaTUK KNaBuLl NaHesnu: 3ByK Npu HaxaTum KnasuLl naHenu.

TeKCcT coobLeHNA: TEKCT, 0OTOOpaxXaeMblii Ha r1aBHOM 3KpaHe naHenu. B 3To nosie MOXHO BECTH,
Hanprmep, HOMep KOHCbepXa 47151 CBA3M B0 Ha3BaHME XMI0ro KoMMekca.

Boizoe: Keaptupa+#

KoHcoeps: 0000+#

OTKpbITh: #+[laponb+#

OTMeHa: HasmuTe *

OTMEHA NOATBEPONTEL

Mpun oTKPbLITUM 3aMKa: 3BYK U TEKCTOBOE co0bOLeHMe "[o6po noxanoBaTb' nNpu NoCTyn/IeHUN Ha NaHesb
curHasia 06 OTKPbITUN 3aMKa.
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Mpwu upe3BbIvYaiHOW cuTyauun: 3ByK 1 TEKCTOBOE yBeAOM/IEHNE "TpeBora!" npy NnepekntoyeHnn naHenu B
PEeXnM Ype3BblyaiiHoli cuTyauun. MepeknoyeHme NponucxoanT NporpammHo Yepes BAS-IP Link nn6o yepes
cTopoHHee MO cpeacteamm API.

() B pexume upesBblYaiiHON CUTyaLMK TaKKe OTKPLIBAKOTCA 3aMKU, NOAK/OYEHHbIE K NaHe/u.
Mpu KMNB: 3Byk 1 TeKCTOBOE yBeAoM/IeHNe "BbI30B" rnpu UCXoAsLem BbI30Be, Nocsie Habopa Homepa 1 [0
OTBETA Ha BbI30B APYroli CTOPOHOIA.

Mpy BO3HMKHOBEHUM OLLIUGKU: 3BYK 1 TEKCTOBOE yBeAoMeHMe "Own6kKa" npu Beoge
He3aperncTpmpoBaHHOro HoMepa aboHeHTa, Kofa OTKPbITUA 3amMKa U NoAHECEeHUM He3aperncTPMpPoBaHHOIoO
ngeHTudurkaropa.

A Ecnv kakas nm6o n3 dyHKUMiA BbIK/IKOUEHA - BYAET 1CMosb30BaThCA CTaH4APTHBIV 3BYK 1
CTaHAapTHOE TEKCTOBOE COOGLEHME.

4.9 be30nacHoCTb

B 4aHHOM MEHK MOXHO M3MEHUTb Naposib afMUHUCTPATOPa 1 MeEHeAXepa.

YrnpagneHue naposisamu

Administrator -

ALQMUHUCTPATOP - UMEET NOJHbIA AOCTYN KO BCEM HaCTPOliKam naHesu.

MeHemxep - MMeeT AOCTYMN K HACTPOKaM NaHenn, Ho eMy orpaHuyeH AocTyn K meHto CKY/[,. O6blyHO gocTyn
K JaHHOMY aKKayHTYy NpefoCcTaBNsaeTcs MOHTaXHbIM OpraHmM3aunsaM 418 yCTaHOBKM U HACTPOWKN CUCTEMBI.

() MeHemxep MOXET MEHATL TO/ILKO Naposib MeHeMKepa.
AIMUHUCTPATOP MOXET MEHSATbL Naposib MeHeakepa 1 Naposib aAMUHMCTpaTopa.

Crtapbliii naponb: NMone ans BBoAa TEKYLLErO Naponsi.

() 3HaueHue Mo yMo/HaHuIo:

Mo yMonyaHuio Naposb afMUHMCTpaTopa - 123456.
Mo yMon4aHuWio Naposib MeHemxkepa - 1234,

HoBblii naponb: MNone ans sBBoga HOBOro Naponsi.

MopTBepauTh: Mone ansi NoATBEPXAEHUS HOBOIO Naposis.
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4.10 Cuctema

+ HacTpoiiKu(see page 48)

o JKCMOPT/MMMOPT AaHHbIX(see page 49)
« OuucTKa AaHHbIX(see page 50)

+ H3bIK YCTPOICTBA(see page 50)

« O6HoBNeHne MO(see page 50)

« [Nepe3arpy3ska(see page 51)

B AaHHOM MEeHI0 OCYLLIeCTBNSETCA Pe3epBHOE KOMMPOBaHME N BOCCTAHOB/EHMNE HACTPOEK NaHesnu,
o6HoBNeHne MO, cMeHa S3blka U nepesarpyska ycTpoicTea.

HacTponku

4.10.1 HacTtpoiku

BbiGepuTe chaiin: Boibop dhaiina koHgurypauumn naHenm us goainnosoi cucremsi MK,

YCTaHOBUTb HACTPOWKU MO yMonyaHuo: C6poc BCEX HACTPOEK BbI3bIBHOM NaHes M K 3aBOACKAM
yCTaHoBKaM.

CoxpaHuTb BCce HacTpoiiku: CoxpaHeHne 1 3KCNopT KOHpMrypauroHHbIx daiinos. B 3awmdpoBaHHOM
harine cogepxarcsa HaCTPOWKN OTOBpaxeHNs TeNedOHHON KHUMM, HACTPOIKM B3aMMOAENCTBUS C CEPBEPOM
Link n nornueckoro agpeca.
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@baslP <« = e o
= e A3bIK yCTpOHCTBa
CeTb

9)

te BblsbiEHas naxens .
Russian -
B KaapTupbl
] ckyn
-

Mepeappecauua
B peee 06HoBNEHKe M0
te [LononHUTeNbHO
o) MHypHanst O Wcnonb TeNbCKMiA Cepeep
e BezonacHocTe
"] Cucrema

4.10.2 3KCNopT/MMNOPT AAaHHbIX

ERROR

COXPAHWTb BCE HACTPORKK

Tnaexan

9)

Cems

Y, BoissiaHas nasens 3KCMopT/UMMOPT AaHHbIX

B KeapTupsi

/] cKYL ror A

e Mepeagpecauys @) Boiepure daiin NOATBEPOUTH
* [oNoNHUTENbHO

D HypHane FKCMOPT QaHHDIX

@  sesonackoct

i Cuctema

f3bIK yCTPOWCTBA

Russian -

IMNOpT AaHHbIX: BbIGOP ghaiina AaHHbIX 415 UMMNOpTa HACTPOEK B NaHesb.

© Npu vvnopTte gaHHbIX B NaHesb BCe AaHHble B Tabnuuax "KeapTtupbl", "Mepeagpecavma",
"NpeHtudukatops!" 1 "Mpasuna goctyna" 6yayT yaaneHbl 1 3aMeHeHbl HOBbIMU JaHHbIMUY 6e3
BO3MOXHOCTW BOCCTAHOB/IEHUA CTapbIX AaHHbIX.

OKCNOPT AaHHbIX: DKCMOPT AaHHbIX 13 NaHesnu.
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(@ Mpwu akcnopTe AaHHbIX CO3aeTca 3allMLLIEeHHbIR ZIP-apXxuB, KOTOPLIA COAEPXUT B cebe JaHHble
Tabnuy "Keaptupsb!", "aeHTudmkatopsl!", "Mpasuna goctyna", "Mepeagpecaynsa’.

4.10.3 OuncTKa faHHbIX

OuMCTKa AaHHbIX

O
ES
.

BbIGOp AaHHbIX, KOTOPbIE HEOOXOAMMO YAaNUTb U3 6a3bl faHHbIX BbI3bIBHON NaHeNu.

() MNocne BbiGopa TUNA AaHHbIX 1 NOCNEAYIOLIErO HaXKATWA KHOMKW "YAanmTh" AaHHble 6yayT yaaieHb!
6e3B03BpaTHO.

4.10.4 £3bIK yCTpOWCTBa

Bbi60p s3blka ycTpoiicTea. Ha BbIGOp AOCTYNHbI: Pycckuii, AHTIMACKNIA, YKpaunHckuid, icnaHckuii, MonbCKuii.

4.10.5 O6HoBNeHune NO

Wcnonb3oBaTb No/b30BaTesIbCKUiA cepBep: BktoueHne/BbIKIOUYEHUE UCTIOb30BaHMS
Mo0/1b30BaTE/bCKOrO cepBepa 06HOBEHWIA. VIcMo/b3yeTcs B 3aKPbIThIX CETSX AOMOGOHUN.

Monb3oBaTenbckuii cepBep: Mone BBoga IP-agpeca unn goMeHa Nonb3oBaTeIbCKOro cepeepa
06HOBEHUIA.

BbiGepuTe chaiin: Boibop daiina o6HoBneHuns MO u3 ganosoi cuctemsl MNK. Mocne Beibopa gaiina
HeobXoAMMO HaXaTb Ha KHOMKy "O6HoBUTL MO".

MpoBepuTb 06HOBNEHUE: [TpoBepKa HaMumsa 06HoBeHns MO Ha cepBepe BAS-IP mb0 Nonb30BaTeIbCKOM
cepsepe.

OGHoBUTHL MO: Hauatb o6HOBNEHMKE MO.

A BAXHO:

Mepepn kaxabim 06HOBIeHNEM MO HeOOX0ANMO CO3[aBaTb PE3EPBHYIO KON HACTPOEK NaHesu.
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(i Oco6eHHOCTU OGHOB/IEHUS CUCTEMbI:

Mpn 06HOBNEHNUN cUCTEMBI Yepe3 WEB unu rpadomuecknin nHTepdeinc aBTomaTM4eckn co3gaeTtcst
pe3epBHasi KONusi BCEX MPUIOXEHMNI YCTaHOB/IEHHbIX Ha BbI3bIBHOWM NaHesn, a Takke COXpaHsaoTCs
BCE KOHUrypaumnoHHbie dpainbl. MNpn Kaxxgom nocnegyowem o6HoBAEHMM ddain pe3epBHOI Konum
OyaeTt nepesanucaH.

CuncTema co3faeT pe3epBHY0 KOMUI0 BCEX HACTPOEK NaHesn, Naposin, Nosib30BaTeslbCkme
yBEOMJIEHNS], HACTPOKM SIP, HACTPOWKM 3aMKOB, HACTPOIKIN CETU, peXUMa paboTbl NaHEeNN.

Mpu oTkaTe 06HOBNEHUST 4O NPeAblayLLeli BepCUM B Crlydae HeCOBMECTUMOCTH 6a3 faHHbIX
TEKyLLMe HaCTPOIiKM MOTYT ObITb aBTOMATUYECKM YAa/IeHbI 1 BOCCTAHOB/IEHBI 13 NpeablayLei
pes3epBHON KONnN.

Mpwn oTKaTte 06HOBAEHWIT PEKOMEHAYETCSA COPOC YCTPOIACTB A0 3aBOACKMX HACTPOEK.

4.10.6 [lepesarpyska
[Mepezarpyka

MEPE3ATPY3WUTh YCTPOWCTBO

Mepesarpyska: MporpamMmmMHas nepesarpy3ka Bbl3bIBHOW NaHesu.

4.11 XXypHanbl

MeH!t0, B KOTOPOM OTOGPaXaloTCs BCe CO6bITUSA, KOTOPbIE NPOUCXOAVAN B NAHENN.

Bpemsi XxpaHEHNS XypPHaUIOB - 182 AHS.
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Fnaexan

BAS-IP multi-apartment panel

)

Ceto

KypHan

te Bbi36IBHER NaHENL
Ksaptupsi
B PP v ONLTPH
9 cKyq,
. ¢ u

2 Mepeagpecauua
2019-02-21 o o - s 5 - o - (admin) 5 -

o [ ———— lasais wcTema peanmi XOR B BeG-MHTepdeiC OBepLIeH yenewHbii Bxoa (admin) 8 8e6 uHTeppenc
2019-02-21 ) ) ) )

O HypHanel 134640 Cucrema Cpeanvn Bxog B Bef-uHTepheic CoeeplueH ycrewHbii Bxoa (admin) 8 se6 uHTephenc

< BesonacHocTs 2019-02-21 a o } . ; Wcnons3osan HesanuaHbii waeHTdukatop 8098544,

ocTyn bICOKMIA eBaNMaHLIN NAEHTUDIKETO

13:43.42 v . A b P enageney satanat6é

v cuerema 2019-02-21 ) ) i
124208 OocTyn BbicoKMit HEWIBECTHBIA MASHTHDUKETOD VCNONb3oBaK HEMZBECTHbIA MASKTHDUKATOD 8098545
2019-02-21 i i ) i
134201 AocTtyn Boicokui HewnzeecTHbl ngesTuguxatop Wcnonsaoean HewseecTHoIA ngeHTnguKaTop 8098545
2019-02-21 _ _ _
T3area Oectyn Bbicokuit HenssecTHif naeHTHdMkaTOp VICnons3osan HeW3BECTHbIA MAEHTHGMKETOp B008545
2019-02-21 . _ _
a1 OocTyn BbiCOKMit HEW3BECTHEIA MASHTHDUKATOD MCNONb30BaH HEMIBECTHBIN MASHTUDUKATOD 2098545
2019-02-21 i i ) i
124136 DocTtyn Bbicokui HewnssecTHbIA upesTUdUKaTop WcnonbaosaH HeW3BECTHbIA AeHTHDUKaTOp 8098545
2019-02-21 a ¢ _ JLocTyn pa3pellen yaoanéHHbim o ]

ocTyn eaHmi ITKRLIT 3aMOK 1 YARNEHHEIM CEpBEpOM

1341116 v pea cepeepom P A paep

B paHHOM pasgene MOXHO Npom3BecTn IUILTPALMIO AAHHbIX B 3aBUCMMOCTU OT BblIOPaHHbIX CTOMOLIOB C
pas3buBKO MO 3HAYEHUSIM.

B ctpoke "CtonbeL" fOCTyNHbI 3HAYEHUS:

« [puoputer
« Kareropus
« HassaHwne

rnasHasn

~ OUNETPEI
= Ceto
& or X3 4 X
L BbiabiBHas NaHens
B KsapTupsl CronGeu noswe
PasHo - -
Q ckvaL Mpuoputet
- - . . e
2 Mepeagpecauus Kateropua puTE Cobermie HpOpMaLHA
LononHuTenoHo )
o HasBanve CpepHuit BXOf, B BE6-UHTEPBEHC CoBeplIeH yCnalHbIA BXoa (admin) 8 Be6 WHTepdeiic
9 KypHanbi
2020-02-13 . _ HewssecTHbii " - 7965425
24543 Ioctyn sicokmit e oaren CNONB30BAH HENABECTHBIA MASHTUGHKATOP 7965425
e BesonacHocTe
2020-02-13 ) 3aMOK OTKPLIT WENON308aH BANUAHBIA MASHTUGHKETOD 7735783, Bnagensl’,
o Joctyn CpeaHui
"] CucTema 22:43:27 MASHTUPUKATOPOM OTKPBIT 3aMoK 0
2020-02-13 I B _ HenzeecTHoIA " _ 7965425
c c c 9654
ra01a ocTyn bICOKMI uneraduKaTop N0N15308aH HENIBECTHSIR NaBHTUHKETOP 5

B cTpoke "Ycnosue" AOCTYMHbI 3HA4YEHUA:

« bonble
o MeHbLle
« PaBHO
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@ basIP
nasHaA R
v OUNBTPBI
= CeTo
& or X A X
e Bbi3bIBHEA NaHeNb
B KeapTupsi Crongeu ponoese 9
MpuopuTeT - 3HaUeHWe -
L] kv — bonbuwe 13
L 54 Mepeappecaums Nata/zpema aTeropuA MeHblue
* LononHuTencHo 2020-02-14
. 523 08 Cucrema PaBHo CoeeplueH ycnewHbli exoa (admin) 8 se6 uiteppedc
'D) HKypansi
- HenzeecTHoIA _ _
Ooctyn Bbicokuit Wcnone3osaH HEMIBECTHDIA MASHTU(HKATOP 7965425
’ MAEHTUDHKATOP
e BesonacHocTs
2020-02-13 3amoK OTKpBIT Wcnons3osan Banvansiin naeHTudnkaTop 7735783, Bnageney
o Lloctyn CpepHnii - 7
i CHcTema 224327 naeHTMhHUKaToOpoM OTKpbLIT 3aMoK 0
2020-02-13 a 5 n HeuzsecTHoli " ; ——
ocTyn bICOKMA CMONb30BAH HEMZBECTHLIA MAEHTUDHKATOP 79654
222019 ¥ upeHTUGMKETOp ° A P .

B cTpoke "3HauyeHune" AOCTYNHbI pa3/iMyHble ONuuK B 3aBUCHMOCTU OT BbIGPAHHOro CToN6ua.

Mpuoputer Kareropus HasBaHue

Hun3zkwit Cuctema YCTpOCTBO 3anyLLEHO

CpegHuii Cuctema JocTyn 3anpelleH us Beb-nHTepdeica
Doctyn 3aMOoK OTKPbIT KHOMKOW CBOBOAHOIO focTyna
Cucrtema BBeaeH BepHbIil Naposib BXoaa B Be6-nHTepdieinc
Joctyn 3amMOK OTKPbIT KHOMKO Bbixoaa
[Hoctyn BeegeH o6wwii kog goctyna
Joctyn 3aMoK OTKpbIT naeHTutmkatopom nmua
Cucrtema Hauyasio 06HOBMEHMSA MPOLLMBKM
Cucrtema Bxopg B Be6-uHTEpdEiic
Cuctema MpolwrBka 06HOBNEHA YCMELLHO
Cuctema MpoLmBka He 06HOBNEHA
VHdopmauus Bxogswmii BbI30B

Bbicokuii ViHdopmauus OG6HapyXeHO ABMXEHne
JocTtyn [nvtenbHoe oTKpbITUE 3amKa
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Mpuoputer Karteropua Has3BaHue

JocTyn [0CTyn 3anpeLueH yaasieHHbIM CEPBEPOM

UpesBblyaiiHasa cutyauuss  HelwtaTHOe cobbiTe

Joctyn HeBepHbIli Kog gocTyna

Cucrema HeypayHas nonbiTka BXxoga B Be6-MHTepdelic
Joctyn JocTyn paspeLleH yaaneHHbIM CepBepoM
[Joctyn HewnsBecTHbIn naeHTunkaTop nuua

[Joctyn JocTyn BocnpeLleH 13 Beb-uHtepgeiica
Hoctyn 3aMOK OTKpPbIT OTBETHbLIM YCTPOCTBOM
Joctyn 3aMOK OTKPbIT AEHTUINKATOPOM

UpesBblyaiiHasa cuTyaumsi  IKCTPEHHOEe cobbiTne
Joctyn icnonb3oBaH HEBaTMAHbIN naeHTNMKaTop
KpuTuunbii  Joctyn [Bepb He 3aKpbiTa C/NLLKOM A0/1T0

B 3aBMCMMOCTM OT BbIGPaHHbIX NapamMeTPOB MOXHO HACTPOUTb TMBKOE OTOGPaKEHUE BbIBOAUMbIX AAHHbIX B
XXYpHaUs1e U NPOM3BECTM ONEPaTUBHLIN NOUCK MHYOPMaLUK.

4.11.1 E-mail yBegomneHus

B gaHHOM MeHo NpoM3BOAUTCS HACTPOIKa NOYTOBOIO CepBepa A1 Noc/eayoLero yseaoMieHust no e-mail
0 pasNNUHbIX COBbITUSIX, KOTOPbIE 3aMUCLIBAOTCSA B XYpHa.

4.11.1.1 HacTpoiikn Nno4TOBOro cepBepa
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HKYPHAN

HacTpolikm NoYTOBOro cepBepa

E-MAIL YBEOOMIEHMA

AA-11 - AA-11

COXPAHUTL

T NOYTOBOTO CEpBEPa

SMTP

Afipec NOYTOBOMD CEPBEpa Mopt
smtp.gmail.com 457

MNopt

SSL

Wma nonbzosatena Maponb
notifications@bas-ip.com 12333255

Wma OTnpaB1TENA
Naotifications from the panel

Email nonyyatens
system_journal@bas-ip.com

Tema
Notifications from the panel

OTMNPABUTL TECTOBOE NMACBMO

Tvn nouToBOro cepBepa: BbIGOp NpeAnoYMTaeMoro Tvna noyToBoro cepeepa.

HacTpoiiku Mo4YToBOro cepeepa

Twun noyTOBOrO CEPBEDA

COXPAHWUTB

He ykazaHo
Mopt
SMTP 457
Mopt
SsL
WIMA nonbaceatens Maponk
notifications@bas-ip.com 12333255

Moprt: MNone BBOAA NopTa NOYTOBOMO CEPBEpA.

Tun wudpoBaHmuA: BbiGOp NpeanoYMTaemMoro Tuna wudposaHus, TLS unm SSL.
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smtp.g-ma\\‘cyom 457
Mopt
He ykazaHo
TLS 1_2333255
SSL
Esyéte;r;;;j;;ér;:al@bas—ip.com I:J:t;)t:iﬂoatians from the panel

OTNPABWTEL TECTOBOE NUCbMO

Nma nonb3oBarens: [one BBoga nMeHW nosib3osarensa SMTP cepsepa.

Maponb: Nosie BBOAa naposns nosibaosarens SMTP cepsepa.

Nmsa oTnpasutens: None BBOAA MMEHN OTNPaBUTENS, KOTOPOe ByAeT 0TOOpaxaTbCs BO BXOAALLEM NUCbME.
Email nonyuyarens: [None BBoga NOYTOBOro agpeca nosyyarens.

Tema: Tema nucoma.

OTnpaBUTb TECTOBOE NUCbMO: KHOMKAa OTNpaBkM TECTOBOrO NCbMa A5 NPOBEPKM NPaBU/IbHOCTU BBOAA
[laHHbIX.

4.11.1.2 E-mail yBegomneHus

B gaHHOM 6/10Ke MOXHO BblbpaTb CMUCOK COOBITUIA, KOTOPbIE MOTYTb ObITb OTMPAB/IEHbI HA YKa3aHHbIN
MoYTOBBIN agpec.
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E-mail ysegomneHus

HocTyn npegocTaBneH y4aneHHbIM C

[ocTyn npegocTaeneH MaeHTUUKaTOpPOM

Hoctyn npegoctaened Face ID

CnuncoK JOCTYMHbIX COObITHIA:

« JlocTyn 3anpeLyeH - HedencTBUTENbHbIN nAeHTU(MKaTOp
« JlocTyn 3anpeLyeH - HegencTBUTENbHBIN Face ID

« JlocTyn 3anpeLyeH - HEBEPHbIV KOf

« JlocTyn 3anpeLeH yaasieHHbIM CepBEPOM - API

« JlocTyn 3anpeLyeH - HEU3BECTHbIN MAeHTUdMKATOP
« [locTyn npefocTaBnsieTcs no BbI30BY API

« JlocTyn npefocTaB/ieH OTBETHLIM YCTPONCTBOM

« JlocTyn npegocTas/ieH no o6LemMy Kogy goctyna
« JlocTyn npefocTaB/ieH ygasieHHbIM CEPBEPOM

« JlocTyn npepocTaBieH aeHTUNKaTOPOM

« Jloctyn npepoctasneH Face ID

« 3aMOK OTKpbIT C/IMLIKOM JOMT0

« 3aMOK Obln1 OTKPbIT KHOMKOW BbIxoAa

« 3aMOK OTKpbIT KHOMKOI CBOGOAHOIO focTyna

« HewrTatHoe cobbiTne

+ DKCTPEHHOE CcobbITne

« BxopgsaLmin 3BOHOK

« [iBMXeHne 06HapyXeHo

+ Vcxogsawwii Bei3oB

« O6HoBneHue MO

« HeBepHblii 10TUH - API

+ YCnewHsbIn BXog, B cuctemy API-BbI30B

+ YCTpOIACTBO Nepe3arpyxeHo

« Peructpauus SIP yTepsiHa
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4.11.2 Syslog

AA-11 - AA-11

B 4aHHOM MeHH0 yKasblBatoTcsi nmapaMeTpbl Syslog cepBepa, Ha KOTOpPLI NaHeslb MOXET OTNPaBsATb JaHHbIE

XXYPHaO0B.

HacTponku SysLog

BK/ItOYEHO

Ter 6 v

URL MopTt
10.10.10.10 514

4.11.2.1 HacTtpoikn Syslog

BkoueHo: Bk/iloueHre/BbIK/IIOUEHNE OTNPABKU XypHas10B Ha syslog cepBep.

Ter: Ter ycTpoiicTBa, Heobsi3aTeslbHas onuusi.
YpoBeHb Syslog: YpoBeHb nogpo6bHOcTH Syslog.
URL: Agpec cepsepa.

MoprT: MNopT cepBepa.

Ckauatb: CkayaTb (halin xypHana Syslog.

OuncTuTb: OuncTuTh haiin xypHana Syslog.

4.11.2.2 dopmart coobLLeHWI

dopmar coobLeHNi syslog COOTBETCTBYTE CTaHAApPTy RFC5424M,

CopaepxxaHne coobLLEHMIT 0 COBLITUSIX BbIFIAANT CNeayoLWMM 06pasom:
EVENT:{event_type}:{argl}:{arg2}:{argN}:{text}
OnucaHue noneii:

Mone OnucaHue

{event_type} MaeHTudmkaTop TMna cobbITus

11 https://tools.ietf.org/html/rfc5424

COXPAHUTb
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Mone

{argl}

{text}

... {argN}

AA-11 - AA-11

OnucaHue

ApryMeHTbl, XapakTepuaytoLye cobbiTue, eCnn ecTb

YenoBeko-untaemoe onucaHue cobbiTnusa B cBO60AHON hopme.
MOXHO CBOGOAHO MCNO/Ib30BATb : BHYTPY 3TOrO NOJIs.

K npumepy, cobbiTue "[iBEpb OTKPbITA C MOMOLLILIO MacTep-naponsa" MOXeT UMETb cneayoLwmii Bua;

EVENT:100:0000:/lBepb OTKpbTa C MOMOWbLK MacTep-naposns: 0000

r'oe 100 - ngeHTudmkaTop cobbiTnsa "OTKpbITUE ABEPY C NOMOLLM MacTep-naponsa”, 0000 - apryMeHT cobbITus,
B JJAHHOM CJlyyae K/1to4 KOTOpbIM Obl/ia OTKpPbITa ABEpPb, U, Aasiee, onucaHue cobbiTus B CBOOOAHON dhopme
"[lBepb OTKPbITa C MOMOLLIbIO MacTep-napons: 0000".

4.11.2.

ID

00

10

10

10

10

10

10

10

10

3 Tunbl cOBLITUIA

OnucaHue

J11o6ble cobbITUSA, HE OMUCAaHHblE
HUXe

[lBepb OTKPbITA, UCMO/b30BaH
macTep-Kof,

[JlBepb OTKPbITA, UCMOMb30BaH KOZ,
joctyna

[lBepb OTKPbITA, NCMO/Ib30BaHA
KapTa

[JlBepb OTKpbITA, 1CMosib3oBaH UKEY
[lBepb OTKPbITA, UCMO/Ib30BAHO
nuo

[Bepb OTKpbITa KHOMKOI BbIXoAa

[Bepb OTKPbITA B BbI30BE

[Bepb OTKpbITa No API

MapameTtpbl Facili Severi PR
ty ty |
8 6 70
Homep koga, Homep asepu 8 6 70
Homep kopa, Homep 8 6 70

KBapTMPbl, HOMEP ABEPU

Homep KapTbl, HOMep 8 6 70
KBapTupbl, HOMEP ABepu

Homep kapTbl, HOMep 8 6 70
KBapTUpbLI, HOMEpP ABepu

ID nuua, Homep KBapTUpbl, HOMepP 8 6 70
nsepu

8 6 70
Homep aboHeHTa, Homep 8 6 70

KBApPTUPbI, HOMEP ABEPU

Homep asepwu 8 6 70
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10

10

11

20

20

20

30

30

30

30

30

30

30

30

30

30

OnucaHue

[Bepb OTKPbITA YAANIEHHbIM
cepeepom

[Bepb OTKpbITa KHOMKOWA
CcBO6GOAHOrO goctyna

[Bepb OTKpbITa, NCNonb30BaH QR
[Bepb OTKpbITa CANLLKOM A0S0
OGHapyXeHO ABWXEHNE

[lBepb OTKpbITa ABEPHBIM
CEHCOPOM

Vcnonb3oBaHa Hen3BecTHas kapta
Vicnonb3oBaH HEN3BECTHbI KOA,
poctyna

Vcnonb3oBaHa HeBasMHas kapTa
icnonb3oBaH HeBaTMAHbIN

Kog, focTtyna

Vicnonb3oBaH HeBanMAaHbIii UKEY
Vicnonb3oBaH HeBaNMAHbINA Face id
[JocTyn 3anpeLleH yganeHHbIM
CepBepom

Vicnonb3oBaH HeBa/MAHbIA QR

Vcnonb3oBaH HeM3BECTHbIN QR

3amok OTKPbLIT NO TpeBore

MapameTpbl

Homep asepwu

Homep QR, HOMep KBapTMpbl, HOMEpP
asepu

BpeMsi B ceKyHAaX, CKOMBKO Yxe

OTKpbITa ABEPb

Twun ceHcopa

Homep KapTbl

Homep koga

Homep KapTbl, HOMEp KBapTMpbI

Homep koga, Homep KBapTupbl

Homep UKEY, Homep KBapTupbl

Howmep face_id, Homep kBapTupbI

Homep QR, HOMep KBapTUpSI

Homep QR

Homep 3amka, Bpemsi OTKpbITHS]

Facili
ty

AA-11 - AA-11

Severi
ty

PR

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

KoHduryprpoBaHue yepes web nHtepceiic - 60



AA-11 - AA-11

ID OnucaHue MapameTtpbl Facili Severi PR
ty ty |
40 SIPecTb 8 6 70
0
40  SIPHet 8 6 70
1
40  YCTpOIACTBO nepesarpyXXeHo 8 6 70
2
40  OtnpasBneH email Email nonyyarens, ID cobbITust 2 6 22
3
40  Owwmbka oTnpasku email Email nonyuarens, ID co6bITus 2 6 22
4
50 WcxopAwmii BbI3oB Howmep kBapTupbl, HOMep aboHeHTa 8 6 70
0
50 BxogsALLMii BbI30B Homep aboHeHTa 8 6 70
1
50 Wcxopgsawmii BbI3oB, oumnbKa Howmep kBapTupbl, HOMep aboHeHTa 8 6 70

2 coefuHeHus

60 Bxop B BEG MHTepelic 10 6 86
0
60 lcnonb3oBaH HEBEPHbI Naposib 10 6 86

1 Beb nHTeppelica

4.11.2.4 App Name

dopmar nons:
TAG: {model}_{version}_{mac}

OnucaHwve nonei:

Mone OnucaHue Mpumep

TAG Ter ycTpoiicTBa, HeobsizaTesibHast onuus Panel near the road
{model} HasBaHune mogenu AA-07B

{version} Bepcusa BcTpoeHHoro MO 3.5.0
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Mone OnucaHue Mpumep

{mac} MAC agpec 6e3 pasgenvrenei TO6979EEEEEE

4.11.3 OTnpaBka pOTO Ha cepBep

B AaHHOM MeHI0 NpoM3BOAMTCA HACTpoliKa (yHKLMM OTNpaBKKU Ha cepBep Link/cepBep TpeTbei CTOPOHbI
(hoTO C Kamepbl BbI3bIBHOW NaHENN A/151 BbIGPaHHLIX COGLITUIA.

OTnpaBka GoTo Ha cepeep

BkntoueHo: BkN/BbIKN PYHKLMIO OTNPaBKN (hOTO C KaMepbl NaHenn s pasnyHbIX COObITUN.

A OyHKuMA paboTaeT TONbKO NPU BKIOYEHHOW CUHXPOHM3aLMK ¢ Link.

4.11.3.1 CoObITnda

B naHHOM 6/10Ke MOXHO BbIGpaTh CMUCOK COBLITWIA, KOTOPbIE MOTYT GbITh OTMPAB/IEHbI HA CEPBEP.
CnrcoK JOCTYMHbIX COBbITUIA:

« [locTyn 3anpeLleH - HelecTBUTENbHbI naeHTUdMKaTOp
« [ocTtyn 3anpeLlleH - HegelicTBUTENbHbIN Face ID

« [locTyn 3anpeLleH - HeBEPHBIIA Ko,

« [JlocTyn npepocTaBneH yaasieHHbIM CEPBEPOM

« [JlocTyn 3anpeLleH yaaseHHbIM CepBEPOM - API

« [JlocTyn 3anpeLleH - HeU3BECTHbIN MAEHTUMKATOP

« [JlocTyn npegocTaBnseTcs Mo Bbi30BYy API

« [locTyn npefocTaB/ieH OTBETHLIM YCTPOINCTBOM

« [JlocTyn npegocTaBsieH no obuiemy kogy foctyna

« [locTyn npefocTaB/ieH MAEHTU(UKATOPOM

« [ocTtyn npegocTtaBneH Face ID

« 3aMokK 6bl/1 OTKPbIT KHOMKOI BbIXoda

+ 3aMOK OTKPbIT KHOMKOI CBOGOAHOrO AOCTyna

« Bxoasunin 3BOHOK

+ Mcxopswmii BoizoB

+ YCNeLHbI BXOA, B HACTPOIiKN - UHTepPdheiic ycTpoicTBa
« HeypauHasn nonbiTka BXofa B HACTPOIiKM YCTPOIicTBa
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5 YcTtaHoBKa 1 noaknyeHune

Ha ,U,aHHOﬁ CTpaHuue onmcaH npouecc yCtTaHOBKU 1 NOAK/THOYEHUA BbI3bIBHOI NaHesnun.

« MpoBepka KOMMIEKTHOCTM NpoayKTal?

. 2nekTpuuyeckoe noaknoveHne

« MexaHuueckunii MoHTax

« MoAakoueHne AoNONHATENbHBLIX Moayeiit®

5.1 MNpoBepKa KOMMNIEKTHOCTY NPoAyKTa

Mepes, yCTaHOBKOW BbI3bIBHOW NaHe M 06s13aTesIbHO HY)XHO NPOBEPUTL €€ KOMIMIEKTHOCTb U HA/IMUME BCEX
KOMMOHEHTOB.

B KOMNEKT BbI3bIBHOI NaHeNu BXOoOuT:

BbI3blBHAS NaHe b lwr
KpoHLWTEH A5 BPE3HOI YCTAHOBKM 1wr
BUHTbI AN1s1 KpENMEHNS KPOHLUITEHA 4T
WNHCTpYKUWs Nofnb3oBaTtesis 1wT
KomniekT NpoBOAOB C KOHHEKTOpPaMM A/151 NOAKMIOYEHUSA NUTaHWS, 3aMKa 1 1wr

aon. moaynen.
KomnnekT 3arnywiek Ans coeguHeHuli 1wt

YCTaHOBOYHbIE€ BUHTbI C KNIHOYOM lwr

5.2 2SnekTpuyeckoe nogkKiyeHme

[Mocne NpoBepk/ KOMMIEKTHOCTUN YCTPONCTBA MOXHO NepexoAnTb K MOAK/IHUEHMIO.

[ns noaknoyeHns noHago6burcs:

« Kabenb Ethernet UTP cat5 nnu BbllLe, NOAK/THOYEHHbIN K CETEBOMY KOMMYTATOPY/MapLLpyTU3aTopy.

() PekomeHpgauuu no gnvHe Kaéens

MakcumasibHas a/inHa cermenTa kabens UTP CAT5 He fjo/kHa npeBbliuars 100 MeTposB,
cornacHo ctaHgapra IEEE 802.3%,

« Bnok nutaHua Ha +12 BonbT, 2 AMnepa.

12 https://wiki.bas-ip.com/pages/viewpage.action?pageld=2753851
13 https://wiki.bas-ip.com/pages/viewpage.action?pageld=2753852
14 https://wiki.bas-ip.com/pages/viewpage.action?pageld=2753854
15 https://wiki.bas-ip.com/pages/viewpage.action?pageld=2753853
16 https://habr.com/post/208202/
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« [Jo/mkHbI 6bITb NOABEAEHbI MPOBOAA A/151 NOAK/THYEHNST 3aMKa U [OMNONHUTENbHbIX MOAY e
(onumoHanbHo).

@ K BbI3bIBHOI NAHENN MOXHO MOAK/TIOUNTL NtoBble 3/1EKTPOMEXaHNYECKNE IGO0 3/1EKTPOMArHUTHbIe
3aMKM Y KOTOPbIX KOMMYTMPYEMbIA TOK HE MPEBLILLAET 5 AMNep.

Hwuxe npeacrtas/iEHbl TUMOBLIE CXEMbI MOAKMHOHEHNA BCEX /TEMEHTOB K BbI3bIBHOI NaHesnu:

« Cxema NOAK/TNYEHUA INN1EKTPOMEXaHNYECKOIo 3aMKa C NCNoJib30BaHNEM 6noka 69Cﬂep660ﬁH0rO
nuTaHnsa UPS-DP/S(see page 64)

« Cxema NOAK/TNYEHUA 3/1EKTPOMEXaHNYECKOIo 3aMKa C UCMnoJsib3oBaHMEM BHELLUHETO NCTOYHUKa
nUTaHUA ONA 3aMKa.(see page 66)

« Cxema NOAK/TYEHUA INNTEKTPOMarHUTHOro 3amMka C UCnoJsib30BaHNEM onoka 6eC|‘|epe60|7|H0rO nNTaHUA
UPS-DP/S(see page 68)

« Cxema NOAK/TYEHUA 3NEKTPOMAarHUTHOroO 3aMkKa C MCNnoJ1ib30BaHNEM BHELLHETO 6noka MUTaHUSA(see page
70)

5.2.1 Cxema NoAKIHYEHNSA 3/IEKTPOMEXaHNYECKOro 3amMKa C
ncnonb3oBaHnem 6r10ka 6ecnepeboriHoro nutaHnsa UPS-DP/S
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Brnok 6ecnepeboiHoro nutadua UPS-DP/S
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5.2.2 Cxema NoAKHUYeHNsa 3NeKTPoMexaHNyYecKkoro 3amMmka c
Ncnosib3oBaHMeM BHELLHEINo NCTOYHUKa NMTaHnAa AndA 3aMKa.
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Bnok 6ecnepebonHoro nutaHmna UPS-DP/S
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5.2.3 Cxema NoAK/I4YeHNs 3/1eKTPOMarHMTHOro 3amka ¢ MCnosib30BaHNEM
6noka 6ecnepeboinHoro nutaHmsa UPS-DP/S
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5.2.4 Cxema NoAKMHUYeHNsA 31eEKTPOMAarHMTHOro 3amMKa C UCNnosib30BaHNEM
BHeLlHero 6710ka NnTaHuA

YcTaHoBKa 1 noAknoveHne - 70
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5.3 MexaHnyeckunin MoOHTaxX

Mepen MOHTaKOM BbI3bIBHOV NMaHes I HY)XXHO NpeaycMOTPETb OTBEPCTUE UK YINyG/ieHUe B CTEHE C
pasmepamu 190x314x51 MM (A/1s1 BPE3HOro MOHTaxa) MabGapnTHble pa3Mepbl KPOHLITEHA (MOHTaXKHOW
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KOpoO6ku) = 189x315x50 MM. Takke He06XoAMMO NPeayCMOTPETL NOABOA kabensa nuTaHus, oM. Moay/ei u
NloKanibHOl ceTu.

Bbi3biBHas naHesnb

BHuMaHue:
OTBepcCTrE B HUXKHEN
YaCTM KPOHLUTENHA
npegHa3HavyeHo ans

CNvBa nonasLien Boabl, -

He 3aKpbiBanTe ero g

cneumnanbHo. 0000 BUHTbI
Tak>xe Heo6XoOMMO 8888

BbIMOJIHUTb CJIMBHOW 0000

Xenood BHU3Y HULLN, g

KOTOPbIN ByOeT CIYXXUTb L—7"

015 OTBOAA BOAbl HAPYXKY. L

KpoHLwTenH

@ Ckauatb YepTex KpOHLUTEHA A1 BPE3HOI ycTaHoBKu!

() PekomeHpauUWy MO BbLICOTE YyCTAHOBKMU:

YcTaHaBnMBaTh BbI3bIBHYIO NaHesb CriefyeT Ha ya06HOoW s Bac BbicoTe. OpUEHTUPOBOYHAS
BbICOTA YCTAHOBKM 160-165 CM M0 YPOBHIO Kamepbl.

5.4 TMoaKnUYeHne A0No/THUTESbHbIX MOy e

Ko BceEM MHOr0ab0oHEHTCKUM NaHesnisiM MOXHO NOAKIIOUNTL CneayroLme Mmoaynu:

« Mogynb ynpaeneHusi AByms 3amkamu SH-42
« Mogaynb ynpaeneHust NMToBbIM 060pyaoBaHnem EVRC-IP
« MynbTUgIOPMAaTHbI CUMTLIBATENb C NOAAEPXKKON TexHonorun UKEY BME-03

17 https://wiki.bas-ip.com/download/attachments/15795939/AA-09_AA-11_AA-09B_AA-11B.pdf?
api=v2&modificationDate=1566291749652&version=1
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6 Vicnonb3oBaHue ycTpoucTea

« B3aumopeiicTeue no APl(see page 73)

« lVicnonb3oBaHne Moayns UdTa(see page 73)

+ Mob6unbHbIA AocTyn UKEY (see page 74)

« [lounck BMAEO C NOMOLLbHO Onvif(see page 81)

+ lMonyyeHne RTSP NoToka ¢ kamepbl BbI3bIBHOM NMaHEeN(see page 81)

6.1 B3aumopgeicTtame no API

OnvcaHne no B3anMoAeicTenio ¢ APl v cneumdukaumm AocTynHbl Ha developers.bas-ip.com?.

Takke AOCTYNHbI cneuuduKaLmm ans pasHbIX TUMOB YCTPOWCTB Bbl MOXETE HaliTK Ha Swaggerhub®®,

6.2 cnonb3oBaHne moayns nudTa

6.2.1 YcTaHoBKa naHesnun so3se nudgora

Mpu ycnoBmmn HacTpoiiku Mogyns EVRC-IP B pexxume pa6oTsl EVRC MMEETCS BO3MOXHOCTb OpraH13oBaTb
BbI30B NnhTa Yepe3 CKY/l. B Takom BapuaHTe MOXHO YCTAHOBUTb MHAVBUAYA/IBHYH BbI3bIBHYHO NaHesb CO
BCTPOEHHbIM CUUTLIBATE/IEM BO3/IE NUdpTA.

B gaHHOM Ccny4dae naHesib MOXeT ObITb yCTaHOB/IEHA Yy }'II/ICpTa NN TakXXe Ha BXoae B Noabe3n. |_|pl/l
VI,EI,eHTI/ICpI/IKaLI,I/II/I Ha naHemu, ]'II/IdJT npunegeT Ha 3Tax, Ha KOTOPOM lMaHes/lb HaxoaAnTCA U NoJsib3oBaresiio 6y,qu
pa36l'IOKI/IpOBaH O0CTyNn Ha ero arax.

M,D,eHTM(pVIKaLI.I/IFI MOXET ObITb npoun3segeHa ¢ NOMOLLbIO KapTbl AocTyna, UKEY, koga goctyna nin
pacno3HaBaHUA nuda.

B3aVIMO,EI,eI7ICTBI/Ie BbI3bIBHOI NaHen ¢ Moaynem EVRC-IP npoucxoguT nocpeactsom LAN.

6.2.2 YcTaHOBKa naHenu B nngore

Mo aHasIo0rMm ¢ yCTaHOBKOI NaHenu Bo3ne Nudta, MMeeTcsi BO3MOXHOCTb MCMO/b30BaTh MHOTOA60HEHTCKYHO
naHeNb HENoOCPeACTBEHHO B KabuHe NuTa. B Takom BapuaHTe Bbi3blBHASA NaHesb 6yaeT pas6bnokupoBaTb
AOCTYN K LUTATHO NCITOBOIA NaHeny Bbibopa aTaxa Npu NogHeceHnn naeHTudrkaTopa.

VaeHTudmkauma MoxeT 6bITb NPou3BeaeHa C NOMOLLbIO KapTkl AocTyna, UKEY, koga AocTyna unm
pacnosHaBaHusi nuua.

() [ns KOPPEKTHOro UCMO/NbL30BaHNA UAEHTU(MKATOPOB B CUCTEME C MOAYNeM yrpaB/eHus
MAITOBLIM 060PYA0BAHNEM, B HACTPOIKaX BbI3bIBHOI NaHeNy TpebyeTcs cTporas npuBsska
NAEHTUUKATOPOB K KBAPTUPaM.

[JeTanbHee 0 HACTPOViKe BbI3bIBHbIX NaHenel n KoHTposinepa EVRC-IP MOXHO y3HaTh 31ech?,

18 https://developers.bas-ip.com/
19 https://app.swaggerhub.com/search?owner=basip
20 https://wiki.bas-ip.com/ru/nastrojki-funktsij-2752604.html#id-HacTpolikndpyHkuuii-HacTpoiikacuctemMblansgocTynanMgraHasTax.
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6.3 Mob6unbHbIN gocTtyn UKEY

6.3.1 OnucaHue

Mo6unbHbIA gocTyn UKEY oT BAS-IP iBNsieTCA yHUBEPCA/IbHON TEXHOMNOrMel AN NoslyYeHus goctyna B
nomMeLleHne U Ha TEPPUTOPUI0 06beKTa C BO3MOXHOCTBLIO MCNO/b30BaTh B O4HOM CUMTLIBATENE
OHOBPEMEHHO: KapTo4kn EM-Marin n MIFARE/WwundgopoBaHHble kapTbl MIFARE Plus/MIFARE Classic, MOBUbHBII
TenedoH (Bluetooth n NFC).

UKEY o6napgaeT cnegylowmumm npenmyectsamu:

« BO3MOXHOCTb MCNOMb30BaTb OAHOBPEMEHHO HECKO/ILKO CTaHAApTOB naeHTudukauun: EM-Marin,
MIFARE, Bluetooth 1 NFC

« BO3MOXXHOCTb UCNOJ/Ib30BaTb MOOWU/bHbIM TEI'IE(*)OH B Ka4yecTBe I/I,EI,EHTI/I(*)I/IKaTODa

« perynvpyemasi 4asibHOCTb cpabaTtbiBaHNs MOGUNLHOTO MAEHTMdIMKaTOpa (Npy MCNosib30BaHNM
Bluetooth)

« HU3Koe 3HepronoTpebneHve

« CrneunasbHbIi aropuTM WNGPOBaHUS AN MOGWU/IbHBIX MAEHTUIMKATOPOB U KapT MIFARE Plus

« BO3MOXHOCTb NMPYMEHEHNS Ha M06bIX TUNax 06BLEKTOB

« BO3MOXHOCTb YCTAHOBKW MOGW/ILHOTO focTyna UKEY B paHee NpuoGPETEHHbIE BbI3biBHbIE MAHENN

« y#o6CcTBO AN1A No/b30BaTENS

6.3.2 NpuHUMN paboTbl

NpeHTudmnkaums n oTKpbITUE 3aMKa BO3MOXHbI G1arogaps Hamumio B NaHeNsax BCTPOEHHOTo Moayns BME-03
C NoAAepXKoin MobunbHoro goctyna UKEY.

MynbTndopMaTHbIii Moaynb BME-03, KOTOPbIM MOTYT ObITb OCHALLIEHbI BCE BbI3bIBHbIE MaHeNn BAS-IP,y
KOTOPbIX €CTb BCTPOEHHbIN CUUTLIBATE b, MO3BOMSET NPOU3BOANTL UAEHTMdMKALMIO NONb30BaTeNs no
TexHonorun UKEY ¢ ncnonb3oBaHMEM Pas/iMuHbIX MAEHTUAINKATOPOB (KapTbl, Openoku, TenedioH) u
BbIMO/IHAET POJib YHUBEPCA/ILHOIO CUUThIBATENA A/19 CUCTEMbI KOHTPO/IA AOCTyna.

6.3.3 Mo6W/bHbIN JOCTYN C NpunoxeHnem UKEY*

[nsa komdpopTHOIT paboTbl Nosib30BaTeneli C Bbi3bIBHbIMM NaHensiMm BAS-IP, ocHalLleHHbIMM
MY/IbTUCOPMATHBIMU CYUTbIBATENSAMMW, KOMNaHUS BAS-IP BbiNyCcT/1a HOBOe MOGU/IbHOE NpuioxeHne UKEY,
KOTopoe nocsie nosy4yeHnss MoGUNLHOTO NAeHTMdIMKaTOpa NCNONb3YyeTCs A8 OTKPbITUS ABEPE/BOPOT/
wnarb6aymos.

21 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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[ns kaxaoii BbI3bIBHOV NaHesn, OCHaLLeHHOM MOAY/1eM CUUTbIBATENSA C NOAAEPXKKON MOBUIBHOTO AoCcTyna
UKEY, MOXeT 6bITb HACTpOEHa pasHas AasibHOCTb cpabaTtbiBaHUs MOOGWUILHOTO naeHTudmKaTopa, B
AnanasoHe OT 2 CaHTUMETPOB A0 10 MeTpoB. PaccTosiHne cpabaTtbiBaHUS 3aBUCUT He TOMbKO OT BbIGPaHHOro
pexuma, HO 1 OT TO/LWMHbI CTEH B NOMELLLEHNM, MOTOAHBIX YCNOBUIA (MPY pa3MeLLeHUN NaHenn Ha yuue) u

Apyrux dhakTopos.
PeXxumbl pa6oThl (fasibHOCTbL) cpabaTbiBaHUA MOOGU/ILHOIO uaeHTUUKaTopa:

» KacaHue (pacctosiHme cpabaTbiBaHusA [0 2 CM)
« J1Bepb (paccTosiHue cpabaTtbiBaHus 40 1 M)

« BopoTa/wnar6aym (perynmpyemoe pacctosiHie ot 0,5 M 0 10 M)

6.3.4 HacTpoiika B Tpu Kvka ¢ npunoxeHnem UKEY Cfg?

BO3MOXXHOCTU NPUSIOXKEHUA:

« HacTpoiika pexvma paboTbl kapT EM-Marin, MIFARE v BLE (Bluetooth Low energy) - BK/ltO4eHNE 1
OTK/ItOUEHNE CTaHAAPTOB CUUTbIBAHMS

« YCTaHoBKa WnhpoBaHms ana ngeHtmdomkaropa UKEY. 3To gacT BO3MOXHOCTb NpUBA3aTh
LWMPOBaHHbIV KN4 naeHTudrkaropa K BblopaHHOMY CUATLIBATENHO

« BkntoveHve n OTK/I0YEHME PeXNMOB WndpoBaHns s kapT MIFARE Classic n MIFARE Plus
« BkntoveHne gusepcudomkaumm anis kapTt MIFARE Classic n MIFARE Plus

« HacTpoiika 3ByKOBOro NoATBEPXAEHNS NPY NOAHECEHUN MOBW/bHBIX MAEHTUMKATOPOB K
CUMTbIBATENIO B PEXMMaX OXMUAAHUS U CUNTbIBAHUS

« YcTaHOBKa pexuma paboTbl: [1Bepb, KacaHne, BopoTta/LUnarbaym
« HacTpoiika ganbHOCTK pexuma paboTbl Npu Bbibope pexnma "BopoTa/llnar6aym"

« B cBA3Ke co cumTbiBaTesieM TR-03, KOHJpUrypaTop No3Bo/IAET 3anmcbiBaTb KapTbl WndyposaHnsa MIFARE
Classic n MIFARE Plus

« BO3MOXHOCTb COXpaHeHusi chaiinia ¢ HacTporkamu A5 yKasaHHOro CUMTbiBaTeNs
+ BO3MOXHOCTb 3arpy3ku KOHhUrypaLMoHHoro gpaiina ¢ HacTpolikaMu 7151 BOCCTAaHOB/IEHMSI

napamMeTpOoB CUMTLIBATENA U AJ1s1 KONMMPOBAHUSI HACTPOEK B ApYrie cunTbiBaTeNn

6.3.5 Cnoco6bl NoNnyyYeHnst MOBUIbLHOIO naeHTudmkaTopa 1 KapT goctyna

OTCKaHI/IpOBaTb QR-Kop, ¢ nomMmollbio npunoxeHus UKEY

Monb3oBaresb NoJaeT 3asBKy Ha NpUoGpeTeHne He06X0AMMOro KonnyectTsa QR-KO0B aaMUHUCTPATOPY
cBOeil 06CNyXMBaloLLE KomnaHum, n3 pacyeTa oanH QR-Kof = 04HO MO6U/ILHOE YCTPOICTBO. Mocne

22 https://wiki.bas-ip.com/display/BASIPCONFIGID/UKEY+Cfg
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OH nosiyyaeTt QR-KoA, B pacneyataHHOM BUAe WK B 3/1IEKTPOHHOI chopme (no e-mail, Viber, Telegram n 1.1.).
[anee ckaHMpyeT Nosly4YeHHbIn Kog UM MMNOPTMPYET ero U3 ¢oainsioBoil CUCTEMbI N TEM CaMbIM MOyYaeT
MOGUNBHBIN aeHTUdIMKaTOP.

Jlo Toro Kak ngeHTudmkaTop, B Buge QR-koaa, BblgaH NoMb30BaTEeNH0, OH 3anCLIBAETCS aAMUHUCTPATOPOM
ynpaensiloLeil KoMnaHuy B NporpaMMHoe obecnedeHne Management Software. QR-Kof He/lb3si MOBTOPHO
NCNosIb30BaTh Ha HECKO/BKMX MOBU/ILHBIX TENEoHaX, OH NPUBSI3bIBAETCS TO/LKO K OAHOMY MOGUILHOMY
YCTPOICTBY, UTO 06€CMNEUNBAET BbICOKMIA YPOBEHb HAAEXHOCTM U 6E30MACHOCTU MOGU/TLHBIX
naeHTMUKaTopoB. KonupoBaHue U gy6nnpoBaHue naeHTurkaTtopa HEBO3MOXHO.

Cc nomMollbio cuntbiBaTtensa BAS-IP TR-03B

[ns Toro YTo6bl aAMMHUCTPATOP YNPABASIOLLEN KOMMAAHUM MOF C MOMOLLbIO TR-03B BblgaBaTb MO6U/IbHbIE
NOEHTUPUKATOPBI MW 3aNUCbIBATL KapTbl 4OCTYNa, NepBOHaYa/ibHO HEOBXOAMMO yKa3aTb MacTep-kapTy,
KoTopasi B fasibHeiwem GyaeT HyXHa A1 paboTbl cunThbiBaTeNs. MacTep-kapTa yKasbiBaeTcs Npyu nepsom
3anycke cUTbIBaTENS.

CospaHue mactep-KapTbl:

CkayaTb 1 yCTaHOBUTbL MOBU/IbHOE npunioxeHne UKEY Cfg;

MoaxnounTb cuntbiBaTesib TR-03B K UICTOYHUKY NUTaHus +5B (USB);

3anyctutb npunoxernue UKEY Cfg n HaxxaTb Ha KHOMKY MOUCKa;

MpunoxeHue HaigeT cumTbiBaTe/ b, HEOOXOAMMO 3aiTV B HACTPOIiKK, MeHIo "ELwle", Bknaaka "CmeHa

MacTep-KapTouku";

MogHecTtn KapTy EM-Marin unn MIFARE K cuuTbIBaTENIO;

6. CunTbiBaTeNb NPOM3BEAET 3aMyChb B KapTy C LUMGPOBaHMEM, NOC/IE YEro OHa CTaHET MacTep-kapToi
4N AaHHOro cunTbiBaTeNs;

7. Ona npogomkeHnsa paboTbl CO cUMUTbIBaTENIEM HEOOXOAMMO NEPENOAKMOUNTLCA K HEMY B NPUIOXEHUN

UKEY Cfg.

bk N =

o

Bonee noapo6HO 03HAKOMUTLCA C (PYHKLMSMU HACTOSIbHOTO CUUTLIBATE/ISI MOXHO MO CChIJIKE.

Mocne Toro Kak co3faHa MacTep-KapTa, afAMUHUCTPATOP MOXET BblAaBaTb MO6U/bHbIE UAEHTUUKATOPLI, a
TakkKe 3anuchbiBaTh LLUMPOBaHHbIE Koumn B KapTbl MIFARE Plus.

MonyyeHre MOGUbHBIX UAEHTU(NKATOPOB C NOMOLLbIO TR-03B:

1. CkauaTb W YCTAHOBWUTb MOGUNLHOE NpuioxeHne UKEY?;
2. YctaHoBUTb 1 3anycTuTb Ha MK ¢ OC cemeiicTBa Windows nporpaMmy A1l 3anmcu
nAeHTMMKaToOpoB "BAS-IP USB Reader Server®*";

23 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
24 http://cdn.bas-ip.com/files/Software/AccessControl/BAS-IP_USB_Reader_Server_2018.07.26.zip
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ﬁ Mactep ycranoskn Cepeep USB cunteisatens BAS-|P — >

Ycranoska npanoxienna Cepeep USB cuntmsaTenna BAS-IP

MacTep YCTaHOEKKH BEINONHAET YCTEHOBKY NpHnoxeHHa Cepsep LISE
CHMTEIBEaTENA BAS-IP, 3T0 MOMHET 38HATE HECKONBKD MHHYT,

XoA YyCTaHOBKHK:

———_—_—__,,,,,,,
Janyck cnyb

< Haszan Hanee = OTmMeHa

w

MoaxNiounTb CcUMTLIBATENb K KOMMLIOTEPY;

MpunoXxunTs MacTep KapTy K CHUTbIBATENIO;

5. MogHecTn TenedoH K cunTbiBaTENIO (NPOBEPLTE, UTOOLI ObIN BK/IOUYEH Bluetooth) 1 BoiiTn B
npunoxenvie UKEY?®, nanee Haxarb KHOMKY "TonyunTb" 1 BbIGpath "Mofyunth Koy ot BAS-IP TR-03";

6. CuntbiBaTenb nepegact MOOW/bHbIA MAEHTMAINKATOP B Ball TenedoH 1 B NPUI0KEHNN NOSBUTCS

Haanuce "Ball Koy rotos";

>

3anncb MOGUbHLIX geHTUUuKaTopoB B MO Management Software:

1. C nomouwpsto MO "BAS-IP USB Reader Server"

a. CkonupoBaTb uaeHTUdMKaTop 13 nporpammbl "BAS-IP USB Reader Server";

25 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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y
% baS YTeHue 1 noKasnbHas Bblaada MoGUNbHLIX MOEHTUMUKATOPOB

A Ouwctvs 7965432, 798AFS, (INFEINS:
S| Konmposatb

© CoxpaHnTe

b. BHectu B 10 "Management Software", Ha BKnagky "3anunce kapT B 6a3y", B CTPOKY BHU3Y
CTpaHuLbl K HaXXaTb KHOMKY "[06aBUTb BPYy4YHYIO";

Norvsecsus sapec 207970700 ) onconie 1
VirgeTudbuk aTop Kaprel aoeTana Mpueasra Kapt K oBopUROEaHMG:
00-73.64F8 0007-07-0 Mrorore. narens

&, Hactpoiicn
el COM-nopT
W Cucremmoe

£ Tpesowble a0Hs!

& Monseoearem
S g
M3 BryTpenmme ronuTopel <<
BibisbiEHb 15 NaHE
will Kopamewe conduenin
w8 aniice KapT & Gasy
&, Arrvsous capr

15| 3amveu codomn
1§ Coofiuerua tpesory

e[ CIMCOK CooBuerit

224 Mpovon no Kapram
B8 Kypran cucrembi

[]Bebpars
[ Bupare
CurTeigars Cron 00-79-8A-F8 Bpyyio
Coxpanie 3acpere.
= B Mpoeepsts Mpoeepims

c. BblGpaTtb 13 cnucka cnpaBa HEOOBXOANMYHO NaHerb;
d. Haxartb kHonky "CoxpaHuTb";
e. MepeiiTn B BKNagky "AkTnBauus kapt";
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He MPOUSBARUTE HUKSKIK GEPAILAI B MAMEHT PaSaTbl DBopYIOEaHAI
Crucok mprBAsaHHbR KapT: | Crcok aKTempopatbt: kapr: 1
Crvcox oiapuaceaHs:

110005-01-0 Muoroke. naHens 00 07-0 1)00-73-84F8  0007-07-07-07-0

2)0007-07-0 MHoroks. naHens

e, HacTpoticu
el COM-nopT
B Cucrenicie

8 TpesosHeIE 30Ho!
&3 MNonssosarent
[eenial Oopyaceanie
23 BHUTPEHHUE MOHUTOPEI <<
BB Boisoierois nans
il Kopatve cooduwenis
oo ¢ 3anuice KapT & 6asy
&, Axrusaun kapr

E[2] Janven coemin
1§ Coofiuermatpesorn
wneee[ Criaco coobuuertdn
2 NMporon e kapram
W Kyprian sucremt
AxrueuponaTs Brecupbasy| | Cwmars
< >

f. BbiGparb HYXHYI0 NaHesb;

g. HaxaTb KHOMKY nepeHoca faHHbIX B NaMATb naHenu;

h. Haxatb kHomnky "AkTuBMpoBaTtb";

i. NpoeHTndmkaTop BHeCeH B 6a3y 1 Tenepb Bbl MOXETE MO/1b30BATLCA MOOW/TIbHBIM Te/1Ied)OHOM
[ONA OTKPLITUA ABEPU, BOPOT, LW1aréayma.

2. Vimes Ha pykax QR-kof

a. OTkpbITb QR-KOA B /1060 NporpaMmMe A1 MPOCMOTPa N306pakeHni;

b. ckonupoBatb WM nepenncartb Noc/eAHNe 6 3Ha4YeHni Koaa,;

c. [ob6aButb "00" nepes aTUM 3HAUYEHUEM, YTO Obl MOYYNTL NOJIHBIA KOA, KapThl;

d. BHecTu nonyyeHHbIn kog B MO "Management Software", Ha Bknagky "3anvck kapT B 6a3y", B
CTPOKY BHWU3Y CTpaHWLbl N HaXaTb KHOMKY "[106aBUTb BPyUHYIO";

Norvecsas e (2070707010 ) oo I

VraeTuduarop Kaprel AoeTna MpeAara kapt K oBopYROEaHME
00-7384:F8 0007-07-0 Mrorore. naens

CTROKA
el COM-nopT
B Cucrerbe

8 TpesosHeIE 30Hb!
e Mansaoearem
(eenia® Oopyaceanie
23 BHUTPEHHUE MOHUTOPEI <<
Bl BoimoiHole naHe i
il Kopameve conduwenin

¢ 3anuce kapr & a3y
& Axrusaun kapr

|| Sanon coemi
1§ Coofiuermatpesorn
e[ Cridco cooBuemsh
21 Mpeson no Kapram
B8 Xypran cuctersl
[Beipare
¥R
Swen |0 [o7mear
Coxpanie 3acpers
a > NposepsTs Mpoepute

e. Bbibpatb 13 cnvcka cnpaBa HEOOX0AMMYHO MaHeNb;
f. Haxarb kHOMKy "CoxpaHuTb";
g. MepeliTn B BKNagky "AktuBauus kapt";
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He MPOUSBARUTE HUKSKIK GEPAILAI B MAMEHT PaSaTbl DBopYIOEaHAI
Crucok mprBAsaHHbR KapT: | Crcok aKTempopatbt: kapr: 1
Crvcox oiapuaceaHs:

110005-01-0 Muoroke. naHens 00 07-0 1)00-73-84F8  0007-07-07-07-0

2)0007-07-0 MHoroks. naHens

i, HacTpokkM
el COM-nopT
W Cucrerbe

8 TpesosHeIE 30Ho!
&3 Nanssosarend
il Ofopyaceanie
s BHITPEHHIE HGHITOpLI <<
BB Boisoierois nans
il Kopatve cooduwenis
oo ¢ 3anuice KapT & 6asy
B, Acrisaw capr
H-|=] Zanveu cogomuin
1§ Coofiuermatpesorn

[ Crvicox cooenh

24 Mpovon no Kapram
W Kypran cucromsi

Ay
svesgoners proeel] e

h. BbiGparb HYXHYIO NaHesb;

i. Haxartb KHOMKy nepeHoca AaHHbIX B NaMATb NaHenu;

Haxatb kHonky "AKTMBUpOBaThL";

k. ViaeHTudmkatop BHeceH B 6a3y v Tenepb Bbl MOXETE M0/1b30BaTbCA MOOWUSIbHBIM TeledOHOM
[ONA OTKPLITUA ABEPU, BOPOT, LW1aréayma.

—

Mony4yeHue wundpoBaHHbIX KapT MIFARE Plus ¢ nomouibio TR-03B n 3aHeceHue ux B MO "Management
Software":

1.

©® NG hA WD

10.

11.

YCTaHOBUTB U 3amnyCTUTb Ha KOMMbIOTEPE Nporpammy 475 3anucu ngeHtudgurkaropos "BAS-IP USB
Reader Server";

MoaknounTb cuuThiBaTeNb TR-03B K KOMMNbIOTEPY;

CkayaTb 1 yCTaHOBUTL MOBU/IbHOE npuioxeHue UKEY Cfg;

MpUNoXnTbL MacTep KapTy K CYUTLIBATESHO;

3anyctutb npunoxeHue UKEY Cfg n HaxxaTb Ha Nouck;

MpunoxeHne nogkNounTCs K TR-03B U cuMTaeT ero HacTpOKuy;

B HacTpolikax NpuioxeHns BbIopaTb onuuio "Bbigava WngpoBaHHbIX KapT";

MogHecTV HOBYIO KapTy K CYUMTLIBATESO, MPON3BELAETCSA 3anvChb LMGPOBAHHOIO K/oYa B KapTy, nocsie
yero cumTblBaTe/lb N30ACT 3BYKOBOI CUrHAT;

Takke Bawl ngeHTumkarop kapTel 0TO6pasnTca B nporpamme "BAS-IP USB Reader Server”, ero
Heobxoaumo ckonuposaTb 1 BHecTM B 10 "Management Software" gns TpebyeMoii BbI3bIBHOWM naHenu;
NpeHTudmkaTop BHeCeH B 6a3y 1 Tenepb Bbl MOXETE N0/b30BaTLCA KApPTOil 415 OTKPbITUS ABEPH,
BOPOT, LWiaréayma,;

MonyyeHHble Takum obpa3om kapTbl MIFARE Plus, Takxe kKak 1 ngeHTudmnkaTopbl B UKEY, HEBO3MOXHO
B3/lOMartb UM CKONUPOBATb.

Mony4yeHne 06bLIYHBLIX KAPT AOCTyna ¢ nomMmoLbio TR-03B 1 3aHeceHue ux B MO "Management
Software":

1.

N

YCTaHOBUTB U 3amnyCTUTb Ha KOMMbIOTEPE Nporpammy 475 3anucu naeHtudgurkaropos "BAS-IP USB
Reader Server";

MoaxMoUNTL CUUTBIBATESb K KOMIMBLIOTEPY;

MogHecTn No oyepenn HeobxooMMOE KOMIMYECTBO KapT K CUUTLIBATENIO (KOSIMYECTBO NOAHOCUMbIX
KapT He orpaHu4yeHo);

Bce ngeHTtndmkaropsl kapT oTobpasAatca B nporpamme "BAS-IP USB Reader Server", ux Heo6xognumo
ckonuposaTtb 1 BHecTn B O "Management Software" gnsa TpeGyemoii BbI3bIBHON NaHenu;
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5. MaeHTndmkaTopbl BHECEHBI B 6a3y 1 Tenepb Bbl MOXETEe M0Sb30BaTbCs KapTaMu 415 OTKPbITUS
ABepw, BOpOT, Wwnarbéayma.

6.4 lNounck Bnaeo ¢ nomoLlbto Onvif

HauunHas ¢ Bepcun npoLumeku 3.9.0 B YCTPOICTBaX AOCTYNEH NOUCK BUAEO NOTOKA C KaMepbl BbI3bIBHO
naHenu nocpeacTsom Onvif.

[na npumepa MOXHO MCMO/b30BaTh MOWCK C MOMOLLLIO YTUAUTBLI Onvif Device Manager®,

[
Ackdrem 1116156
[ p——_y

e

Aedven 21601240
coaninUe

Tt

Al 152181173

. casnary

I TLLIETRE
LTI

LERR IS RE )

 EEF IR AR

( RER IR EREA
1 LR

6.5 lNosnydyeHne RTSP NnoToKa ¢ KaMepbl BbI3bIBHOW MaHesu

[ns nonyyeHnsa RTSP noToka C kamepbl BbI3bIBHOW NaHenn B CUCTEMY BUAEOHaOI0AeHUs HEO6X0AUMO B
CTpoKe fo6aBfieHnsa Kamepbl nponucars rtsp://user:1234abcd@192.168.1.16:8554/ch01, rae user- 3TO SIOTUH,
1234abcd - naponb gnsa goctyna Ha WEB-nHTepdpeiic, 192.168.1.16 - IP agpec naHenu, 8554 - NopT focTyna K
kamepe, ch01 - Homep KaHana.

26 https://www.polyvision.ru/po/dlya-windows/onvif-device-manager
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