IP Bugeokamepbl Hunter

KpaTKasa MHCTPYKLMA NO NOAKAOYEHUIO.

1. BsepeHue

Cetesble IP-kamepbl Hunter npegHasHa4veHbl A yaaneHHoro HabnogeHmsa 3a o6bektamu B
peanbHOM BpeMeHM NOCPeACTBOM NOAKIOYEHMA K IOKAZIbHON CETU UNN CETU UHTEPHET.
[aHHble ycTpolicTBa MAeanbHO NOAXOAAT ANA pelweHna 3a4a4 BUAEOHabntogeHNs B Maiom U
cpegHem buU3Hece, KUbIX KOMMNJIEKCAX U YaCTHbIX 4OMOBNAAEHUSAX.

2. KomnneKT noctaBKu

IP-kamepa

KomnneKT Kpenexa

CD-gMCcK € JOKYMEeHTaLmMel n nporpamMmHbim obecrieyeHmem
KpaTKaa MHCTPYKUMA NO NOAKAOUYEHUIO

YnakoBO4YHaA Tapa

3. NopaknioueHue IP-kamep.

PasmeTbTe MeCTO YCTAHOBKU U Kpernexa Kamepbl

MpocsepanTe OTBEPCTUA M BCTaBbTE TyAa NAACTUKOBbIE A06en N3 KOMMNEKTa
NOCTaBKM

BcTaBbTe Wypynbl U3 KOMMIEKTa NOCTaBKM B MOHTAXKHble OTBEPCTMA HA AHULLE Kamepbl,
3aKpyTUTe Wypynbl, NPUKPENMB TEM CaMbiM Kamepy.

Moakntoumte Kabenb Ethernet B pasbem LAN, BTOpOIt KOHeL, KOTOPOro NOAKAYUTE K
CeTeBOM KapTe KOMMbOTEPA UK APYrOMY CETEBOMY YCTPOMCTBY.

MoaKNtoumMTEe UCTOYHUK NUTAHMA 12 BonbT 1A NOCTOAHHOIO TOKA K COOTBETCTBYOLLEMY
pa3bemy Ha Kabene IP-kamepbl. Ecin Kamepa noaaepXuBaet nuTaHMe No TEXHO/I0MMK
POE, To BMeCTO MCTOYHMKA NUTAHUA MOXHO ucnoab3oBaTb POE uHxeKkTtop nam POE
KoMMyTaTop. Bo nsberkaHue npobsiem c COBMECTUMOCTbIO, PEKOMEHAYEM
ncnosb3oBaTb obopyaosaHue Hunter.

BHumaHue! He COGI’IIOAEHME AdHHbIX Mep MOXET NpuUBecTu K BbiXxoay Kamepbl U3 cTpoa

NOo BUHE UHCTANNIATOPA, YTO He AB/IAeTCA I'apaHTMVIHbIM cny4vyaem.



LleHTpaibHbIM KOHTAKT pa3bema NUTaHUA SO/IKEH UMETb KOHTAKT +12B!

He ,D,OHYCKaVITe KOHTAKTa KopnycCa Kamepbl C MeTANTI/TUYECKMMMU I'IOBerHOCT‘r'IMVI!

Kabenb noaknodeHua IP Kamepbl 4onXKeH bbiTb NOABEAEH K Kamepe CHU3Y Uau
MMeTb NPOBUCaHNE, MHaYe BO3MONKHO NonajaHune Bnarv BHyTpb Kopnyca Kamepbi!

4. TMopknioueHue IP Kamepbl K ceTeBoii Kapte MK

[nsi paboTbl C yCTPOWCTBOM HEOHXOOUMO N3MEHUTL CETEBBIE HACTPOWMKM KOMMbIOTEPA, Tak, YToObI IP-
agpec ceTeBow kapThl Obln B Mpegenax Ton Xe nogceT U MMen Ty Xe Macky, 4to IP agpec kamep.
Hanee Ha npumepe OC Windows 10 npuBeneH npumep yctaHoBku Ha Bawwem NK tpebyembix IP-agpeca
1 Macku nogceTun. [ina nsmeHeHne ceTeBbIX NapamMeTpoB HEOH6XOAMMO OTKPbITb NaHerb ynpaBneHus:
MeHto lNMyck —[MapameTpbl. B meHio «IMapameTpbl Windows» BbiGpaTb NyHKT «CeTb 1 IHTepHeT».
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B oTkpbIBLLIEMCS MeHIO HeobxoamMmMo BbiIbpaTh NyHKT “Ethernet’-“HacTtpovika napameTpoB agantepa’.
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B cnepytowem okHe TpebyeTcs BbibpaTb Heobxoanmoe ceTeBoe NOAKIMIOYEHME, KOTOpoe byaeT
MCnonb30BaThCs Ans coeanHeHus ¢ IP-ycTpoiicTBOM.
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HaxaTb Ha Hem NpaBoW KHOMKOM MbILIKN U OTKPbITb «CBOMCTBA» M OTMETUTb NYHKT “IP Bepcuu 4
(TCP/IPv4)”. Ha’kmuTe Ha 3TOM NYyHKTE NPaBOI KHOMKOM MbIlLM 1 OTKpoiTe «CBOMCTBaY.

Ceoiictea: IP eepoin 4 (TCR/IPvA) x
Obwme

MapameTpel IP MOMHO HESHEHETE ABTOMATHYECKM, BCIW (BT
MOAAEMHMBAET 3TY BOSMOMHOCTE, B NPOTMBHOM ClyHae ysHaRTE
napameTpel IP y CETEBOr0 aAMMHNCTPaToPa,

OHOHYHMTD IP-anpec aETOMATHHECKH

@ Wnons30BaTe cneayowmii IP-agpec:

IP-agpec: 192 .168. 1 . 15
Macka noaceTw: 255.255.255. 0
OCHOBHOI WAKo3: 192,168 . 1 . 1

Mony4uTe anpec DNS-cepeepa asToMaTHHECKH
(®) MicnonssosaTe cieayiowme anpeca DNS-cepsepos:

MpeanounTaensii DNS-cepeep: 8 .8 .8 .8

AnbTepHaTHEHbN DNS-cepeep:

|

[JronTeepanTs napameTps npn sbixone

JononHKTEnsH. ..

B atom meHi0 HeobxoaMMO 3aaaTh 3HaveHne IP-agpeca, oTnmMyHoe OT 3HaveHns IP-agpeca kamepbl NoO
ymonuanuio (192.168.1.10) (ecnu B Bawuen cetu 6yaet obHapyxeH cepsuc DHCP, To agpec 6yget
yCTaHOBIMEH aBTOMaTUYeCKM U3 nyna agpecos cepsuca!). Hanpumep, IP agpec 192.168.1.15, ¢ mackon
nogceTtun 255.255.255.0. OcTanbHble NYHKTbl HACTPOEK OCTaBbTe HEU3MEHHbLIMU. [10 OKOHYaHUIO
HaCTPOWMKM AN 3aKPbITUS MEHIO N COXpaHeHns napameTpoB HaxxmuTe kHomnky OK.

5. YcrtaHoBKa koMnoHeHTa ActiveX
[ns ganbHenwen HaCcTPoOWMKK 1 ynpaBrneHus ycTponcteoM Heobxoamm 6paysep Internet Explorer .
BHumaHue! Bo3amoxkHa Tonbko paboTta c 6pay3epom Internet Explorer Bepcuu 7.0 nnu Bbilue.

Nanee GyneTt paccMOTpeH NpuMep HacTPOMKK KaMepbl ¢ Ucrnonb3oBaHneM Gpaysepa Internet Explorer
11.

BHumaHue! Heo6xoamMmbl npaBa agMuUHMUCTpaTopa AnA ycTaHoBKM anemeHToB ActiveX!

B conctBax 6paysepa Internet Explorer: «CBovicTBa 6pay3epa»-«besonacHocTb» He0OXx0aAMMO BbiGpaTh
30HY A1 HACTPOWKMN NapameTpoB 6e3onacHoCTu VIHTepHeT.



CeoiicTea Gpayzepa ? hs
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MporpamMe!
KondmaeHuansHocTs

AononHuTensHo

BoifiepuTe S0HY ANA NapaMeTpel ee NapamMeTpos fiesonacHocTy.

WHTepHeT MecTHar HanexmHble OnacHble
HHTpaceTL CaTE CaiTEl
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- CaliTol
3oHa ANA Be6-CaTOB, HE BKIIOYEHHEIX B 30H5!

HAAERHEIX M ONACHBIX CAITTOB,

¥YposeHb BE30NacHOCTH ANA 3o 30HE!
Pa3pellieHHbie YPoBHM: OT CPEAHEND A0 BaICOKOro

Boiwe cpeqnero
—MoaxoauT AnA BONBWHHCTES CaTOs
— Mepen CREYMBAHNEM ONBCHOM0 COAEMRMMOrD
BbIBOAMTCA 3aMPoC
— HenoancanHele snemenTel ActiveX He aaumBaoTo

BRAKOYMTE SELMILEHHBIT pexkit (NoTpefyeToa nepesany
Internet Explorer)

Apyroi... Mo YyMON4aHHIO

BuifipaTs ypoBeHb f230MacHOCTM No yMONYEHWIO ANA BCEX 30H

Omera

MpymeHuTe

[ns nameHeHns napameTpoB 6e30NacHOCTM HaXMnTe KHOMKY «[pyrony. B meHto «MapameTpsbl
6e3onacHoCTM» B cnucke HanamTe NyHKT «CkaunmBaHue HenoanncaHHbIX anemeHToB ActiveX» n oTmeTbTe

nyHKT «[pegnaratb».

Mapamerpel GesonacHocTu - 3043 MHTepHETa

MapameTpel

O OTRACYMTE ~
|#| PaspewmTh 3anyck 3NeMEHTOB ynpasneHus ActiveX, koTope
O BrnouMTE
@ OTRACYMTE
|| PaspewnTs cueHap1
O BrnouMTE
@ OTRACYMTE
O Mpeanarate
|#| CKa4MBaHME HENODAMMCEHHEIX 3NEMEHTOB ActiveX
O BrnrowmTe (HefesonacHo)
(O OtknroumTs (peromeHayeTCR)
®
|#| CKa4MBaHME NOAMMCEHHEIX 3NEMEHTOB ActiveX
O BrnrowmTe (HefesonacHo)
O OTRACYMTE

(@) Mrannorare fnocausoneersn)

< >

* M3MeHEHMA BYAYT NPUMMEHEHE! NOCNE NEPE3ANYCKA KOMMLIOTEPA

Chpoc ocobkix NapaMeTpos

Ha ypoBeHb: |Beiwe cpearero (o ymondaHuio) v ChpocuTe...

OTmeHa

MapameTpel GesonacHocTy - 3oHa MiHTepHeTa

MapameTpel

O OTKMOYMTE ~
O Mpeanarate
|| 3anycKkaTb aHTMBpeAoHOCHOE MO ANA 3NEMEHTOS Yrpasne:
@ BrmioumnTe
O OTKMOYMTE
|#| Wicrone30BaHUE 3NEMEHTOE YNPEENEHUA ActiveX, HE Nomeqe
(O BrmrounTs (Hebesonacto)
O OTkouTE (peroMeHayeTCR)
®
|| MNoBeaeHE ABOMYHOMO KOAOE W CLEHAPHES
@ BrmioumnTe
() LonywenHsx anMuHMCTPATOPOM
O OTKMOYMTE
|| MoKasbIBaTE BMAEO W aHUMALMIO Ha Bef-CTpaHMUE, He uano

O BrmioumnTe v

< >

* M3MeHEHMA GYAYT NPUMEHEHE! NOCNE NEPESANYCKE KOMMLIOTEPa

Chpoc ocobibix NapaMeTpos

Ha ypoBeHb: |Beiwe cpeaHero (Mo yMonyaHuio) ChpocuTe...

OTmeHa

B meHio «lMapameTpbl 6e30nacHOCTU» B CNUCKE HanauTe NyHKT «/Icnonb3oBaHne 3f1eMeHTOB
ynpaBneHus ActiveX, He NoMeyeHHbIX kak 6e3onacHble» 1 oTMeTbTe NYHKT «[pegnaratey. Ans
COXpaHeHMs HacTPOoeK U nepexoda K OCHOBHOMY OkHY Bpaysepa HaxxmuTe OK B 060UX OTKPbIThIX
ANarnoroBbIX OKHaXx.

6. Pab6oTta B Internet Explorer

3anycTtute Opay3ep, B aapecHon cTpoke Habepute IP-agpec yctporictea (IP-agpec obopyaoBaHus,
YCTaHOBIEHHbIV Npou3soanTenem no ymondaxuio 192.168.1.10 (ecnu B Ballen cetn 6yaet obHapyeH
cepeuc DHCP, 1o agpec bygeTt ycTaHOBMNEH aBTOMaTMYECKM U3 nyrna agpecos cepsucal)
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37a eeb-cTpaHuLa NBITAETCA 3aNYCTUTE HagcTpoiky web activex module wsaatena Microsoft
(HenoATEEpKAEHHBIA N3gaTens). v

< B wem saknrouaetca puck? Paspewinte :

Bbibepute A3bIK —pyCCKU.

Bpaysep BblgacT cooblLeHme 0 3anpoce Ha yCTaHOBKY KOMMOHEHTOB ActiveX: «OTa Beb-cTpaHuua
nblTaeTcs 3anyCTUTb HAACTPoKKy: «web activex module»». Haxmute kHonky «Paspewmntby ans
YCTaHOBKM.

Beeaute nma nonb3oBartens u napornb, AMs BXoA4a B Buaeokamepy (No ymonyaHmio —admin / nycro).
Mocne BBOAA MMEHM NONBL30BATENS M NapOnsa NOSIBUTCS AOMalUHSAA cTpaHuua IP Buaeokamepbl/
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7. 3aBogcKue HaCTPOWKM



IP Aapec 192.168.1.10 JlornH admin
Macka noacetu 255.255.255.0 Maponb

Wnto3 192.168.1.1 HTTP nopt 80
OcHoBHom DNS 192.168.1.1 RTSP nopt 554
Pe3epBHbIN DNS 8.8.8.8

8. [HocTtyn ¢ MOGunbHOro yctpomctea (cMapTcoHa)

YCTPONCTBO MMEET BO3MOXHOCTb YAAnNEHHOrO NOAKIIOYEHNUSI C MOBUITbHBIX YCTPOWCTB, AN 3TOr0
HeobxoaMMo ckavaTtb B “Google Play” unmn “AppStore” (B 3aBUCMMOCTM OT BalLIEro yCTPOMCTBA)
npunoxeHne XMEye (ans nogknoyeHns yepes ctatndeckun IP agpec n Ana noaknioveHns yepes
obnayHbIv cepBuc http://xmeye.net). [Ina noaknoyeHnsa peructpatopa yepes obnayvHbin cepeuc
HeobxoamMo 3HaTb 06nayvHbIv Cloud ID, ero MOXXHO NOCMOTPETL B «YCTPONCTBO»-«IHGOpMaLmsa»-

«Bepcus»

YcTaHoBUTE MOGUIBHOE MPUNOXKEHNE U 3apErMCTPUPYITECH

© A J 2%m 12:19

Perncrpaums 3abbinu napon

Jpyrue cnocobbl BXxoaa
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HobaBbTe Balle ycTponcteo ncnoneayto Cloud ID
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9. [ocTtyn c KOMNbIOTEpPA

Bapernctpupynteck Ha cainTe http://xmeye.net u BOonauTe B CBOK YHETHYIO 3aMnuch:

JIK YctpoucTtso
X Noruu
&k Napons

‘ Kop sepudukaLmm ‘ ”’

[ 3anomuuts MonyuuTe napons?

Boiiti
45|
Perucrpauusa

Hob6asbTe Bawwm yctpoiictea ucnonesyto Cloud ID
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10. MapaHTUHbIe 0bsA3aTenbCTBa
apaHTUIAHbINA CPOK HAa AAaHHOE U3AEeNMe COCTaBNseT 3 roaa ¢ AaThl NPOAaXM.
MpoaaBeL, He HeCET rapaHTUIHbLIX 06A3aTENBLCTB B CrEAYOLWMX CryvasnX:
1) N3penue ncnonb3oBarnoch B LIENSIX HECOOTBETCTBYHOLLMX Er0 NPSIMOMY Ha3HaYEHUIO;

2) HapyLueHbl npaBuna v ycroBsust aKkCnnyatauum, YCTaHOBK U3OeNst, M3MNOXEHHbIe B JaHHOM PYKOBOACTBE
1 OpYyroi JOKyMeHTauuuW, nepeaaBaeMoii NoTpeduTento B KOMNIEKTE C U3aernem;

3) ispenve nmeeT cneabl NOMbITOK HEKBANMULIMPOBAHHOIO PEMOHTA;

4) OedekT BbI3BaH M3MEHEHVNEM KOHCTPYKLMWN UM CXEMbI U30enusi, NOAKMTHYEHNEM BHELLHMX YCTPONCTB, He
NpeaycMOTPEHHbIX U3roTOBUTENEM;

5) [ledpekT BbI3BaH AEVCTBUEM HEMPEOAONMMbIX CUM, HECHACTHLIMM CIYyYasiMK1, YMbILLNEHHLIMA UK
HEOCTOPOXXHBIMU AEACTBUAMM NOTPEGUTENS UM TPETBUX MULL;

6) OGHapyXeHbl MEXaHUYECKNE NOBPEXOEHNS NN NOBPEXAEHUS, BbI3BaHHbIE BO3AENCTBMEM Briary,
BbICOKMX UINN HU3KNX TEMMEpaTyp, KOPPO3UEN, OKUCIIEHMEM, NONagaHUEM BHYTPb M3AENMsA MOCTOPOHHUX
npeaMeTosB.

7) MNoBpexaeHna(HeaocTaTkM) Bbi3BaHbl CMEHOWN UK yaaneHueM naponen usgenus, mogudukaumen n/mnm

nepeycTaHOBKOV npedycTtaHoBneHHoro MO n3genusi, ycTaHOBKOW U MCMONb3oBaHWEM HecoBmecTumoro N0

TPETLMX NMPOU3BOAUTENEN(HEOPUTMHATIBHOIO), HEKOPPEKTHLIM DOPMATUPOBAHMEM HAKOMUTESNEN Ha XKECTKMX
aunckax;

8) OedbekT BO3HMK B CrEACTBME €CTECTBEHHOIO M3HOCa NpU aKcnyaTaumm usgenust. Mpy atom nog
€CTEeCTBEHHbIM U3HOCOM NMOHMMAIOTCS MOCINeACTBMS SKCMNTyaTaunm n3genvs, BbiaBaBLUve yxyaleHne nx
TEXHUYECKOTO COCTOSIHUS U BHELLHEro Buaa U3-3a AfIMTENbHOIO UCMONb30BaHUSA AaHHOTO U3esust;



